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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker
Country

Target
Address

Signature

TCP handshake vi ol ation, first packet not

146. 185. 56. 102 I'srael 147. 237.77. 216 dover. i df .i o drop 7
92.57.98. 141 ain 147.237.77.216  |dover.idf.il ;c/]; handshake viol ation, first packet not |, 3
85. 207. 157. 29 Czech Republi ¢ 147.237.0.17 Im”y' kosher-kravi i df.i |\ \hger Artack con_Tep drop 2
162.218.211. 137 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il JLM Under Attack Con_Tcp drop 2
45. 35. 64. 142 Lhited Sates 147. 237.77. 216 dover.idf.il I;]; handshake violation, first packet mot |4 1
79.142.76.6 Sweden 147.237.76. 177 ncore.idf.il JLMPurple Gon Linit_Tcp drop 1
85. 207. 157. 29 Czech Republic 147.237.0. 34 tikshuv.idf.il Frk_Under _Attack_Con_Tcp dr op 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 31 nakchal .idf.il B ack List drop 1




08-23-2016-13:04:03 to 08-23-2016-14:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Gountry arget Address |Site Sgnature Devi ce Action ‘Count
138. 201. 125. 143 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per mit 100
138. 201. 125. 143 Ger nany 147. 237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nit 6
5.9.151.22 Ger many 147. 237.72. 166 aka.idf.il C1000074: HTTP. maj estic bot Per it 2
51. 255. 207. 28 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per mit 2
162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. rmaj estic bot Per nit 2
138. 201. 125. 143 Ger many 147.237.77. 74 lawidf.il C1000074: HTTP. maj estic bot Per it 2
138. 201. 125. 143 Ger many 147.237.77. 176 nat pash. i df.il CL000074: HTTP. naj estic bot Per mit 2
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nit 2
164. 132. 161. 44 Italy 147.237.0.15 kosher-kravi .idf.il C1000146: HTTP. AnrefBot craw er B ock 1
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per mit 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
85.207.157.29 [147.237.0.34 gpi%ﬂc ti kshuv. i df i ET SCAN NVAP -sS wi ndow 1024 4
85.207.157.29 [147.237.0.17 gpi‘gric mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 3
213.57.138. 132 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 2
109. 253. 132. 225(147. 237. 77. 216 |I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
85.207.157.29 [147.237.0.16 gpi;ﬂc ny-kosher-kravi.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
192.198. 151. 44 |147.237. 72. 166 |Eur ope aka idf.il portscan: TCQP O stributed Portscan 1
46. 19. 86. 42 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.109.132.25 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
133.242.4.52 147. 237. 72. 166 [Japan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.147.210 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.181. 10. 12 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
124, 106.34. 253 |147. 237 76. 107 |Fhi 1 ppi nes o himshi df i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.102.229.234 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.176.123. 184 |147.237.72. 166 | srael aka.idf.il portscan: TCQP O stributed Portscan 1
2.53.176.228 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
109. 253. 210. 142|147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
77.222.158. 107 |147.237.72. 166 |Ikrai ne aka.idf.il portscan: TCQP O stributed Portscan 1
109. 64.50. 194  |147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
77.127.21.111 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
87.69. 50. 91 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
68.190. 208. 191 |147.237.77.121|W0ited Sates |e navy.idf.il ET SCAN NVAP -f -sS 1
212.199. 108. 62 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
85.207.157.29 [147.237.0.34 gpi%ﬂc ti kshuv. i df i ET SCAN Potential VNC Scan 5900- 5920 1
62.210.148.91 |147.237.76.42 |France refuah.idf.il ET VEB—S_ER_\E Tildein R, potential .php source disclosure 1
vul nerability
201. 238. 209. 182|147. 237. 77. 178 |Cil e e. mat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 135 147.237. 72. 166 |I srael aka. idf.il portscan: TCP D stributed Portscan 1
199.203.92. 42  |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
85.130.223.95 |147.237.72.166 |Israel aka.idf.il portscan: TQP O stributed Portscan 1
190, 255. 170. 52 1147 237 0.16 0ol onbi & ny- kosher-kravi i o i | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45.63.7.18 147.237.77.121 |hited Sates |e navy.idf.il ET SCAN NMAP -sS wi ndow 4096 1
81.218.241.25 |147.237.72. 166 |l srael aka idf.il portscan: TGP O stributed Portscan 1
130. 225. 121. 206|147. 237. 77. 216 |Denmar k dover.idf.il portscan: TCP D stributed Portscan 1
5.102.253.136  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.177.120. 233 |147.237. 72. 166 |l srael aka idf.il portscan: TGP O stributed Portscan 1
2.55. 48. 170 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
115.219.1. 100 |147.237. 72. 166 |Chi na aka.idf.il portscan: TCP D stributed Portscan 1
79.142.76.6 147.237.76. 34 |Sweden yohal an.idf.il ET SCAN Potential SSH Scan 1
2.53. 49. 107 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.139. 6. 175 147. 237. 72. 166 |France aka.idf.il portscan: TCP D stributed Portscan 1
91.201.236. 158 [147.237.8.46 |lkraine €. chi nuch. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
68.190.208. 191 [147.237.77.121|Whited Sates [e navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
213.57.38.110 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 250. 66. 216  [147.237. 72. 166 |l srael aka idf.il portscan: TGP O stributed Portscan 1
66.212.179. 106 |147.237.72. 166 |Canada aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
207.232.54. 128 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.172.71.251 (147.237.72.217 |lkrai ne eidf.il ET SCAN NVAP -sS wi ndow 1024 1
200. 6. 210. 78 147.237.0.17 |Qatenal a mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 39
40.77.169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 34
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 26
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 22
40.77.169. 102 Lhited Sates 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 19
62.0.210.1 | srael 147.237. 72. 156 anan. i df.il drop First packet isn't drop 18
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 16
105. 38. 39. 26 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
46. 19. 86. 103 | srael 147. 237.76. 42 refuah.idf.il drop First packet isn't drop 12
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
40.77.169. 102 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 10
40. 77. 169. 99 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 10
40. 77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 9
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 8
188. 161. 105. 210 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
40.77.169. 103 Lhited Sates 147.237.77.176  |matpash.idf.il drop SAMrul e drop 7
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
40.77.169. 101 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 6
199. 203. 63. 223 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
40. 77. 169. 102 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 4
40.77. 169. 99 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
40.77.169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
109. 253. 157. 91 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
80. 246. 133. 21 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
197.14.1.59 Tuni si a 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
85. 207. 157. 29 Czech Republic 147.237.77. 74 lawidf.il drop Frst packet isn't drop 2
46. 19. 86. 55 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
85. 207. 154. 195 Czech Republic 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
199. 203. 63. 223 | srael 147.237.77. 233 atal.idf.il drop First packet isn't drop 2
85. 207. 157. 29 Czech Republic 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
85. 207. 154. 195 Czech Republic 147.237.77.19 lawforumidf.il drop First packet isn't drop 2
46. 32. 126. 32 Jordan 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
77.126. 35. 213 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
89. 237. 78. 108 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
85. 207. 154. 195 Czech Republic 147.237.77. 74 lawidf.il drop First packet isn't drop 2
85. 207. 157. 29 Czech Republic 147.237.77. 19 lawforumidf.il dr op Frst packet isn't drop 2
31.223. 189. 156 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 1
80. 178. 201. 74 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176.13.7. 206 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
40.77.169. 101 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 1
85. 207. 154. 195 Czech Republic 147.237.77. 170 naar achot . i df . il drop Frst packet isn't drop 1
141.212.122. 78 Lhited Sates 147.237.0. 33 idf.il drop drop 1
37.8.125. 144 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
216. 218. 206. 83 Lhited Sates 147. 237. 0. 200 mu.idf.il drop drop 1
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Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
46. 19. 86. 206 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 159
79.176.31.238 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 89
37.26.149.208 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 19
46.19. 86. 11 | srael 147.237.76.42 |refuah.idf.il Distributed Suspici ous Response Code B ock 11
2.53.180. 115 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 9
192.115.252.2 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 9
2.53.170. 214 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 9
66.249.81.215 |[Israel 147.237.77.216|dover . i df . il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 6
192.115.252.2 |israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut hori zed URL Access from 192. 115. 252. 2 Bl ock 5
66.249.81.218 |[lIsrael 147.237.77. 216 |dover.i df.i D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 5
84. 94. 66. 20 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 5
81.218.56.171 [Israel 147.237.77.216|dover.idf .il Mil tipl e Unhaut hori zed URL Access from 81.218. 56. 171 Bl ock 4
89.138.181.7 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
194. 114. 146. 227 |1 sr ael 147.237.77.216|dover . i df . i Ml tipl e Wnauthorized URL Access from 194. 114. 146, 227 B ock 3
62.219.191. 101 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waww aka.idf.il/sip_storage/files/3/  |B ock 3
192.115.252.2  |Israel 147.237.76.31 |nakchal .idf.il mu;aﬁgl .Ziegf '%Sﬁisfjr;g‘;m s/ Bock |3
77.125. 4. 102 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
176. 13. 23. 67 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Qode B ock
46.19.86.11  [Israel 147.237.76.42 |refuah.idf.il Poranet er Type Mol ation ! oS Egg_gsffm' deriSixtlasthane g oo |3
37.19.121.166 |[Israel 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 3
80. 246. 139. 181 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
46. 19. 85. 235 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
66.249.81.212 |[Israel 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on wan idf.il/error. htm Bl ock 2
80.246.138.50 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 2
80.246.138.82 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
77.222.158.107 |Ukrai ne 147.237. 72. 166 |aka. i df . i | Dstr buted trauthori zed Wt hod ;‘S’LXK”O"‘” R on Bock |1
66.249.79.37  |[israel 147. 237.77. 216 |dover . i df . i | m“f df}?riilzlzc: a]uiji Zpﬁgﬁsj etvzi o, asp Bock |1
80.179.125. 162 |[Israel 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
74.91. 23. 166 Lhited Sates 147.237.72.167|i shurimaka.idf.i| |Wauthorized URL Access to 147.237.72. 167/ Bl ock 1
157. 55. 39. 34 Lhited Sates 147.237.77.216|dover . i df . il Abnormal |y Long Request URL B ock 1
62.219.191. 101 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 1
Pal esti ni an
46. 60. 121. 52 Territory, 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to 147.237.77. 216/ f avi con. i co B ock 1
Qccupi ed
93.173.211.34 I srael 147.237.777. 226 mﬁhanﬁt 7 akad muizzgfiéaﬁigcfc.?slsl tteorrpl at es/ homepage/ honepage. aspx B ock !
80. 246. 130. 8 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
2.53.187.231 | srael 147.237.77.243|mobi l e. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
74.91. 23. 166 Lhited Sates 147.237.77. 216 [dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
199. 203. 159. 137|I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
157.55.39.110 |Uhited Sates 147.237.77. 216 |dover.i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
82. 81. 69. 86 I srael 147.237.77.216|dover . i df . i PHP Attenpt B ock 1
79.177.10.204 | srael 147.237.76.31 |nakchal .idf . il ﬂ?_u;gg_”?é_egﬂ?pfgfgfjg;fi | o5/ 8] 1668. doc Bock |1
Unknown Par arret er
46.121.136. 231 |israel 147.237.72. 166 |aka. i df . i | f;tofﬁiggfgfgﬁﬁrgi}eg‘ ‘?‘;em' der $erai | Updat eSr pt Bmai | Sub | o 1
wan aka. i df . i |/ mai n/ gi yus/ f ag. aspx
95. 153. 134. 205 [Russi an Federation |147. 237. 72. 166 |aka. i df . i | m”;grii jfe.di I'\/’er:a??]‘/jhzg d;?;ult.aspx Bock |1
2. 55. 160. 85 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 1
208.115.111. 73 |Lhited Sates 147.237.76.31 |nakchal .idf.il m“;g&;\feﬁ dfu.qiLl fﬁgﬁ:ﬁl ::/Ocore/ doc._mur/ doc.mur . asp Bock |1
65.55.210.186 |[Lhited Sates 147.237.77.216|dover . i df . i Distributed Waut hori zed URL Access on wwuidf.il/error. htm B ock 1
82. 81. 69. 86 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.i|/wp-1ogin. php Bl ock 1
79.179.36. 159 I srael 147.237.77. 216 [dover . i df . i | mu;v?vuit Slgril IZ/etdenlpj)?;\tpefs(/:essthtegl user cont r ol s/ pr onot i oncube/ Bl ock !
Unaut hori zed URL Access to
192.243.55.131 |Uited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59268&doci d=653 |B ock 1
84
62.90. 162. 73 I srael 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to waw idf.il/anan B ock 1
132.68.56.236  |lsrael 147.237.777. 226 mﬁhan&t 7 akad \?WS/\E ::ihk;l:rtaet)i.L:lfalitihgfr.i izle;jt eur?_pl z(;islsh;:epage/ honepage. aspx B ock !
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