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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
176. 13. 19. 81 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 14

109. 66. 12. 31 | srael 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 2

209. 126. 136. 2 Lhited Sates 147.237. 76. 196 e.sviva.idf.il|H ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an.i df.il|B ack List drop 1
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|Top Attackers In IPS|

At t acker

At t acker

Country

’Tar get Address

Site

Sgnature

51.255.207. 28 |France 147.237.72. 166 [aka. i df . i | C1000074: HTTP:. naj estic bot Per nit
212.47.229. 189 |France 147.237.77. 216 |dover . i df .i | C1000074: HTTP. naj estic bot Per nit
52, 50. 60. 62 I rel and 147.237.76.86 |navy. i df . il ﬁﬁzrabmy PHP-Q3 Query String Paraneter Information Osclosure |,
151. 80.31. 172 |France 147.237.0.15 |kosher-kravi . i df.i|Clo00146: HTTP. AhrefBot craw er B ock
197.2.194.234 |Tunisia 147.237.77.216|dover. i df .i | 3886: HITP. Qoss Ste Scripting in POST Request B ock
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 76. 106 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 804
197. 2. 194. 234 147.237.77. 216 Tuni si a dover.idf.il QA Injection - Select Fom 6
79.178. 109. 155 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 2
46.116.7. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 195 147.237.0. 35 Net her | ands akavs. i df . i ET SCAN NVAP -sS wi ndow 1024 1
45. 79. 156. 96 147.237.76. 31 Lhited Sates nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
87.236. 194. 161 147. 237.77. 178 Czech Republic e. mat pash. i df il ET SCAN NVAP -sS wi ndow 1024 1
37.26. 146. 247 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 250. 255. 76 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
31.168.13. 78 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 64. 43. 162 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5. 255. 90. 133 147.237.8.24 Net her | ands elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.55.129. 234 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
199. 203. 77. 86 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
77.124.244. 98 147.237.72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
2.53.141. 222 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 34. 160. 65 147. 237. 76. 39 Russi an Federation nobi | e. nei tav. i df .il ET SCAN NVAP -sS w ndow 1024 1
77.124.15. 67 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
133. 242. 3. 168 147.237.77.179 Japan e nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
62. 219. 48. 60 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
95. 35. 37. 153 147.237.72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 209 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 195 147.237.0. 15 Net her | ands kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.147. 193 147.237.72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
87.69.34.9 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.168. 183. 59 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 65. 61. 148 147.237.72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
5. 255. 90. 133 147.237.8. 28 Net her | ands e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 120. 19 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
5. 39. 222. 253 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202.41.10. 3 147.237.77. 216 I'ndi a dover.idf.il portscan: TCP O stri buted Portscan 1
77.138. 168. 122 147.237.72. 166 France akaidf.il portscan: TCP O stributed Portscan 1
2. 55. 63. 244 147.237.72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
77.124.51. 14 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
141. 226. 161. 58 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 253. 128. 233 147.237.72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
141. 0. 14. 147 Eur ope 147.237.77. 216 dover.idf.il dr op First packet isn't drop 48
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 42
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 31
193. 106. 206. 10 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 20
40.77.169. 97 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 15
40.77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 13
40.77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
94.77.196. 82 Saudi Arabia 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
40. 77. 169. 97 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 8
109. 253. 205. 61 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 8
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 8
62. 0. 238. 55 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
59. 183. 183. 197 I'ndi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
40.77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
182. 75. 8. 110 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
89. 237.97.58 France 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
62.0.210.1 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 4
119. 82.112. 226 I'ndi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
176. 13. 15. 149 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 2
109. 66. 12. 31 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 2
40.77. 169. 98 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
184. 105. 139. 67 Lhited Sates 147.237.8.50 e.tikshuv.idf.il drop SAMrul e drop 1
109. 253. 131. 159 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
40.77. 169. 102 Lhited Sates 147.237.77.170 naar achot . i df . il dr op SAMrul e drop 1
109. 253. 199. 165 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
176. 13. 227. 173 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
101. 178. 206. 92 Australia 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
139. 162. 37. 113 Lhited Sates 147.237.0. 35 akaws. idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
176.13.17. 22 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 86
109. 67. 199. 243 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 14
195. 60. 235.57 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 195. 60. 235. 57 B ock 13
79.179.36.159 |lsrael 147.237.72.166 |aka. i df . i | Ostributed |11egal Byte Gode Character in LR B ock 10
40.77.169.103 |lhited Sates [147.237.77.216|dover.idf.il Ostributed I11egal Byte Qode Character in LR B ock 6
80. 246. 130. 212 |l srael 147.237.77. 216 |dover.i df .i | O stributed Lhauthorized URL Access on waw idf.il/error. htm Bl ock 5
2.53.18.230 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
81.218.97. 45 I srael 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod Bl ock 3
81.218.97. 45 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | aw i df . il/592- 3092- he/ B ock 3
66. 249. 79. 37 | srael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 3
81.218.56.171 |[Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 81.218.56. 171 B ock 3
80. 246. 130. 54 I srael 147.237.77. 216 |dover.i df .i | O stributed Lhauthorized URL Access on waw idf.il/error. htm Bl ock 3
31.168.27.216 |lsrael 147.237.77.234|hal ag. i df . i | Mil tipl e Unhaut horized URL Access from 31. 168. 27. 216 B ock 2
78.108.164. 62 |Lebanon 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwwu aka. i df .il/mai n/ gi yus/ general . aspx |B ock 2
109. 253. 136. 210]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
109. 66. 58. 2 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter giyus in aka.idf.il/ None 1
40.77.169.104 |hited Sates [147.237.77.216|dover.idf.il Ostributed I11egal Byte Qode Character in LR B ock 1
31.168.27.216 |Israel 147.237.77. 234 |hal ag. i df . i | m"ltog?gtizggaﬁ_f‘éf_eisls/sti‘;_storagem L es/ 412004, g Bl ock 1
79.177.10.204 |israel 147.237.76.31 |nakchal .idf.il ﬂ?f’;ggr;ééglgpf;cgf;g;ﬁi | e/ 8 1668, doc B ock 1
195. 60. 235.57 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter nfr in wwaka.idf.il/sip storage/files/5/68515.gif |None 1
66.102. 9. 76 Lhited Sates |[147.237.72.166|aka. i df.il Unaut hori zed Method POBT for wawy aka.idf.il /1 ondi mimai n/ B ock 1
140. 147.249.7 |Wnited Sates [147.237.72.166|aka.idf.i | Unaut hori zed Method HEAD for www aka. i df.il/rights/asp/info.asp B ock 1
87.68. 33. 193 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
40.77.169.103 |Lhited Sates |[147.237.72.166|aka.idf.il Ostributed |11egal Byte Gode Character in LRL B ock 1
185.32.179.78 |lIsrael 147.237.77. 243 |nobi l e. i df . i | DO stribut ed Suspici ous Response CQode B ock 1
77.139.51. 60 France 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to vww anan. i df .il/https:/ww anan.idf.il/ B ock 1
46. 19. 85. 131 | srael 147.237.77.233|atal .idf.il Abnormal |y Long Request net hod B ock 1
109. 66. 58. 2 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter giyus in aka.idf.il/main/ hone/ def aul t. aspx None 1
31.168.151. 128 [Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
79.177.217. 236 | srael 147. 237.72. 166 |aka. i df . i | mn;’r; iZ?T f‘rf:mer m;‘\!hiﬁﬁzmégpi None 1
195. 60. 235.57 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter nfr in wwvaka.idf.il/sip storage/files/6/68516.gif |None 1
157. 55. 39. 38 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/english/&facacacsa-a.. .a% Bl ock 1
109. 65.12. 123 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
40.77.169.103 |lhited Sates [147.237.77.176|natpash.idf.il |Dstributed Il1egal Bte Qode Character in LR B ock 1
80. 246. 130. 237 |l srael 147.237.77. 216 |dover.i df .i | O stributed Uhaut horized URL Access on waw idf.il/error. htm B ock 1
192.243.55.130 |[Uhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/giyus/kadat z B ock 1
77.139. 165. 205 |France 147.237.72. 166 |aka. i df . i | m”;}?;rii jfe_c: I'ﬁfmhﬁk';ng g;cept d. asp Bl ock 1
46.19. 85. 131 I srael 147.237.77.233|atal .idf.il Illegal HITP \ersion B ock

109. 66. 58. 2 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter giyus in ww aka. idf.il/main/home/ def aul t. aspx None
32.210.21.183 |United Sates |147.237.72.166|aka. i df . i | m;’(sult;d iﬁa#;hn(;rrjozg d';f;:f?_‘;z;xmo“” R on Bl ock 1
82.81.69. 86 I srael 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
207.46.13. 73 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
157.55.39. 140 |lnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66. 249. 93. 82 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/i mages/ shared/ bul | et 1. gi f |Bl ock 1
109. 65. 24. 124 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wa aka.idf.il/sip storage/files/ 4/ B ock 1
2.55.11. 254 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
77.237.146.28 |Czech Republic|147.237.77. 234 |hal ag. i df.il Unhaut hori zed URL Access to / B ock 1
46.19. 85. 131 I srael 147.237.77.233|atal .idf.il Mal formed URL __ at uvs=57bc1947c¢d21100a000 B ock 1
82. 81. 69. 86 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to www atal .idf.il/wp-1ogin. php B ock 1
37.26.148.251 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
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