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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
2.53.166. 177 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
82.80.78. 2 | srael 147.237.77.176 natpash.idf.il |Back List drop 1
163.172.227. 198 Uni ted Ki ngdom 147.237.76. 38 e.e.ngitav.idf.i|B ack List drop 1
58.183. 223. 151 Japan 147.237.76. 86 navy.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 197 e hinush.idf.il |Back List drop 1
79.178. 131. 83 | srael 147.237. 72. 166 aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

5.22.134.202 147.237. 76. 200 I srael eitan aka.idf.il Xenu Link Seuth User Agent 3
5.102. 198. 142 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 66. 105. 115 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
87.236.194. 161 147. 237.72. 167 Czech Republic i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.55. 55, 47 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
79.179. 97. 87 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
2.53.52.79 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
79. 176. 2. 237 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
77.138. 15. 186 147. 237. 72. 166 France aka.idf.il portscan: TCP D stributed Portscan 1
58. 218. 204. 245 147. 237. 76. 201 Chi na e.aa.idf.il ET SCAN Potential SSH Scan 1
212.179. 146. 134 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 181 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
162.213. 1. 246 147.237.77.216 Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
31.168. 99. 234 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 66. 113. 54 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
5. 29. 208. 235 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
94. 230. 85. 254 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
5.22.134.202 147.237.72. 166 I srael aka.idf.il Xenu Link S euth User Agent 1
84. 95. 206. 230 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
2.53.153. 180 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
79.178. 109. 155 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
77.138. 16. 183 147.237.77.216 France dover . idf.il portscan: TCP D stributed Portscan 1
66. 249. 76. 106 147.237. 72. 166 Lhited Sates aka idf.il portscan: TCP Distributed Portscan 1
46. 121. 26. 200 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
212.150. 178. 43 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
37.26. 149. 169 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 253. 144. 57 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address Ste |Signature |Message Devi ce Action |Oount |
193. 43. 246. 250 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 59
109. 253. 205. 61 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 20
85. 130. 190. 227 | srael 147.237.77.226 |ww chanatz. aka.idf.il drop First packet isn't drop 14
91. 195. 162. 254 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 12
62.74.9. 248 G eece 147.237.77.216 |dover.idf.il drop First packet isn't drop 11
85. 130. 190. 227 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
176.13.8.21 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 4
109. 253. 210. 170 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 3
85.113. 123. 146 Pal estinian Territory, Cccupied 147.237.77.216 |dover.idf.il drop First packet isn't drop 3
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 3
176. 13. 23. 193 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 3
85. 130. 190. 227 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 3
62.0.210.1 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 2
82.213. 15. 214 Pal estinian Territory, Qcupied 147.237.77.176 |natpash.idf.il drop First packet isn't drop 2
176. 13.8.90 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 2
109. 253. 203. 109 |l srael 147.237.77.243 |nobile.idf.il drop First packet isn't drop 2
79.178.117.182 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 2
81.177.127. 249 Russi an Federation 147.237.76.148 |gqacenter.aka.idf.il drop drop 1
176. 13. 229. 106 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
82. 81.50. 127 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 1
176. 13. 245. 123 | srael 147.237.77.243 |nobile.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.55.59. 99 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 180
176. 13. 23. 67 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 92
46.19. 86. 223 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 60
80.246.138.26 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 56
2.53.174. 157 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 48
46.19. 85. 80 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 18
185. 32. 179. 232 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 16
113. 120. 110. 198|Chi na 147.237.77. 176 [nat pash. i df . i | Mil tiple Unauthorized URL Access from 113.120.110.198 B ock 9
81.218.241.25 |Israel 147.237.77. 234 |hal ag. i df . i | Ml tipl e Unaut hori zed URL Access from 81.218.241. 25 B ock 6
212.143.135.92 |[Israel 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod Bl ock 5
113. 120. 110. 198|Chi na 147.237.77. 176 [nat pash. i df . i | Distributed PP Attenpt B ock 4
46.19. 85. 16 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 3
2.53.3.188 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.180. 115 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
176. 13.229. 196 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
109. 253. 205. 61 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
80.246.138.10 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
212.243.40.98 |Sitzerland |147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
157.55.39.194 |Uited Sates |147.237.77.216|dover. i df .i | :?.“t horized UR. Access to wawidf.il/1116-he/ &fa€da afa€dta, g ) 1
37.26.146.247 [Israel 147.237.76.42 |refuah.idf. il L ated Lot horized ?Jaﬁc‘;zspi on Bl ock 1
109. 65. 154. 92 |l srael 147.237.77.216|dover. i df .i |l Dstributed PHP At enpt B ock 1
212.143.135.92 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to wwy nakhal .idf.il/sip storage/files/2/ |B ock 1
79.176.140.65 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock

192. 243.55.137 |lhited Sates |147.237.72. 166 |aka. i df .| m;&:a’tﬁi r?fi“;:;reitiz‘; ILeR}‘ypccess on B ock 1
68.180.230.171 |lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
207.232.27.5 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
109. 65. 154. 92 |l srael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwidf.il/wp-1ogin. php B ock 1
212.179.21.194 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
79.176.140.65 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to vww nakhal .idf.il/sip storage/files/4  |B ock 1
46.120. 69. 43 I srael 147.237.72. 156 [aman. i df . i | SSL Uhtraceabl e Gonnection - Cpen Mde None 1
192.243.55. 138 |Uhited Sates |147.237.72.166|aka.idf.il Ml ti pl e Uhaut horized URL Access from 192. 243, 55. 138 B ock 1
5.22.134. 202 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. idf.il/eitan/ main/ B ock 1
81.218.241.25 |[lIsrael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/inages/ 1. he/t opcap. gi f B ock 1
212.76.110.6 | srael 147.237.72. 166 |aka. i df . i | m”;(“;"_iZfar_?Tftn;rn,ﬂffi‘}g;?ﬂﬁ;f%hsach"’“$°t' Stin None 1
77.124.28.119  [Israel 147.237.76.42 |refuah.idf.il Paraneter Type M ol at! fglgfr']ﬁ?&f”;;xacem' der1StxtLasthame in g oo 1
212,179, 42. 241 |Israel 147.237.76.42 [refuah.idf.il L ated Lot horized ?Jaﬁc‘;zspi o Bock 1
79.179.36.159 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 1
66.249.76.31  |Israel 147.237.77. 243 |nobi | e. i df . i | At : c:rd'fz‘f? , t’;eggf;zmztesn < chi 1 ddocument </ 1680 Bl ock 1
192.243.55. 138 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka. i df . i1/ gi yus/ kadat z B ock 1
113. 120. 110. 198|Chi na 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat . i df.il/index. asp B ock 1
5.22.134.202  |israel 147.237.76.200|ei tan. aka. i df . i | m“;r;(;;i_ ;fg i'\g’}t_ ?f%mf;; an. aspx None 1
77.138.192.71  |France 147.237.72. 166 |aka. i df . i | m;gﬂt? itf}a:;r::/’rhiozr:/j dﬁ;ﬂ??,;‘sﬁxm‘m R on B ock 1
176. 13. 250. 172 |l srael 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
46. 19. 85. 247 | sr ael 147.237.76.31 |nakchal .idf.il Mal f or med LRL B ock 1
109. 253. 210. 13 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
212.243.40.98 |[Sntzerland [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for ww aka. i df . il/mai n/kapat z/ B ock 1
80. 55. 52. 130 Fol and 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df .i|/mai n/rabanut/ B ock 1
66. 249. 79. 59 | srael 147.237.77.216|dover.i df .il Unaut hori zed URL Access to 147.237.77.216/ 1810- he/ dover. aspx |B ock 1
194. 114. 146. 227 |l srael 147.237.77. 226 :CIW\TAII chanat z. aka. i d Mil tipl e Unhaut hori zed URL Access from 194. 114. 146. 227 B ock 1
124.188.0.88  |Australia  |147.237.72.166|aka. i df .i| thaut hor i zed Method PCST for B ock 1

wwn aka. i df . i |/ nai n/ har edi nd gener al . aspx
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