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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address i Signature Device Action
79.180. 139. 4 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site ‘Sgnature ||:evi ce Action |Count ‘
69. 30. 198. 178 Lhited Sates 147.237.77.216  |dover.idf.il CL000074: HTTP. naj estic bot Per mit 224

69. 30. 198. 178 Lhited Sates 147.237.77.176  |matpash.idf.il [Cl000074: HITP. najestic bot Pernit 13

69. 30. 198. 178 Lhited Sates 147.237.72.166  |aka.idf.il C1000074: HTTP: mgjestic bot Per nirt 13

69. 30. 198. 178 Lhited Sates 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot Per mit 3

51. 254, 131. 245 France 147.237.72.166  |aka.idf.il C1000074: HITP. naj estic bot Per nit 3

69. 30. 198. 178 Lhited Sates 147. 237. 76. 42 refuah.idf.il C1000074: HTTP. mgj estic bot Per nirt 2

178. 239. 167. 15 Uni ted Ki ngdom 147.237.77.216  |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
162. 213. 1. 246 147.237.77.216 |Wited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 5
109. 253. 140. 3 147.237.72.166 |lIsrael aka idf.il portscan: TCP Distributed Portscan 2
62. 219. 209. 237 147.237.77.216 |lIsrael dover . idf il portscan: TCP D stributed Portscan 1
185.110. 132. 201  |147.237.72. 14 kr ai ne dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
46.19.86.5 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
45. 79. 156. 96 147.237.77.227 |Wited Sates e. hamaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
132. 68. 5. 103 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
41.33.231.86 147.237.77.216  |Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
212. 150. 97. 225 147.237.77.216 |lIsrael dover . idf il portscan: TCP D stributed Portscan 1
5.29. 238, 117 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
212.97.13.120 147.237.72.166 |Kyrgyzstan aka.idf.il portscan: TCP DO stributed Portscan 1
109. 67. 158. 68 147.237.77.216 |lIsrael dover . idf il portscan: TCP D stributed Portscan 1
202.83.21. 48 147.237.76.147 |India chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
84. 108. 89. 147 147.237.72.166 |lIsrael aka idf.il portscan: TCP Distributed Portscan 1
195. 88. 208. 193 147.237.77.227 |Russian Federation |e. hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.183. 1. 28 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
185.110. 132. 201  |147.237.77.212 |lkraine e. dover.idf.il ET SCAN Potential SSH Scan 1
77.124. 12, 104 147.237.72.166 |lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201  |147.237.76.44  |lkraine e.refuah.idf.il ET SCAN Potential SSH Scan 1
62. 0. 76. 227 147.237.72.166 |lIsrael aka idf.il portscan: TCP Distributed Portscan 1
185.110. 132. 201  [147.237.0.16 kr ai ne ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
46. 19. 85. 115 147.237.77.216 |lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
132.74.7.90 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
45. 79. 156. 96 147.237.77.179 |Wited Sates e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.179. 90. 106 147.237.77.216 |lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
128. 199. 33. 160 147.237.77.176  |Netherl ands nat pash. i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
5. 39. 222. 253 147.237. 8. 14 Net her | ands e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.143.166. 124 |147.237.72.166 |[lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
109. 160. 213. 235  |147.237.72.166 |lIsrael aka idf.il portscan: TCP Distributed Portscan 1
212.29.212. 82 147.237.77.216 |Israel dover . idf.il portscan: TCP D stributed Portscan 1
89. 139. 177. 193 147.237.77.216 |lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
195. 88. 208. 193 147.237.77.233 |Russian Federation |atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
84. 94. 170. 254 147.237.77.216 |Israel dover . idf.il portscan: TCP D stributed Portscan 1
192. 114. 105. 246  |147.237.77.216 |lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
79.181.52. 112 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
185. 110. 132. 201  |147.237.77.170 |Wkraine naar achot . i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte ‘Si gnatu re‘ Message

46.117.98. 73 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 57
109. 253. 214. 49 |Israel 147.237.72. 156 |anan.i df . i | drop Frst packet isn't SYN drop 25
212.199. 154. 194l srael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 20
84.94.170. 254 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
147.235. 185. 74 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
62. 0. 197. 69 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
165. 51. 166. 129 |Tunisia 147.237. 77. 176 |nat pash. i df . i1 dr op First packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
188. 161. 105. 210 gjcis;ii:(ijm Territory, 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 4
176.13.231.94 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 3
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
192.117. 170. 194 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
108.59.253.71 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
193.188.73.1 Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
74.91.23.166  |United Qates 147. 237. 77. 216 |dover. i of .i drop tﬂgzgfz;e‘j post SYN packet - RST or SWN drop 2
95. 86. 121. 24 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 19. 86. 77 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
123. 59. 59. 68 Chi na 147.237.76. 148 |gocent er. aka. i df . i [dr op drop 1
141.212.122.97 |lhited Sates 147. 237. 76. 148 |gqcenter. aka. i df . i | dr op drop 1
128.232.110.28 |[United Ki ngdom 147.237.76. 148 |gocenter. aka. i of . i [dr op drop 1
82.213. 15. 214 ga:lcis;ii:;a” Territory, 147.237.77. 176 |natpash.icf.il  |drop First packet isn't SN dr op 1
141.212.122. 110|lhited Sates 147.237.76.34 |yohal an.idf.il dr op drop 1
109. 253. 198. 178l srael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 1
137.116.71. 170 |lhited Sates 147.237.0.200 |rdu.idf.il dr op drop 1
84.56. 62. 188 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122. 111 |lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
66.249. 64. 164 |l srael 147.237.0.19 |nadimatal.idf.il |[drop First packet isn't SYN drop 1
176. 13. 247. 161 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 1
141.212.122.96 |[Lhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
141.212.122. 111 |lhited Sates 147.237.76.34 |yohal an.idf.il dr op drop 1
109. 253. 217.58 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 1
141.212.122.96 |Lhited Sates 147.237.76. 148 |gocent er . aka. i df . i [dr op drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site S gnature Action ‘Count
2.53.180. 115 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 153
37.26.146.210 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
113.71.254.18 [China 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 113.71.254. 18 Bl ock
46. 19. 85. 115 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
77.124. 16. 85 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock
Pal estini an Territor Unaut hori zed URL Access to
37.8.11.201 Qecupi ed Y |147. 237. 77. 176 |mat pash.idf.il W, cogat . i df . i1/t enpl at es/ honepage/ waww. yout ube. com v/ 3g51e |Bl ock 3
P i 5nuhg
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 194. 114. 146. 227 Bl ock
66. 249. 79. 37 I srael 147.237.77.216|dover. i df . il Mil tipl e Lhaut horized URL Access from 66. 249. 79. 37 B ock
2.53. 143. 109 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock
. . . Uhaut hori zed URL Access to
176. 13. 244. 148 |l srael 147.237.77.243|nobi l e.i df . i | nobi | e, o . i |/ cat egor yt enpl at es/ | i st chi | ddocurent s/ 1071 Bl ock 3
113.71.254.18 |[china 147.237.77. 176 [nat pash. i df . i | PHP At enpt B ock 3
84.109. 116. 254 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i |Whaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm B ock 2
80.246.130.46 |lsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 2
176. 13. 1. 240 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
. . Unaut hori zed URL Access to
192. 116. 60. 166 |l srael 147.237.77. 170 [naar achot . i df . i | naar achot i df i 1/ pdf /111 es/ 4/ 109644, p Bl ock 2
176.13.238.90 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
. . Unaut hori zed URL Access to
82.81.136.58 I srael 147.237.72. 156 [arman. i df . i | v anan. i df i |/ consol ef cor e/ doc._myr / undef i ned B ock 2
79.180. 34. 148 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . |2 St"! but ed Uhaut hori zed LR Access on Bl ock 1
waw chi nuch. aka. i df .il/404. htm
31.154.49.113 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
212.179.28.215 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
. . Uhknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct109 in
192. 115. 67. 2 I srael 147.237.72. 166 [aka. i df . i | wiw aka. i o i |/ nai v/ sachar / pays! i ps. aspx None 1
66. 249. 66. 6 I srael 147.237.76.86 |[navy.idf.il Lhaut hori zed URL Access to waw navy. idf.il/f Bl ock 1
Lhaut hori zed URL Access to
192, 243.55. 138 |Lhited Sates 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=621178doci d=7642 |Bl ock 1
8
113.71.254.18 |China 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/index. asp Bl ock 1
. . Unaut hori zed URL Access to
212.179.42.241 [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx B ock 1
192. 116. 60. 166 |l srael 147.237.77. 170 |maarachot . i df . i | |Mil tipl e Unhaut hori zed URL Access from 192. 116. 60. 166 B ock 1
. . D stributed Lhaut hori zed URL Access on
109. 65. 181. 209 |l srael 147.237.77. 216 |dover. i df . il ww i o1/t tps: /v cf i1/ B ock 1
66.249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
2.53.61.192 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |Bl ock 1
. . Unaut hori zed Met hod CPTI ONS for
81.218.56.171 |[Israel 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/5i p storagelfiles/7 B ock 1
213.57. 159. 165 |Israel 147. 237.72. 166 |aka. i df . i | Wnknown Farameter __\ BWSTATEENCRYPTED | n None 1
wa aka. i df . i/ mai n/ sachar/ pi r suneynof et . aspx
109. 253. 230. 72 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx |B ock
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/ 4/ Bl ock
82. 81. 83. 130 | srael 147.237.77. 176 [nat pash. idf.il Ml tipl e Uhaut hori zed URL Access from 82.81. 83. 130 B ock 1
Unaut hori zed URL Access to
192.243.55.131 |Uited Sates 147.237.77.234|hal ag. i df . i | ww | ogi stics. atal.idf.il/tenpl ates/shared user control s/ header uppe |B ock 1
r/
199. 30. 24. 21 Lhited Sates 147.237.77.216|dover. i df .il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 1
. . Lhaut hori zed URL Access to
46. 19. 85. 170 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ reset . css B ock 1
192. 243.55. 135 |Uhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwy aka.idf.il/tiznoret/gallery Bl ock 1
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