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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count|
0.0.0.0 147.237.77. 216 dover.idf.il |[HTTP Page H ood Attack drop 11596
85. 114. 108. 65 Pal estinian Territory, Qcupied|147.237.77.216 dover.idf.il |HTTP Page H ood Attack dr op 4517
212.199. 154. 194 | srael 147.237.72. 156 anan.idf.il |Anonal y-TLS renegotiation-di dest - r eset 247
85. 114. 108. 65 Pal estinian Territory, Qcupied|147.237.77.216 dover.idf.il |Web-etc/passwd-Dir- Traversal dest - r eset 151
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 91
212.76.127.219 | srael 147.237.77. 216 dover.idf.il |[HTTP Page H ood Attack drop 25
85. 114. 108. 65 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il |[HTTP Page H ood Attack forward 22
188. 161. 150. 114 Pal estinian Territory, Qcupied|147.237.77.216 dover.idf.il |HTTP Page H ood Attack dr op 16
188. 161. 150. 114 Pal estinian Territory, Qcupi ed|147.237. 77. 216 dover.idf.il |HTTP Page H ood Attack forward 16
213. 6. 148. 130 Pal estinian Territory, Qcupied|147.237.77.216 dover.idf.il |HTTP Page H ood Attack drop 13
85. 114. 108. 65 Pal estinian Territory, Qcupied|147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn |drop 11
156. 205. 43. 56 Egypt 147.237.77. 216 dover.idf.il |[HTTP Page H ood Attack drop 5
213. 6. 148. 130 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il |[HTTP Page H ood Attack forward 4
104. 237. 146. 124 Lhited Sates 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack dr op 3
213. 6.148. 130 Pal estinian Territory, Qcupi ed|147.237. 77. 216 dover.idf.il [Véb-etc/passwd-D r-Traversal dest - r eset 1
176. 13. 227. 246 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn |[drop 1
123.249.0. 134 Chi na 147.237.0. 33 idf.il JLMPurple Gon Linit_Tcp drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 202 e. hal ag.idf.i|B ack List drop 1
148. 251. 136. 8 Cer many 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn |[drop 1

86. 59. 4. 133 Austria 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature ‘Devi ce Action |Count ‘
86.132.212.167 |United Ki ngdom 147.237.77.216 |dover. i df.i{Cl000074: HITP. najestic bot Per mit 2
188. 161. 150. 114 |Palestinian Territory, Qcupied [147.237.77.216 |dover.idf.il|0361: HITP. Protected File Access (/ etc/ passwd) B ock 2
144.76.12. 75 Ger nmany 147.237. 76. 86 navy.idf.il [Cl000074: HITP: majestic bot Per nirt 2
144.76.12. 75 Ger many 147.237.77.216 |dover. i df.i{Cl000074: HITP. najestic bot Per mit 2
85. 114. 108. 65 Pal estinian Territory, Qecupied [147.237.77.216 |dover.idf.il|0361: HITP. Protected File Access (/etc/passwd) B ock 2
138.201.127. 112 |Ger many 147.237.77.216 |dover. i df.i[|Cl000074: HITP. najestic bot Per nirt 1
213. 6. 148. 130 Pal estinian Territory, Qecupied [147.237.77.216 |[dover.idf.il[{0361: HITP. Protected File Access (/etc/ passwd) B ock 1
164.132.161.91 [itay 147.237.77.74 |lawidf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry Signature

162.213.1. 246  [147.237.77.216|Wited Sates dover.idf.il |Tehila - Perl LWP with fake user agent 3
85.114.108.65 |147.237.77.216 g‘fcis;i';'ja” ferritory, dover.idf.il |Tehila - Perl LWP with fake user agent 3
188. 161. 150. 114(147. 237. 7. 216 Zazlcisgi':éa” Territory, dover.idf.il |GPL WEB_SERVER / et ¢/ passwd 2
85.114.108.65 |147.237.77. 216 g‘fcis;i';'ja” ferritory, dover.idf.il |GPL WEB_SERVER / et ¢/ passwd 2

_ . |ET VB SERER Tilde in LR, potential .php source discl osure
62.210.148.91  |147. 237. 76. 200 |France eitan aka.idf.i — . 1
vul nerabi lity

37.26.147.153  |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
98. 238. 226. 157 |147.237.77.216|Wited Sates dover.idf.il [portscan: TCP D stributed Portscan 1
89. 139. 151. 248 [147.237. 77. 216 |l srael dover.idf.il [portscan: TCP DO stributed Portscan 1
85.114.108.65 |147.237.77. 216 g‘fcis;i';'ja” ferritory, dover.idf.il |portscan: TCP Distributed Portscan 1
85.114.108.65 |147.237.77.216 Zazlcisgi':éa” ferritory, dover.idf.il |SERVER 1S scripts-browse access 1
85.114.108.65 |147.237.77. 216 g‘fcis;i';'ja” ferritory, dover.idf.il |GPL EXPLAT fornmai | access 1
79.181. 113. 209 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
77.124.11.187 |147.237.77. 216 |Israel dover.idf.il [portscan: TCP D stributed Portscan 1
194, 114. 146. 227|147, 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
46. 19. 85. 104 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
2.53.24. 67 147.237.77. 216 (I srael dover.idf.il [portscan: TCP D stributed Portscan 1
94.102.53.196 |147.237.0.34 |Netherl ands tikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024 1
87.71.5.101 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
81.196. 110. 125 |147.237.72. 166 |Romani a aka.idf.il portscan: TGP D stributed Portscan 1
77.138.103.48 |147.237.77. 216 |Fance dover.idf.il [portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
85. 114. 108. 65 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 993
188. 161. 150. 114 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 19
172.10. 3. 109 Lhited Sates 147.237.72. 166 aka.idf.il drop First packet isn't drop 9
213. 6. 148. 130 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
185. 130. 6. 49 Li t huani a 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 6
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
100. 92. 122. 16 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
82. 166. 40. 154 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 5
109. 253. 134. 97 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
46. 19. 86. 14 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
65. 49. 68. 203 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
100. 92. 119. 109 147.237.77. 176 nat pash. i df . il dr op Frst packet isn't drop 3
109. 253. 241. 157 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 3
80. 178.210.51 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
64. 47. 85. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
31. 44. 132. 200 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
46. 210. 242. 183 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 249. 118 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
37.26. 148. 182 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212.235.98. 139 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
109. 253. 138. 134 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
37.142.4.119 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176.13.1.59 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46. 43. 120. 15 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
176. 13. 2. 117 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
31.210. 188. 85 | srael 147.237.72. 167 ishurimakaidf.il [drop First packet isn't drop 1
109. 253. 208. 137 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 137. 101 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
80. 178. 138. 115 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
52.16.5.197 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 156. 129 | srael 147.237.72. 167 ishurimakaidf.il [drop First packet isn't drop 1
109. 253. 129. 190 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
109. 253. 202. 74 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Site

dgnature

Devi ce

Pal estinian Territory

Action

‘Count

147.237. 76. 42/ 1518- he/ r ef uah. aspx

85. 114. 108. 65 ecupi ed 147.237.77. 216 |dover.i df . i | Mul tipl e Unaut horized URL Access from 85. 114. 108. 65 B ock 932
188. 161. 150. 114 z'cf;i'géa” Territony 147 237.77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 188. 161. 150. 114 B ock 194
213. 6. 148. 130 glcissi':('ja” Territor 147 237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 213.6.148. 130 B ock 106
2.53.191. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 48
46. 19. 85. 235 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 41
2.55.36.123 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 26
37.26.149.242 |Israel 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock 6
. . . Unaut hori zed URL Access to
109. 253. 230. 137|I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 3
80.246.138.50 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176. 13. 244. 255 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 221 | srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 249. 79. 37 I srael 147.237.77. 216 |dover.i df .i | Ml ti pl e Unaut hori zed URL Access from 66. 249. 79. 37 B ock 3
. . Paraneter Type M ol ati on ctl 00$Cont ent Pl acetbl der 1$t xt Cont ent
2.53.182.57 I srael 147.237.76.42 |refuah.idf.il in ww refua atal i df.i1/1518- hel ref uah. aspx B ock 3
79.177.54.132  |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode Bl ock
46.19. 85. 91 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
- . Unhaut hori zed URL Access to
91.228.248. 251 |lsrael 147.237.77.234|hal ag.i df . il ww | ogi sti cs. atal i df .i1/si pstoragel il es/ 1/'si ze338x0/ 1571  pg B ock 1
77.138.2.129 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for waw aka.idf.il/ishurim Bl ock 1
84.94. 41. 137 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock 1
46.19. 86. 46 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
212.179. 155. 26 |lsrael 147.237.72.167|i shurimaka.idf.i| |Untraceabl e SSL Sessions: Qpen Mde None 1
109. 253. 200. 1511 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
193. 169. 70. 108 |l srael 147.237.72. 166 |aka. i df . i | v aka. i . i |/ mai / sachar/ nas. aspx None 1
. . Unhaut hori zed URL Access to
85. 64. 60. 11 I srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1250- hel at al . aspx Bl ock 1
62.219.118.68 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Request Content Type text/ping B ock 1
46.19.85.132  |israel 147.237.72.166 |aka. i df . i | lllegal Byte Qode Character in WL /mai i kapat 2/ resi012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
193. 188. 70. 138 |Jordan 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx [Bl ock 1
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from 66. 249. 76. 112 B ock 1
219. 75. 81. 93 S ngapor e 147.237.77.216|dover.i df .i | Dstributed Wauthori zed URL Access on wwidf.il/error.htm [B ock 1
31.168.196.25 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
80.246.138.97 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
- kosher - kravi . i df
207. 46. 13. 39 Lhited Sates 147.237.0. 16 niyl Unaut hori zed LRL Access to waw ny- kosher-kravi.idf.il/ Bl ock 1
2.53.28.57 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
89. 237.106.63 |France 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 1
31.210.188.85 |[Israel 147.237.72.167]i shuri maka. i df .i| |Untraceabl e SSL Sessions: Qpen Mde None 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 141 in
185.132.156.4 |l srael 147.237.72. 166 |aka. i df . i | viw aka. i df . i | / mai n/ sachar/ paysl i ps. aspx None 1
80.246.139.25 |[lIsrael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
212.179. 42. 241 |israel 147.237.76.42 |refuah.idf.il thaut hori zed LRL Access to Bl ock 1
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