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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address|Site Signature Device Action|Count|
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 6854
85. 114. 108. 65 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 1125
168. 235. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 45
2.53.42.129 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
185. 24. 207. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
77.138.147. 13 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
222.124.182. 106 | ndonesi a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
149. 56. 41. 137 Lhited Sates 147.237.77. 74 lawidf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 |dest - reset 6
212.76.127.10 | srael 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 5

45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
94.77.196. 82 Saudi Arabi a 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 5
168. 235. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3
222.223.56. 37 Chi na 147.237.0.15 kosher-kravi .idf.il Invalid TGP H ags drop 2
222.223.56. 37 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il Invalid TGP H ags drop 2
222.223.56. 37 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il |Invalid TGP Hags drop 2
73.70. 2. 209 Lhited Sates 147.237.76. 30 hi nush. i df.il B ack List drop 2
222.223.56. 37 Chi na 147.237.0.19 nadi matal .idf.il Invalid TGP H ags drop 2
222.223.56. 37 Chi na 147.237.0. 33 idf.il Invalid TGP H ags drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
137. 74. 157. 88 Hong Kong 147.237.76. 176 test.ncore.idf.il B ack List drop 1
222.223.56. 37 Chi na 147.237.0. 35 akaws. i df.il Invalid TGP H ags drop 1
185.94.111.1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1

86. 59. 4. 133 Austria 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 1




08-23-2016-08:04:07 to 08-23-2016-09:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site Devi ce Action |Count |
144. 76. 30. 236 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 70
144. 76. 30. 236 Ger many 147.237.76.147 |chi nuch. aka.idf.il |CL000074: HTTP. najestic bot Per nirt 8
67.228. 150. 34 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
138.201.127. 112 |Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 4
144. 76. 30. 236 Ger many 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nirt 2
144. 76. 30. 236 Ger nmany 147.237.77.233 |atal .idf.il C1000074: HTTP. mnaj estic bot Per nirt 2
144. 76. 29. 162 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 2
51. 255. 65. 75 France 147.237.76. 42 refuah.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
123.126. 68. 125 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
67.228.150.34 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 14
84.109. 180. 213 |147.237.77. 170l srael mearachot . i df .il|Xenu Li nk S euth User Agent 7
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link S euth User Agent 2
162.213.1. 246  [147.237.77.216|Wited Sates dover.idf.il Tehila - Perl LW with fake user agent 2
84.109. 180. 213 |147.237.77.74 |[lIsrael lawidf.il Xenu Link S euth User Agent 2
190. 196. 178. 78 |147.237.77.234|Cile hal ag. i df.il ET SCAN NVAP -sS wi ndow 3072 1
195. 88. 208. 193 [147.237.76.31 |Russi an Federation nakchal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
190. 196. 178. 78 [147.237.77. 234 |l e hal ag.i df.il ET SCAN NVAP -sS wi ndow 4096 1
62.219. 21. 30 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.116.98.120 |147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.6.148.130 |147.237.77. 216 gcisgii:fja” Territory Noover.icr.il  [Tehila - Perl LWP with fake user agent 1
100. 252, 180. 1541147 237 0.35 0ol onbi & akave. i il ET SSAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force




08-23-2016-08:04:07 to 08-23-2016-09:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
85. 114. 108. 65 Pal estinian Territory, Qcupied 147.237.77.216 dover.idf.il [drop First packet isn't drop 304
168. 235. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 92
149. 56. 41. 137 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 22
188. 161. 150. 114 Pal estinian Territory, Qcupied 147.237.77.216 dover.idf.il [drop First packet isn't drop 16
213. 6. 148. 130 Pal estinian Territory, QGecupied 147.237.77.216 dover.idf.il |[drop First packet isn't drop 13
144. 76. 30. 236 Ger many 147.237.77.216 dover.idf.il [drop First packet isn't drop 6
82. 166. 40. 154 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 6
188. 161. 105. 210 Pal estinian Territory, QGecupied 147.237.77.216 dover.idf.il |[drop First packet isn't drop 6
62.0.207.1 | srael 147. 237.72. 156 anan.idf.il drop First packet isn't drop 2
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 2
184. 66. 227. 135 Canada 147.237.72. 156 anan.idf.il dr op First packet isn't drop 2
212. 143.142.56 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 2
166. 137. 8. 23 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 2
222.124.182. 106 I ndonesi a 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 2
77.138.52.97 France 147.237.77.216 dover.idf.il [drop First packet isn't drop 1
194. 165. 146. 148 Jordan 147.237.77.216 dover.idf.il [drop First packet isn't drop 1
184. 66. 227. 135 Canada 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 1
176. 13. 241. 77 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

Devi ce

Action ‘Count

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature

85. 114. 108. 65 glcissi':('ja” Territory, 1147, 237. 77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 85.114. 108. 65 B ock 207
46.19. 86. 158 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 57
188. 161. 150. 114 g";'cis;i'géa” Territory, 1147, 237. 77. 216 |dover. i df . i | Mil ti pl e Unaut horized URL Access from 188. 161. 150. 114 B ock 33
213. 6. 148. 130 (F;ajcis;i';'ja” ferritory.f147 237, 77. 216 |dover . i df . i | Mil tipl e Unauthorized URL Access from 213. 6.148. 130 Bl ock 29
14.125.249.57 |China 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthorized URL Access from 14. 125. 249. 57 B ock 16
2.53.131. 152 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
14.125.249.57 |China 147.237.77. 216 |dover.idf .il Ostributed PHP At tenpt B ock
80.246.136.47 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
66. 249. 79. 37 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 79. 37 B ock 6
188. 161. 150. 114 z'cf;i'géa” Territory,1147. 237. 77. 216 |dover. i df . i | Dstributed Lhauthori zed URL Access on wwidf.il/error. htm Bl ock 4
109. 67. 226. 249 |Israel 147.237.77.74 |lawidf.il Unhaut hori zed HTTP Met hod Bl ock 4
62.0.116. 102 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
81.218.241.25 |[Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 81.218.241. 25 B ock 3
194. 90. 105. 112 |Israel 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed HTTP Met hod Bl ock 2
10. 161. 40. 23 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for ww aka.idf.il/ishurinmain/ B ock 2
79.177.54.132 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
85. 114. 108. 65 glcis;ilgéan Territory, 1147, 237.77. 216 dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 2
109. 67. 226. 249 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vwwv | aw i df.il/sip storagel/files/ 9/ B ock
176.13.21. 31 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock
82. 81. 69. 86 I srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed UR. Access to maarachot . i df.il/wp-1ogin. php B ock
213. 6. 148. 130 zlcisgilgéan Territory,ly47. 237.77.216|dover.idf . il Lhaut hori zed LRL Access to waw idf.il/ar/app files/ B ock 1
68.180. 230. 171 |Wnited Sates 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation PageNimin B ock 1
wa i df . i |/ 1379- he/ dover . aspx
109. 67. 226. 249 | srael 147.237.77.74 |lawidf.il Paraneter Type Vol ation Mst er $reader 13uctader Sear chitxt Search g 1
inwwlawidf.il/421-hel pat zar. aspx
. . Unaut hori zed URL Access to
66.249.76.112 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . 1/ mobi | f mai 1V gi yus/ gener al . aspx B ock 1
: ] ] Unaut hori zed URL Access to
208.115.111. 72 |thited Sates 147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or ud asp/ show or um asp Bl ock 1
46.19. 85. 248 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock 1
84.111.94.176 [Israel 147.237.72. 166 |aka. i df . i | thknoun Paranet er I EABTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ mai | box. aspx
: . . . Unaut hori zed URL Access to
68.180.231.45 |[Lhited Sates 147.237.76.30 |hinush.idf.il vow tech. atal i df i 1/t enpl at es/ shar ed/ user cont rol s/ header upper B ock 1
194. 90. 105. 112 |Israel 147.237.77. 170 |mmar achot . i df . i | |Uhaut hori zed LR Access to maarachot.idf.il/sip storage/files/ 4/ B ock 1
62.0.116. 102 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
208.115.113.89 [lhited Sates 147.237.77. 216 |dover.idf . il Paraneter Type Molation SortDr in wwidf.il/1384-hel/ dover.aspx |B ock 1
77.139.91.187 |France 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ favi con.ico Bl ock 1
. . . {Dstributed Unauthorized URL Access on
66. 249. 64. 61 I srael 147.237.0.19 |[nadi matal .idf.i madimatal idh il/robots. txt Bl ock 1
199. 30. 25. 32 Lhited Sates 147.237.77. 216 |dover.i df . il D stributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
14.125.249.57 |China 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on v i df . i |/ defaul t.aspx Bl ock 1
68. 180. 230. 107 |lnited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/reservel B ock 1
212.179. 231. 1951 srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Unaut hori zed URL Access to
192. 243.55. 136 |Uhited Sates 147.237.77.74 [lawidf.il wwwy nag. i df . i |/ tenpl at es/ t enpl at econt rol s/ news/ si p_st orage/ fi | es/ 6 [Bl ock 1
/ 1446. pdf /
. . Unaut hori zed Met hod HEAD for
46.120. 122. 219 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai rv r abanut / gener al . asp Bl ock 1
77.139.181.192 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/nai n/ sachar Bl ock 1
; ; ] Unaut hori zed URL Access to
66. 249. 76. 30 I srael 147.237.77. 243 |nobi | e. i df . i | nmbi | .1 df i 1/ appl e app-si t e- assodi at i on Bl ock 1
199. 30. 25. 48 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock
82. 81. 69. 86 I srael 147.237.77. 170 |n@ar achot . i df . i | |Ostributed PHP At enpt B ock
] . . Paranet er Type M ol ati on PageNumin
68.180.230. 171 |lhited Sates 147.237.77. 216 |dover. i df . il v i df i 1/ 1133- ar / dover . aspx Bl ock 1
194. 90. 105. 112 |l srael 147.237.77. 170 |n@ar achot . i df . i | [Mil tipl e Wnaut hori zed URL Access from 194. 90. 105. 112 B ock 1
: . . Uhaut hori zed Met hod PCST for
50. 205. 250. 182 |Lhited Sates 147.237.72. 166 |aka. i df . i | v aka, i of i 1/ rai n/ r abanut / cont act us. aspx Bl ock 1
85. 114. 108. 65 zlcis;ilg(ljan Territoy. 1147, 237.77. 216 dover.idf.il Lhaut hori zed URL Access to waw i df.il/ar/uni scan661/ B ock 1
. . Unaut hori zed Met hod PCST for
77.139.216. 183 |France 147.237.72. 166 |aka. i df . i | ww aka. i of i |/ i v i yus/ i f o nat  on. asp Bl ock 1
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 112 B ock
207.46.13.187 |lhited Sates 147.237.0.19 |[madi matal .idf. i [Wauthorized URL Access to nadimatal .idf.il/robots.txt Bl ock
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