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08-23-2016-07:04:04 to 08-23-2016-08:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count|
168. 235. 196. 34 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ation-d i dest - reset 83

149. 56. 41. 137 Lhited Sates 147.237.77. 74 lawidf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 3

110. 82. 201. 182 Chi na 147.237.77. 226 wwn chamat z. aka. i df.il  |Frk Under Attack Con Tcp dr op 2

115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1

52. 28. 32. 164 Cer many 147.237.76. 198 e.yohal an.idf.il JLMPurple Gon Linit Htps drop 1
52.28.32. 164 Ger nany 147.237.76. 202 e halag.idf.il JLMPurple Gon Linit Htps drop 1




08-23-2016-07:04:04 to 08-23-2016-08:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action

106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 30
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 19
216. 58. 230. 159 Lhited Sates 147.237.77.233  |atal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
164. 132. 161. 63 Italy 147.237.77. 74 lawidf.il Cl000146: HTTP. AhrefBot craw er B ock




08-23-2016-07:04:04 to 08-23-2016-08:04:04

|Top Attackers In |D|

At t acker Address|Target Addr ess |Attacker Qountry|Ste

|Signature

149.56. 41. 137 |147.237.77.74 |lhited Sates lawidf.il Tehila - Perl LW with fake user agent 54
216. 58. 230. 159 [147. 237.77.233 |Lhited Sates atal.idf.il SQ Injection - Select From 8
162.213. 1. 246 |147.237.77.216 |Lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 5
84. 109. 180. 213 |147. 237. 77. 170 |l srael naar achot . i of . i | Xenu Link Seuth User Agent 2
149.56. 41. 137 |147.237.77.74 |Wited Sates lawidf.il ET VBB SERVER Expl oit Suspected PHP I njection Attack (cnd=) |2
91.201. 236. 158 |147.237.8.46 |Wkraine e. chinuch.idf.il ET SCAN NVAP -f -sS 1
87.236.194. 161 [147.237.72.14 |Czech Republic |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
65. 156. 199. 242 [147.237.77.178 |Lhited Sates e. mat pash. i df . | ET SCAN NVAP -sS wi ndow 1024 1
58.218. 204. 245 (147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
97.79.244.122 |147.237.72.166 |Lhited Sates akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 131 [147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237.8.46 |kraine e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91. 201. 236. 155 |147. 237. 77. 227 |krai ne e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 245 |147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 158 |147.237.8.46 |Wkraine e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1




08-23-2016-07:04:04 to 08-23-2016-08:04:04

|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Signature Message Devi ce Action |Oount
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 11
197. 25. 106. 154 Tuni si a 147.237.77.176 nat pash. i df .i | dr op First packet isn't drop 6
85.130. 191. 104 | srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 6
40.77. 169. 97 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 5
40.77.169. 101 Lhited Sates 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 5
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
40.77. 169. 102 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
193. 43. 246. 250 I srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 4
40.77.169. 98 Lhited Sates 147.237.72. 166 aka. idf.il drop SAMrul e drop 4
40.77.169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
79.181. 29. 180 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 3
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
176.13.6. 134 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 2
131. 108. 75. 254 Brazil 147.237.76. 34 yohal an. i df .il dr op drop 1
40. 77. 169. 100 Lhited Sates 147.237.72. 166 aka. idf.il drop SAMrul e drop 1
52.28.32. 164 Ger many 147.237.76. 34 yohal an. i df .il drop drop 1
52.28.32.164 Ger many 147. 237. 76. 148 gocent er. aka. i df .i | drop drop 1
176. 13. 227. 88 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 1
176. 13. 229. 197 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
185. 103. 12. 66 Lebanon 147.237.77.216 dover.idf.il dr op First packet isn't drop 1




08-23-2016-07:04:04 to 08-23-2016-08:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 158 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 83
109. 253. 207. 2041 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 19
14. 155. 226. 185 [Chi na 147.237.77. 216 |dover.i df . il Ml ti pl e Wnaut horized URL Access from 14. 155. 226. 185 B ock 17
117.25.234.39 |China 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 117. 25. 234. 39 B ock 16
14. 155. 226. 185 [China 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock
117.25.234.39 |China 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 5
149.56.41.137 |Uhited Sates|147.237.77.74 |lawidf.il murgxrii;??lﬁpﬁfif:\géﬁi | s 4/ 304, pof e Bl ock 5
5.29.25.5 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 4
80.246.136.47 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
95.35.173.136 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66. 249. 76. 35 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 76. 35 B ock 2
66. 249. 76. 31 I srael 147.237.77. 243 |nobi [ e.i df . i | Unaut hori zed URL Access to nobile.idf.il/.well-knowV assetlinks. json B ock 1
199. 30. 17. 48 Lhited Sates|147.237.77. 216 |dover. i df . il D stributed Whauthorized URL Access on waw idf.il/error.htm Bl ock 1
117.25.234.39 |China 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df . il/index. asp B ock 1
69. 169. 43. 8 Lhited Sates|147.237. 77. 216 |dover.i df . il Uhaut hori zed URL Access to vww i df . il/894-en/i df gdover. aspx B ock 1
40.77.169.103 |Whited Sates|147.237.77. 216 |dover.idf . il DOstributed I11egal Byte Qde Character in URL B ock 1
180. 76. 15. 144  |Chi na 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to wwu anman.idf.il/list5. htm B ock 1
208.115. 111. 73 [Uhited Sates|147.237. 72. 166 |aka. i df . i | L nor | 25 nﬂ‘f@&?}f :(Sjakg'n(\fb';;:?;h ?jrlg;v\s\g;ot; et Y lmock |1
149.56.41. 137 |lhited Sates|147.237.77.74 |lawidf.il Ml tiple Uhauthorized URL Access from 149. 56. 41. 137 B ock

80. 246. 133. 249 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR. Access to aka.idf.il/sahar B ock
46.19.86.19  |[Isradl 147.237.76.42 [refuah.idf.il  [rereer Tybe Mol /i](_)glg-tf:g/or$e?$et1hérzslgxace|—bl der 13txt LastNare i n HBock |1
185.103. 12.53  |Lebanon 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.76.35 [ Israel 147.237.72. 166 |aka. i df . i | 1 el ey anol o -1 6. 5506t on Bock |1
212.179.28.34 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df . il/mai n/ gi yus/ general . aspx B ock 1
149.56.41. 137 |Uited Sates|147.237.77.74 |lawidf.il PHP At tenpt B ock 1
188. 120. 148. 32 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/wan tikshuv.idf.il B ock 1
117.25.234.39 [China 147.237.77. 216 |dover . i df . i | Distributed Uhaut hori zed URL Access on waw i df . il/defaul t.aspx B ock 1
66. 249. 79. 58 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v idf.il/.well-know assetlinks.json B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to ww i df.il/defaul t.aspx Bl ock 1
46.229.164.99 |Lhited Sates|147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
197.119. 245.58 |Ageria 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df.il/894-ar B ock 1
68.180.230. 171 |lhited Sates|147.237.77.216|dover.idf . il Paranet er Type M ol ation PageNumin waw i df . il/1362- he/ dover . aspx Bl ock 1
14. 155. 226. 185 [China 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/index. asp B ock 1
176. 13. 2. 154 I srael 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
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