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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action Count
94.177.160. 214 Rormani a 147.237.76. 42 refuah.idf.il B ack List drop 1
96. 55. 69. 67 Canada 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 86 navy.idf.il B ack List dr op 1
71.6.146. 185 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
69. 30. 213. 138 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 19
62. 210. 148. 246 France 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 3
69. 30. 213. 138 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2
5.9.111.70 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
62. 210. 148. 246 France 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 1
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|Top Attackers In |D|

‘ Target Address

At acker
Qountry

Signature

162.213. 1. 246 [147.237.77.216|lnited Sates dover.idf.il Tehila - Perl LW with fake user agent 5
. S ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
186. 114. 96. 119 |147.237.0. 35 Col onbi a akaws. i df.il .
Potential Scan or Brute Force
104. 227.112. 24 (147.237.0.19 |Uited Sates madi matal .idf.i [VWEB-G3 redirect access 1
. . |ET SCAN Behavioral ULhusual Iy fast inbound Tel net Gonnecti ons,
14.211.210.76 |147.237.8.45 |China e.eitanidf.il . 1
Potential Scan or Brute Force
195. 88. 208. 193 [147. 237. 77. 170 ?gg::;”l o mearachot . i df.i1 [ET SCAN NMAP - sS wi ndow 1024 1
66.249.76. 106 [147.237.72. 166 |thited Sates aka.idf.il VEB- O3 redirect access
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
40.77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 29
40.77.169. 99 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 11
40. 77. 169. 100 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 8
40.77.169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 5
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 4
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 2
74.82.47.34 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
192.40.95.3 F nl and 147.237.0.35 akaws. i df .il drop drop 1
200. 0. 33.82 Brazil 147. 237. 0. 200 mu.idf.il drop drop 1
106. 38. 241. 105 Chi na 147.237.77.216 dover.idf.il drop SAMrul e drop 1
141.212.122. 93 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
216. 218. 206. 78 Lhited Sates 147.237.0. 33 idf.il drop drop 1
141.212.122. 94 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 253. 207. 204|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 106
2.53.8.143 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 54
40.77.169.102 |wnited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL Bl ock 8
40. 77. 169. 96 Lhited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 6
40.77.169.101 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed |l1egal Bte Qode Character in URL Bl ock 4
2.53.149. 82 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
40.77.169.103 |Lhited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 3
156. 202. 64. 19 |Egypt 147.237.77. 216 |dover.i df .i | Ml tiple Unhaut hori zed URL Access from 156. 202. 64. 19 Bl ock 3
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 3
40.77.169.100 |lLhited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 2
40.77. 169. 99 Wited Sates |147.237.77.176|mat pash.idf.il [Dstributed Il11egal Byte Gde Character in LR Bl ock 2
66. 249. 79. 37 I srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 79. 37 B ock 2
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 2
31.154.5.181 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php Bl ock 1
207.46. 13. 18 Lhited Sates [147.237.72.166aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
79.177.62. 59 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
46. 19. 85. 158 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from46. 19. 85, 158 Bl ock 1
212.150.214.90 |[israel 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt Bl ock 1
40. 77. 169. 98 Lhited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 1
84. 95. 208. 20 I srael 147.237.77.74 |lawidf .il Unaut hori zed URL Access to v | awidf.il/tenpl ates/general /piwi k. php  |Bl ock 1
66.249.76. 106 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to v aka.idf.il/redirects/ssl-redirect. htn B ock 1
40. 77. 169. 96 Lhited Sates [147.237.77.74 [lawidf.il Dstributed I11egal Bite Qode Character in LR Bl ock 1
207.46.13.39 Uited Sates |147.237.77. 234 [hal ag. idf.il vu\xzv?\zult:gci)rs!tziids. atLR;I Afgfeslsl /tt?enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
84.94.181.163 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from84.94. 181. 163 (Qpen Mde) None 1
62. 90. 49. 16 | srael 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt Bl ock 1
212.150.214.90 |[israel 147.237.77. 216 |dover.i df .i | Distributed Unaut hori zed URL Access on waw i df . il/wp-1ogin. php Bl ock 1
103.63.24.177 |India 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/giyus/ Bl ock 1
207.46.13.126 |lLnited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka idf.il/tizmoret/klali/default.asp None 1
84.94.181.163 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
62.90. 49. 16 I srael 147.237.77. 216 |dover.i df .i | Distributed Unaut hori zed URL Access on waw i df.il/wp-1ogin. php Bl ock 1
40. 77. 169. 99 Lhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in LRL Bl ock 1
Unaut hori zed URL Access to
68.180.228. 231 |Lhited Sates |147.237.77.176 |mat pash. i df .il  |[ww cogat.idf.il/tenpl ates/ shared/ usercontrol s/ norei nf of ti chnun. yosh@ |Bl ock 1
nai | . com
208.115.111. 73 |Wnited Sates |147.237.77.216|dover.idf.i | Paraneter Type Mol ation SearchText in wwidf.il/1129-he/ dover. aspx B ock 1
40. 77. 169. 97 Lhited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 1
66. 249. 66. 78 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/giyus/foruniasp/ show orumasp |B ock 1
40.77.169.100 |thited Sates [147.237.77.74 |lawidf.il Dstributed I11egal Byte Gode Character in URL Bl ock 1
31.154.5.181 | srael 147.237.77.216|dover. i df . i | PHP At enpt B ock 1
77.138.69. 154 |France 147.237.72. 166 |aka. i df . i | Distributed Whaut hori zed Method for Known LRL on aka.idf.il/giyus/ B ock 1
40.77.169.104 |whited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL Bl ock 1
208.115.111.73 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/newsitel english/ 1226- B ock 1
40.77. 169. 98 Wited Sates |147.237.77.176|mat pash.idf.il [Dstributed Il11egal Byte Gde Character in LR B ock 1
66. 249. 76. 46 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/banachane/ B ock 1
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