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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action [Count |
63. 135. 128. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
206. 40. 102. 223 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
61.136. 195. 22 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack GCon Htp drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
66.249.66. 176 |147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 120
162.213.1. 246  [147.237.77. 216 |Wited Sates dover.idf.il Tehila - Perl LW with fake user agent 5
217.165. 67. 151 |147. 237. 72. 167 Lﬁﬂ:aetdefab i shuri makaidf.il ET SCAN NVAP -sS wi ndow 3072 1
195. 88. 208. 193 |147.237.76.86 |Russian Federation |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
190. 196. 178. 78 [147.237.76.177|iile ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.53.196 [147.237.76.44 |[Netherlands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.53.196 |147.237.76.38 [Netherlands eengitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80, 246.130.56 147 237 77 233 |1 1 ael atal idh il ET DCS Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack

5. 255. 90. 133 147. 237. 77. 205 |Net her | ands prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
217.165. 67. 151 |147. 237. 72. 167 gﬁilrtaetdes”ab i shurimaka. i df . ET SCAN NVAP -sS wi ndow 1024 1
190. 196. 178. 78 |147.237.76.177|Chil e ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
163.172. 169. 150|147.237.0. 17 |Uited Kingdom |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 226. 40. 40  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102.53.196 [147.237.76.42 |[Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.77. 170 [Net her | ands maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
95. 187. 107. 181 Saudi Arabia 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 30
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
141.212.122. 94 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 1
141. 212. 122. 95 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
109. 253. 216. 243 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
74.82.47. 40 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.0. 35 akaws. i df .il dr op drop 1
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77.138.12.84 France 147.237.0.19 |nadimatal . i df. i |Suspi ci ous Response Code Bl ock 6
40.77. 169. 96 Lhited Sates |147.237.77.216|dover.idf.i | Dstributed |11egal Byte Qode Character in URL B ock 5
40.77.169.102 |wnhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 5
40. 77. 169. 98 Lhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in LRL Bl ock 4
40.77. 169. 99 Lhited Sates |147.237.77.216|dover.idf.i | Dstributed |11egal Byte Qode Character in URL B ock 4
40.77.169.101 |whited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 3
40.77.169.103 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in LRL Bl ock 3
77.138. 247.127 |France 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from77.138. 247. 127 B ock 3
77.138.247.127 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 77.138. 247. 127 B ock 3
37.26.146.190 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
40.77.169. 97 Lhited Sates |147.237.77.216|dover.idf.i | Dstributed |11egal Byte Qode Character in URL B ock 2
40.77.169.102 |lhited Sates [147.237.77.176|natpash.idf.il |Dstributed Il1legal Byte Qode Character in URL B ock 2
40.77.169.100 |lLhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in LRL Bl ock 2
167. 220. 232. 104|Japan 147.237.77. 216 |dover.i df .i | Dstributed |11egal Byte Qode Character in URL B ock 2
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
77.138.12. 84 France 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ favicon.ico B ock 1
207.46.13.126 |[Lhited Sates [147.237.72.166|aka.idf.il Uhknown Parameter docid in aka.idf.il/kamar/klali/default.asp None 1
66. 249. 79. 37 I srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 79. 37 B ock 1
40.77.169.102 [Whited Sates [147.237.77.74 |lawidf.il Dstributed I11egal Bite Qode Character in LR B ock 1
50. 200. 240. 2 Lhited Sates [147.237.72.156|anan.idf.il Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico Bl ock 1
68.180.230.171 [lnited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin wa i df . i|/1393-en/ dover . aspx B ock 1
40. 77. 169. 97 Lhited Sates [147.237.77.234|hal ag.idf.il Dstributed 111egal Byte Gde Character in LRL Bl ock 1
66. 249. 66. 203 [l srael 147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to wwwu nakhal .idf.il/m Bl ock 1
40.77.169.100 |thited Sates [147.237.77.74 [lawidf.il Illegal Byte Qode Character in URL /351-en/ pat zar . aspx#011404 B ock 1
75.82.117.252 |lhited Sates |147.237.72.156|anan. i df.il D stributed Unaut hori zed URL Access on ww anan. i df .i|/favicon.ico B ock 1
40.77. 169. 98 Wited Sates |147.237.77.176|mat pash.idf.il [Dstributed I11egal Byte Gde Character in LR B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
66.249.76.31  |Israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt:?rc'ﬁz?? | tgegpgrcﬁsemgtes” tehi | ddocunent </ 1663 Bl ock 1
40. 77. 169. 96 Lhited Sates [147.237.72.166|aka.idf.il Dstributed I11egal Byte Gode Character in URL B ock

40.77.169.103 |Lnited Sates [147.237.77.170|nmmarachot.idf.il [Dstributed I11egal Byte Qde Character in LR B ock 1
40.77.169.98  |Wnited Sates [147.237.77.176|matpash.idf.il | |69 BAe Qde Quracter in LR Bl ock 1
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