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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
82.80.78.2 | srael 147.237.77. 176 nat pash. i df . i | B ack List drop 9
183. 60. 48. 25 Chi na 147.237.0. 33 idf.il JLM Purple Gon Limt_Tcp drop 1
138. 59. 16. 54 (Qosta H ca 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
222.186. 21. 163 Chi na 147.237.76. 31 nakchal . i df .i | JLMPurple Con Linmt Htp drop 1
104. 237. 48. 102 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
138. 59. 16. 55 osta H ca 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
61. 136. 195. 22 Chi na 147.237.76. 199 e.nakchal .idf.il |[JLMPurple Gon_ Linmt Htp drop 1
104. 237. 48. 103 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
138. 59. 16. 56 (Qosta H ca 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
61.136. 195. 22 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack Gon Htp drop 1
104. 237. 48. 105 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
51. 255. 51. 68 France 147.237.77. 216 dover.idf.il [Cl1000074: HITP. najestic bot Per nit 2
51. 255. 51. 68 France 147.237.77. 233 atal .idf.il |CL000074: HITP. majestic bot Per nirt 2
78.142.19. 172 Bl garia 147.237.77.216 dover.idf.il |24910: HTTP. Python urllib User-Agent Header Bl ock 1
78.109. 24. 97 Wkrai ne 147.237.77. 216 dover.idf.il |[24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Addr ess

Target Address

At acker

Signature

Gountry
162.213.1. 246 |147.237.77.216|lhited Sates  |dover.idf.il Tehila - Perl LWP with fake user agent 5
201. 215. 191. 229|147. 237.77. 74 |Gile lawidf.il ET SCAN Potential SSH Scan 2
201. 215. 191. 229|147. 237. 76. 201 |Gl e e.atal.idf.il ET SCAN Potential SSH Scan 2
201. 215. 191. 229(147. 237. 76. 177 |Gl e ncore.idf.il ET SCAN Potential SSH Scan 2
201. 215. 191. 229|147. 237.76. 38 |Ghile e.enmeitav.idf.il ET SCAN Potential SSH Scan 2
201. 215. 191. 229|147. 237. 77. 176 |Chil e mat pash. i df .i | ET SCAN Potential SSH Scan 2
201. 215. 191. 229(147. 237.76.86 |Qhile navy. i df il ET SCAN Potential SSH Scan 2
201. 215. 191. 229[147. 237. 77. 178 |hil e e. nat pash. i df . i ET SCAN Potential SSH Scan 2
180. 97.75.130  |147.237. 77. 212 |Chi na e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
112.124.10. 141 |147.237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 158 |147.237.77. 170 |krai ne maar achot . i df . il ET SCAN NVAP -sS wi ndow 2048 1
201. 215. 191. 229147. 237. 76. 197 |l e e. himush. i df . il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237.77. 170 |lkrai ne naar achot . i df . i | ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
97 100.198.60  |147 237 8 14 |KOr€a Republic | ET SOAN Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
201. 215. 191. 229|147. 237. 77. 235 |Gl e sviva.idf.il ET SCAN Potential SSH Scan 1
201.215. 191. 229|147. 237. 76. 44 |Giile e.refuah idf.il ET SCAN Potential SSH Scan 1
201. 215. 191. 229147. 237. 77. 227 |Gl e e. hanaz. i df . il ET SCAN Potential SSH Scan 1
201. 215. 191. 229147. 237. 77. 216 |Gl e dover.idf.il ET SCAN Potential SSH Scan 1
195. 88. 208. 193 |147.237.0. 16 ?;Z:;;”im ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
180. 97.75.130  |147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 215. 191. 229(147. 237. 77. 121 |Chil e e navy.idf.il ET SCAN Potential SSH Scan 1
201. 215. 191. 229[147. 237.77.61 |Chile e.cogat.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237. 77. 170 |kr ai ne naar achot . i df . i | ET SCAN NVAP -sS w ndow 4096 1
201. 215. 191. 229(147. 237. 76. 198 |Chi | e e.yohal an.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 |147.237. 77. 170 |krai ne naar achot . i of . i | ET SCAN NVAP -f -sS 1
201. 215. 191. 229147. 237. 76. 196 |hi l e e svivaidf.il ET SCAN Potential SSH Scan 1
201. 215. 191. 229(147. 237. 77. 243 |Qhil e nobi | e.idf.il ET SCAN Potential SSH Scan 1
87.236.194. 161 [147.237.76.39 |[Czech Republic |nwbile. neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201. 215. 191. 229147. 237. 77. 233 |Gl e atal.idf.il ET SCAN Potential SSH Scan 1
201. 215. 191. 229(147. 237.76.39 |Qile nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
201. 215. 191. 229147. 237. 77. 226 |Qhil e ww chanat z. aka. i df .i | [ET SCAN Potential SSH Scan 1
195. 88. 208. 193 |147. 237.77. 226 23::;'}0'1 v chanat z. aka. i df . i1 |[ET SCAN NVAP - sS wi ndow 1024 1
186. 170. 245. 2551147 237 0.33 0ol onbi & il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force
201. 215. 191. 229|147. 237. 77. 170 |Gl e naar achot . i of . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
141. 0. 8. 142 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 18
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 7
106. 38. 241. 105 Chi na 147.237.77.216 dover.idf.il drop SAMrul e drop 6
165. 51. 3. 122 Tuni si a 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 5
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
84. 95. 208. 20 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
176.13.22. 74 | srael 147.237.72. 156 anan. i df il drop First packet isn't drop 2
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 2
184. 105. 247. 215 Lhited Sates 147.237.0.35 akavs.idf.il dr op drop 1
67.215. 23. 141 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
84.95.208.20 |Israel 147.237.77.216|dover . i df . i | Mil ti pl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock 95
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 6
84.95.208.20 |Israel 147.237.77.233|atal .idf.il PHP At tenpt B ock 5
66.249.79.37 |Israel 147.237.77.216|dover. i df . i | Mil ti pl e Unhaut horized URL Access from 66.249. 79. 37 Bl ock 5
77.138. 153. 228 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for v aka. i df . i/ mai n/ hone/ def aul t. aspx B ock 3
77.138.247. 127 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/mai n/kapat z/ B ock 1
66.102. 6. 3 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for www aka.idf.il/ishurim B ock 1
68.180. 230. 171 |Wnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/894-he B ock 1
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed URL Access on v i df .il/894-he B ock 1
66.249. 73.209 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to chinuch. aka. i df.il/894-he Bl ock 1
157.55.39.21 |lhited Sates |147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147. 237. 77. 176/ 1026- he/ cogat . aspx B ock 1
72.82.254. 244 |United Sates |147.237.72. 166 |aka. i df . i | m;l'(:”ltjfd ilf}a#a:ihn(;rriozni(/j d';f;:f’? ;‘S’LXK”O"‘” UL on Bl ock 1
64. 137. 244. 235 |Canada 147.237.72. 166 |aka. i df . i | Adm n Bl ocki ng B ock 1
66.249.76.77 |israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
157.55.39. 110 |lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm Bl ock 1
64. 137. 244. 235 |Canada 147.237.72. 166 |aka. i df . i | Mil tipl e Admin Bl ocking from 64.137. 244. 235 B ock 1
84.95.208.20 |Israel 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 1
207.46.13.126 |Uhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/nai n/ haredi nigeneral . aspx None 1
77.138. 247. 127 |France 147. 237.72. 166 |aka. i df . i | L'u'rigeaslli?'tageg?ing:a;:g;eéoi)gcﬁi/ fm’j W kapat 2/ /1 esi#012 B ock 1
64. 137. 244. 235 |Canada 147.237.72. 166 |aka. i df . i | m“;:gii jfe(flﬂa nﬁfiﬁi_&;si vyl di recti vel i ndext B ock 1
66.249.79.59 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. txt B ock 1
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