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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
111. 40. 226. 248 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under At tack_Con_Tcp drop 2
185.94.111. 1 Russi an Federation 147.237. 76. 200 eitan aka.idf.il B ack List drop 1
185.94.111.1 Russi an Federati on 147.237. 76. 42 refuah.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 148 gogcenter.aka.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount |
46.4.123.172 Ger many 147.237.76.200 |eitan. aka.idf. il |Cl000074: HTTP. majestic bot Per mit 266
134.249. 116. 143 |krai ne 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 37

83. 168. 250. 50 Sweden 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variable Declaration Evasion B ock 5
162.210.196. 129 |[Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 2

83. 168. 250. 50 Sweden 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declarati on Bvasion B ock 1

83. 168. 250. 50 Sweden 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Addr ess

| Target Address

Attacker Country

Signature

162.213. 1. 246 147.237.77.216 |lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 5
219.132.98. 148 147.237.8. 24 Chi na elifestyleidf.il ET SCAN Potential SSH Scan 2
219. 132. 98. 148 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 2
219. 132. 98. 148 147.237.77.178 |thina e.matpash.idf.il ET SCAN Potential SSH Scan 2
219.132. 98. 148 147.237.76.197 |China e. hinush.idf.il ET SCAN Potential SSH Scan 2
219. 132. 98. 148 147.237.77.227 |China e. hanaz. i df .il ET SCAN Potential SSH Scan 1
70. 63. 217. 190 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 3072 1
219.132. 98. 148 147.237.72.166  |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147.237.77.179  |Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1
70. 63. 217. 190 147.237.0.15 Lhited Sates kosher-kravi . i df . il ET SCAN NVAP -f -sS 1
219.132. 98. 148 147. 237.8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147.237.77.170  |Chi na maar achot . i df . i | ET SCAN Potential SSH Scan 1
46.172.71. 251 147.237.8. 28 Lkr ai ne €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219.132. 98. 148 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147.237.76.202 |China e halag.idf.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
219.132. 98. 148 147.237.76.196  |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
176. 47. 70. 66 147.237.77.216 [Saudi Arabia dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
219. 132. 98. 148 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
128.199. 70. 132 147.237.72.166 |9 ngapore aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
219. 132. 98. 148 147. 237.76. 34 Chi na yohal an. i df . i ET SCAN Potential SSH Scan 1
87.236.194. 161 147.237.77.212  |Czech Republic e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
219.132. 98. 148 147.237.77.233 |China atal .idf.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147.237.72.167 |China i shuri maka. i df.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147.237.77.216  |China dover.idf.il ET SCAN Potential SSH Scan 1
70. 63. 217. 190 147.237.0. 15 Lhited Sates kosher-kravi .i df .i ET SCAN NVAP -sS wi ndow 2048 1
219. 132. 98. 148 147. 237. 8. 46 Chi na e. chinuch.idf.il ET SCAN Potential SSH Scan 1
66. 249. 66. 12 147.237.77.170  [thited Sates n@ar achot . i df .i1 ET SCAN NVAP -sA (2) 1
219.132. 98. 148 147. 237.8.27 Chi na e.madimatal .idf.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147.237.77.121 |China e navy.idf.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
219.132. 98. 148 147.237.77.19 Chi na lawforumidf.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147. 237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
195. 88. 208. 193 147.237.0. 19 Russian Federation  |nadi matal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219.132. 98. 148 147. 237.76. 86 Chi na navy. i df . il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147. 237.76. 39 Chi na nobi | e.neitav.idf.il |ET SCAN Potential SSH Scan 1
91.125.184.101  |147.237.77.216 |tnited Ki ngdom dover.idf.il Tehila - Perl LW with fake user agent 1
219.132. 98. 148 147.237.77.235 |China svivaidf.il ET SCAN Potential SSH Scan 1
219. 132. 98. 148 147.237.72.217 |China eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘Si gnature Message Devi ce Action |Oount
212. 143.142.56 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 5
46. 4. 123. 172 Cer many 147.237. 76. 200 eitan.aka idf.il dr op SAMrul e drop 4
176.13.5.73 I srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 2
77.160. 193. 76 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 2
84.78.17.96 pai n 147.237.77.176 nat pash. i df .i | drop First packet isn't drop 2
66. 102. 9. 20 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
66.102. 9. 31 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 35 akavs. i df . il drop drop 1
66. 102. 9. 42 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
46. 117. 216. 39 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176. 13. 244. 52 I srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
62. 90. 215. 246 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
176.13.244.52  |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 9
77.139.107. 229 |France 147.237.72. 166 |aka. i df . i | g,u?I. tli3p;.e10L;a;;gori zed Method for Known URL from Bl ock 4
2.53.135. 160 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
213.57.97. 67 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
66.102. 9. 20 Lhited Sates 147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |B ock 3
66.102. 9. 31 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error.htm |B ock 2
2.55.131. 196 I srael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed LRL Access on wawidf.il/error.htm [B ock 2
89.139.221. 152 [israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 2
66.102. 9. 42 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error.htm |B ock 2
Pal estinian Territory, . . Wnaut hori Z?d u:]_ Access to
37.218.223.84 Qecupi ed 147.237.77. 176 |mat pash. i df . i | . cogat . i df . i 1/ tenpl at es/ honepage/ wan yout ube. comi v/ 3g5 |B ock 2
lei 5nuhg
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il[Mitiple Wauthorized UR. Access from 84.95. 208. 20 B ock 1
77.138.91.130 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/sachar B ock 1
46. 19. 85. 169 | srael 147.237.72.166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
84.95.208.20 [Israel 147.237.0.15  [kosher-kravi . idf.i|[-ac "ort zed LRL focess to (. aspx Bock |1
2.55.150.0 I srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error.htm |B ock 1
138. 219. 167. 151 |Brazil 147.237.77.216|dover.i df .i | Paraneter Type Mol ation lang in wwidf.il/1393-en/ dover. aspx |B ock 1
66.7.245.226  |Uited Sates 147.237.72. 166 |aka. i df . i | m;zﬁt? iﬂar:';jhnc;rgozni? d';f;ﬂff_;g;xmo"‘" R on B ock 1
199. 30. 24. 57 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on wwidf.il/error.htm [B ock 1
2.53.149. 99 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
66.249.76.31 [Israel 147. 237.77. 243 |nobi | e. i df . i | Lraut hor! zed LR fflf:jvivtagpl o app-si { o associ at on Bl ock 1
2.55. 167. 186 I srael 147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |B ock 1
157.55.39. 139 |[lnited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
77.139.107.229 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waw aka.idf.il/ishurim B ock 1
66. 102. 6. 25 Whited Qates 147.237.72. 166 |aka. i df . i | m”;grii jfe_oi' I'ﬁa?ﬁhzcng d;);ul ‘. aspx B ock 1
2.53. 165. 207 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 |anan. i df . i | PHP At t enpt B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Distributed Uhaut horized URL Access on 147.237. 72. 166/ B ock 1
169.229.3.91  |wnited Sates 147.237.76.31 |nakchal .idf.il \')‘I“otl ia‘:liinu}t;ffggﬁ_gas\?_sﬁf&;om 169.229.3.91 (Protocol o 1
79.179.188.9  [Israel 147.237.77.233|atal . i df . i | paacivhssondiin aspx Bl ock 1
213.57.97. 67 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
2.53.179. 150 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 1
85.64.198.156 [lIsrael 147.237.72. 156 [anan. i df . i | Dstributed Suspicious Response Code B ock 1
66. 249. 76. 77 I 'srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
46. 19. 85. 59 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspici ous Response Code B ock 1
169.229.3.91  [wiited Sates 147. 237. 76. 39 Im)b' le.nei tav.idf.i (SSSLSEK&;\C,\T?S_TEC,\?;T%,{L“SS - Protocol violation None 1
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