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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
107. 150. 53. 170 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
107. 150. 53. 170 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 1
133. 155. 129. 69 Japan 147.237.76. 148 ggcenter. aka.idf.il B ack List dr op 1
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

204. 93. 196. 218 Lhited Sates 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
209.147.117.51 Lhited Sates 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
149. 202. 48. 240 France 147.237. 76. 86 navy.idf.il C1000074: HTTP. maj estic bot Per it 2
149. 202. 48. 240 France 147.237.77. 216 dover.idf.il [ClL000074: HITP. najestic bot Per mit 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
209. 147.117.51 |147.237.77.74 |Uhited Sates  [lawidf.il S Injection - Select From 18
204.93.196. 218 [147.237.77.233|Wited Sates  [atal.idf.il SQ Injection - Select From 8
162.213.1.246  [147.237.77.216|Wited Sates  [dover.idf.il Tehila - Perl LWP with fake user agent 5
218.87.109. 253 [147.237.77.235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
218. 87.109. 253 |147.237.77. 226 |Chi na wan chanat z. aka. i df . il |ET SCAN Potential SSH Scan 1
100. 254. 226. 2141147 237, 0.33 | ol orbi a il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
218.87.109. 253 [147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 87.109. 253 [147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.30 [China hi nush. i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
218. 87.109. 253 |147. 237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
93.89. 72. 101 147.237.8.28 |Turkey e.nobi | e-ks.idf.il ET SCAN Behavi oral gqusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
218. 87.109. 253 |147.237.72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
87.236.194. 161 [147.237.0.17 |Czech Republic [mny-kosher-kravi.idf.il [ET SCAN NMAP -sS w ndow 1024 1
218.87.109. 253 [147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
218. 87.109. 253 |147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
195. 88. 208. 193 [147. 237. 0. 33 gj::;”ion idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 87.109. 253 |147. 237.77. 176 |Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential WNC Scan 5900- 5920 1
218.87.109. 253 [147.237.77.61 [China e.cogat.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 87.109. 253 |147. 237. 76. 148 |Chi na ggcenter. aka.idf . il ET SCAN Potential SSH Scan 1
218.87.109. 253 [147.237.76.30 [China hi mush. i df i | ET SCAN Potential SSH Scan 1
87.236.194. 161 [147.237. 76. 200 |Czech Republic |eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 87.109. 253 [147.237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
62.210.148.91 |147.237.77. 170 |France naar achot . i df . i | ET VE—M Tildein LR, potential .php source disclosure 1
vul nerabi lity
218. 87.109. 253 [147.237.0.200 [China ndu. i df il ET SCAN Potential SSH Scan 1
218.87.109. 253 [147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
151. 236. 174. 217 Iraq 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 8
197.2.112. 176 Tuni si a 147.237.77.176 nat pash. i df .i | dr op Frst packet isn't SN drop 7
134. 100. 124. 100 Ger many 147.237.77. 233 atal.idf.il drop First packet isn't SYN drop 6
195. 239. 16. 40 Russi an Federation 147.237.77. 74 lawidf.il drop Frst packet isn't SN drop 4
195. 239. 16. 53 Russi an Federation 147.237.77. 74 lawidf.il dr op Frst packet isn't SN drop 4
212.143. 142. 56 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
213.202. 233. 62 Ger many 147.237. 76. 148 gacenter. aka. i df il drop SAMrul e drop 2
109. 253. 217. 151 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't SN drop 2
91.230.121. 184 Wkrai ne 147.237.0. 35 akaws. i df . il dr op drop 1
213.202. 233. 62 Ger many 147.237. 76. 196 esvivaidf.il drop SAMrul e drop 1
213. 202. 233. 62 Ger many 147.237.0. 19 nadi matal .idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka idf.il drop SAMrul e drop 1
213.202. 233. 62 Ger many 147.237.77. 121 e.navy.idf.il drop SAMrul e drop 1
213. 202. 233. 62 Ger many 147.237.8.14 e.orchot.idf.il drop SAMrul e drop 1
109. 253. 202. 3 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't SYN drop 1
213.202. 233. 62 Ger many 147.237.77. 235 sviva.idf.il drop SAMrul e drop 1
213. 202. 233. 62 Ger many 147.237.76. 177 ncore.idf.il drop SAMrul e drop 1




08-23-2016-00:04:06 to 08-23-2016-01:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 215. 2291 srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
5.28.154. 103 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTI ONS for wwwy aka. i df.il/ Bl ock 5
2.55.165. 151 I srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 4
5.28. 154. 103 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/8/ B ock 3
176.13.5.73 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
46.19. 86. 82 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code Bl ock 3
176.13.10.211 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
131.253.27.183 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
2.55.153. 37 I srael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
2. 53. 140. 160 | srael 147.237.77. 216 |dover . i df . i | O stributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
] . . . S Untraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Uhited Sates |147.237.76.30 |hinush.idf.il (SSL OONN LI ENT FELLO) None 1
92.90.21. 10 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for waw aka. i df . il/mai n/rabanut/ B ock
2.55.190. 231 | srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthorized UR. Access on waw idf.il/error.htm B ock
: . . Uhaut hori zed URL Access to
207.46.13.39  |lnited Sates |147.237.77.234|hal ag.idf.il vw | ogi st cs. atal i df .1 /i ze100x0/ si p storage Bl ock 1
157. 55. 39. 38 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed LRL Access to waw idf.il/aman B ock 1
79.179. 6. 251 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka. i df.il/mai n/ sachar/undefined |B ock 1
2.53.156.76 I srael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
] . . Mil tiple Lhtraceabl e SS. Sessions from169. 229. 3. 91 (Prot ocol
169.229.3.91  [lhited Sates [147.237.76.86 |navy.idf.il viol ation (SS. COW QI ENT FALLO) None 1
208.115. 111. 73 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/newsite/french/nahal . stm B ock 1
: ny-kosher-kravi . i df |s3 wtraceabl e Gnnection - Protocol violation
169. 229. 3. 91 Whited Sates |147.237.0.16 T (SSL_COWN QLI ENT_HELLO) None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.179. 6. 251 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
2.55.134. 116 I srael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on waww idf.il/error.htm B ock 1
] ; ; Mil tiple Lhtraceabl e SS. Sessions from169. 229. 3. 91 (Prot ocol
169.229.3.91  [thited Sates [147.237.77.176|nat pash. i df .| viol ation (SS. GO QLI ENT FELLO) None 1
208.115.113.89 |[Wited Sates [147.237.77.216|dover.idf.il Ml ti pl e Unaut horized URL Access from 208.115. 113. 89 Bl ock 1
] . . Mil tiple Lhtraceabl e SS. Sessions from169. 229. 3. 91 (Prot ocol
169. 229. 3. 91 Uhited Sates |147.237.72.156|anan. i df.il viol ation (SS. COW QI ENT FALLO) None 1
. . . Uhaut hori zed Met hod PCST for
86.121.166.97 |Romani a 147.237.72. 166 |aka. i df . i | vow aka i dff i 1/ mai v snal i n sl | m aspx B ock 1
. . Mul tiple Whaut horized Method for Known URL from
134. 100. 124. 100|Ger nany 147.237.72. 166 |aka. i df . i | 134. 100. 124. 100 B ock 1
: . . Uhaut hori zed URL Access to
208.115.113.89 |lLhited Sates [147.237.77.216|dover.idf.il v i dff i | / 6380031/ engl i sh/ docunent 16. ht ni B ock 1
} . . . . S Wnhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Uhited Sates |147.237.72.167|i shurimaka.idf.il (SSL_OONN LI ENT FELLO) None 1
90. 174. 4. 187 Spai n 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
134. 100. 124. 100|Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. idf.il/ishurini Bl ock 1
. . D stributed Whaut horized Met hod for Known URL on
77.179. 49. 159 Cer many 147.237.72.166|aka. i df .i | wa aka, i df . i | / mai n/ hone/ def aul t . aspx B ock 1
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