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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
58. 218. 204. 245 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under _Attack_Con_Tcp drop 2
123.151. 149. 222 Chi na 147.237.76. 197 e. hinush.idf.il JLM Under _Attack_Con_Tcp dr op 2
89. 248. 168. 21 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
107. 150. 53. 170 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 39 nobile.neitav.idf.il |Back List drop 1
89. 248. 168. 21 Net her | ands 147.237. 76. 148 gocenter. aka. idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

151. 80. 31. 159 France 147. 237.77. 233 atal .idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

‘Target Addr ess A(;tui‘;kre; Signature
162.213. 1. 246 [147.237.77.216|lhited Sates  |dover.idf.il Tehila - Perl LWP wth fake user agent 5
91. 125, 184. 101 [147. 237. 77. 216 |Uni t ed Ki ngdom|dover. i df.i Tehila - Perl LWP wth fake user agent 2
91.201.236.50 [147.237.8.45 |Wkraine eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
46.172.71.251 |[147.237.76. 201 |Wkrai ne eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.255.90.133 |147.237.77.19 [Netherl ands lawforumidf.il [ET SCAN NVAP -sS w ndow 1024 1
183. 60. 175. 228 [147. 237. 77. 61 |Chi na e.cogat.idf.il ET SCAN NVAP -f -sS 1
91. 230. 121. 184 [147. 237. 72. 217 |krai ne eidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 [147.237.8.45 |lkraine e.eitanidf.il ET SCAN NVAP -sS wi ndow 2048 1
91.201.236.50 [147.237.8.45 |Wkraine e.eitanidf.il ET SCAN NVAP -f -sS 1
58. 218. 204. 245 |147. 237.76.30 |China hi nush. i df i | ET SCAN Potential SSH Scan 1
4282 19,93 147 237 g o7 |Korea Repblic o Lo ET SI:AN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
219, 250. 118. 86 |147. 237 0.34 |KOr€a Republic |\ o ET SCAN Behavi oral Unusual |y fast inbound Tel net Qonnecti ons, 1
of Potential Scan or Brute Force
163. 172. 66. 234 [147. 237. 77. 233 |Uni ted Ki ngdom|atal .idf.il ET SCAN Potential SSH Scan 1
136.160. 90. 51 [147.237.77. 216 |Whited Sates  |dover.idf.il portscan: TCP D stributed Portscan 1
91.230. 121. 184 |147. 237. 72. 14 |krai ne dover.idf.il(old) |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
94.76.7. 244 Bahrai n 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 34
213.204.104. 31 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 24
37.238.112. 40 Iraq 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 23
66. 249. 81. 230 Eur ope 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 21
66. 249. 81. 233 Eur ope 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 20
197. 31. 84. 173 Tuni si a 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 19
66. 249. 81. 227 Eur ope 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 13
185. 82. 32. 56 Lebanon 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 11
46. 19. 86. 19 | srael 147. 237.76. 42 refuah.idf.il drop Frst packet isn't drop 10
37.76.65.118 Hungary 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
5.22.131.21 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 8
84.221. 186. 80 Italy 147.237.72. 156 anan. i df.il drop First packet isn't drop 7
213.244.119. 129 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 6
151. 236. 174. 217 Irag 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
78.148. 85. 249 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 3
79.181.29. 180 | srael 147.237. 72. 156 anan.idf.il dr op First packet isn't drop 3
140. 147.249. 7 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
31.168.173. 118 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
78.62.118. 199 Li t huani a 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
197. 15. 54. 112 Tuni si a 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 2
213.202. 233. 62 Ger many 147.237.76. 148 gocenter. aka.idf.il  |drop drop 2
41.35.218. 126 Egypt 147.237.77.176  |natpash.idf.il drop First packet isn't drop 2
212.106. 78. 235 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 2
18.26.2.84 Lhited Sates 147.237.77. 205 prisha.idf.il drop Frst packet isn't drop 2
141.8.132. 78 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
77.169. 218. 248 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
88. 162. 234. 167 France 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 2
141. 212.122. 100 Lhited Sates 147.237.0. 200 mu. i df il dr op drop 1
141. 212. 122. 101 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
5.22.131. 95 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
213. 202. 233. 62 Ger many 147.237. 76. 199 e.nakchal .idf.il drop SAMrul e drop 1
213. 202. 233. 62 Ger many 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
176. 13. 236. 225 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
62.87.182. 4 Pol and 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
213. 202. 233. 62 Ger many 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 128. 106|I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 133
109. 253. 128. 233|l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 60
5.22.131. 110 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from5. 22, 131. 110 B ock 6
109. 64. 120. 83  |Israel 147.237.77.216|dover . i df . i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 5
122. 62. 200. 251 |New Zeal and [147. 237.72. 166 |aka. i df . i | Unaut hori zed Method POST for ww aka. i df . i/ mai n/ hore/ def aul t. aspx B ock 5
85.65.183.235 |[Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 85. 65. 183. 235 B ock 5
185. 104. 186. 11 LKJ?Ir:;éjom 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 185. 104. 186. 11 B ock 5
79.180.111. 138 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.53.27.184 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
212.76.96.118 [Israel 147.237.76.31 [nakchal .idf.il |Unauthorized HTTP Met hod Bl ock 2
2.53.177. 96 I srael 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 2
131.253.27.72 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
80. 246. 133. 175 |l srael 147.237.77.216|dover . i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
66. 249. 65. 156 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1406- he/ at al . aspx B ock 1
208.115.113.89 |Wited Sates |147.237.77.216|dover.idf.il thaut hori zed URL Access to waw idf.il/english/nevs/jenin. stnf Bl ock 1
target="_hl ank
. . D stributed Lhaut hori zed URL Access on
2.55.62.195 | sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
157. 55. 39. 34 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to www i df.il/1283-19142- en/ dover B ock 1
; ; D stributed Lhaut hori zed URL Access on
95.35.131. 249 I srael 147.237.77. 176 [nat pash. i df . i | waw. cogat . i df . i |/t enpl at es/ honmepage/ www. yout ube. cond v/ 3g51ei 5nuhg Bl ock !
Lhited . . . .
185.104.186.11 | . ngdom 147.237.77.216|dover . i df .i | Adnin Bl ocki ng B ock 1
37.26.148.170 |lsrael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/bul let 1. gif  [B ock 1
2.53.24.22 I srael 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
81.18.201. 4 Pol and 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
66. 249. 66. 72 I 'srael 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forundasp/ showforumasp |B ock 1
212.76.96.118 [Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 212.76.96. 118 B ock 1
157.55.39. 140 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
79.181. 49. 65 | srael 147.237.77.216|dover . i df . i | Dstributed PHP At enpt B ock 1
185. 104. 186. 11 LK!i“r:ge(cijom 147.237.77.216|dover . i df .i | Mil tiple Admn B ocking from 185.104. 186. 11 Bl ock 1
. . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n
46. 19. 86. 19 I srael 147.237.76.42 |refuah.idf.il vowu ref U, at al i df .|/ 1518- hel ref uah. aspx B ock 1
. . . Unaut hori zed URL Access to
66. 249. 76. 31 I srael 147.237.77.243|nobi l e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1772 B ock 1
] . . S Untraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Lhited Sates [147.237.0.19 |nadimatal .idf. (SSL_OONN LI ENT FELLO) None 1
5.22.135. 174 I srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access fromb5. 22, 135. 174 B ock 1
109. 65. 194. 119 |l srael 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
79.181. 49. 65 I srael 147.237.77.216|dover . i df .i | D stributed Unaut horized URL Access on waw i df.il/wp-1ogin. php B ock 1
65.222.202.202 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
2.53.175. 228 I srael 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
; ; D stributed Lhaut horized URL Access on
131. 246.225. 140|CGer many 147.237.77. 176 [nat pash. i df . i | waw. cogat . i df . i |/t enpl at es/ honmepage/ www. yout ube. cond v/ 3g51ei 5nuhg Bl ock !
85.65.183.235 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for wwy aka. i df .il/mai n/ sachar/ B ock 1
77.139. 156. 11 France 147.237.72. 166 |aka. i df .i | Dstri bqt ed ‘Lhaut‘horl zed Method for Known URL on B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
212.76.96.118 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 1
. . O stributed Unaut hori zed URL Access on
176.13. 231. 234 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
5.102. 254. 14 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock
109. 65. 194. 119 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock
80. 109. 167. 227 |Austria 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to wwu aman.idf.il/favicon.ico Bl ock 1
185. 104. 186. 11 Eiqlr:gegom 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wa i df . il/894-he/ dover. asp B ock 1
66.102.8.171  |United Sates |147.237.72. 166|aka. i df .| tnaut hori zed Method POST for Bl ock 1
wan aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
87.70.22.23 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
. . D stributed Lhaut hori zed URL Access on
79.177.185.62 |lsrael 147.237.76.42 |refuah.idf.il 147, 237.76. 42 styl ef shar ed/ r eset . css B ock 1
213.57. 166. 220 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/sip_storage/files/6/ undefined |B ock 1
185. 13. 192. 252 |I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.102.254.14  |Israel 147.237.77. 243|nobi | e, i of .1 |hauthorized LR Access to Bl ock 1

nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1465
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