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165. 50. 53. 244
I 23.27.45.35
95. 35. 173. 136
Il 197. 25. 38. 219
M 2.53.12.53
I 50.77.136. 81
M 79.173. 210. 35
88. 202. 218. 230
M 162. 213. 1. 246
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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

209. 126. 136. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
89. 163. 135. 121 Ger many 147.237.76. 34 yohal an. i df .il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
89. 248. 168. 21 Net her | ands 147.237.76.176 test.ncore.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site Sgnature Devi ce Action |Oount |
50. 77. 136. 81 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
168. 144. 249. 54 Canada 147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 3
197.231.221.211 |Liberia 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header Bl ock 1
164. 132. 161. 69 Italy 147.237.76.147 |chi nuch. aka. i df.i| |ClL000146: HTTP. AhrefBot crawl er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

162.213. 1. 246 |147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LWP wth fake user agent 5
50. 77. 136. 81 147.237.77.74 |Wited Sates [lawidf.il SQ Injection - Select From 2
80. 246. 137. 208 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
61.240. 144.65 |[147.237.8.45 |[China eeitanidf.il ET SCAN Potential VNC Scan 5800- 5820 1
5. 255. 90. 133 147.237.77.61 |Netherl ands e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172. 66. 234 [147. 237.77. 234 E?';;gom hal ag.idf.il ET SCAN Potential SSH Scan 1
123. 206. 73. 185 [147.237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
95.35.183. 142  [147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
61.240.144.66 |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 113. 160. 2511147 237 0.33 |0l onbi il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. onbl a 1ar. | .
Potential Scan or Brute Force
163.172. 66. 234 [147. 237. 77. 205 E?';;gom prisha.idf.il ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
152. 204. 160. 130|147. 237. 0. 34  |Col onbi a tikshuv.idf.il . 1
Potential Scan or Brute Force
, , . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
113. 70. 149. 228 |147.237.8.27 |China e.nadimatal .idf.i 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
154.104. 67. 184 Tuni si a 147.237.77. 176 nat pash. i df .i | dr op First packet isn't drop 60
165. 50. 53. 244 Tuni sia 147.237.77. 176 nat pash. i df . il dr op Frst packet isn't drop 53
23.27.45.35 Lhited Sates 147.237.72. 156 anan.idf.il dr op First packet isn't drop 40
197. 25. 38. 219 Tuni si a 147.237.77. 176 nat pash. i df .i | dr op First packet isn't drop 10
88. 202. 218. 230 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
46. 19. 86. 146 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
188. 54. 1. 247 Saudi Arabia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
5. 254. 65. 142 Tur key 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 3
160. 157. 26. 85 Tuni si a 147.237.77. 176 nat pash. i df .i | dr op First packet isn't drop 3
197. 15. 212. 56 Tuni si a 147.237.77. 176 nat pash. i df . il dr op Frst packet isn't drop 3
176.13.12. 179 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
100. 92. 81. 176 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 2
197.0. 163. 21 Tuni si a 147.237.77.176 nat pash. i df .il dr op First packet isn't drop 2
46. 32.124. 85 Jordan 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
197.0.193.81 Tuni si a 147.237.77. 176 nat pash. i df .i | dr op First packet isn't drop 2
109. 64. 179. 154 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
197. 2. 146. 115 Tuni si a 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 2
213.202. 233. 62 Ger many 147.237.76. 34 yohal an.idf.il dr op drop 2
41.227.91. 24 Tuni si a 147.237.77.176 nat pash. i df.il dr op First packet isn't drop 2
109. 253. 133. 155 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
109. 253. 196. 12 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176. 13. 16. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
61. 240. 144. 65 Chi na 147.237.0. 33 idf.il dr op drop 1
213. 202. 233. 62 Ger many 147.237.0. 33 idf.il dr op drop 1
176. 13. 235. 197 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 248. 255 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
91.230.121. 184 kr ai ne 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Action ‘Count
95.35.173.136 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 12
2.53.12.53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
D stributed Whaut hori zed URL Access on
79.173.210. 35 |Jordan 147.237.77. 176 |mat pash. i df . i |  [ww cogat.idf.il/tenpl at es/ homepage/ waw: yout ube. coni v/ 3g51ei 5n [Bl ock 7
uhg
2.55.13.55 I srael 147.237.77. 216 |dover.i df . il Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 5
DO stributed Whaut hori zed URL Access on
41.228.33.244 |Tunisia 147.237.77. 176 |mat pash. i df . il  |wuw cogat . i df.i1/tenpl at es/ homepage/ wan yout ube. conf v/ 3g51ei 5n |Bl ock 4
uhg
46.19.85.205 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 228. 48. 98 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.19.85.248  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
88. 202. 218. 246 |Lni ted Ki ngdom 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.86.247 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
77.127.20.232 |[Israel 147.237.77.216|dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
2.55.186.229 |[Israel 147.237.77.216|dover.idf . il Dstributed Uhauthori zed URL Access on wawidf.il/error. htm B ock 2
84.109. 216. 154 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
77.138. 123. 148 |France 147.237.72. 166 |aka. i df . i | mu;kr;orl idf?idl /'\f;jr::;‘;i ;EsA/Dgén‘Zraj aspx B ock 2
5.102. 112. 229 g":lcisgiig;a” Territory 1 47 237.77. 216 |dover. i df . i | mamerl IT/yfg?,X_ g'n"/"tdioc\’/';r‘ft;sogf@m ent Al acekbl der 13t xt i | in B ock 2
87.69.160.97 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
79.180. 232. 20 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
Unknown HTTP Request Met hod
46.19. 85. 73 I 'srael 147.237.76.42 |refuah.idf.il =5a10b5c9clbc4ee. 1465847429, 2. 1471895897. 1471895897.; in [B ock 1
URL _pk_ses. 118. fdlc=*
193. 231. 209. 87 |Romani a 147.237.77. 216 |dover . i df . il Lhaut hori zed URL Access to waw idf.il/anan B ock 1
66.102.9.122 [Wited Sates 147.237.72. 156 [aman. i df . i | Distributed Whaut hori zed URL Access on vww anan.idf.il/favicon.ico |B ock 1
46.19.85. 73 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
109. 253. 158. 44 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249.79.37 |lIsrael 147.237.77. 216 |dover.idf .l Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 1
46.19. 85. 73 I srael 147.237.76.42 |refuah.idf.il Ilegal HITP \ersion B ock 1
2.53.159. 12 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |H ock 1
37.48.0.121 Czech Republic 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx B ock 1
Doubl e URL Encoding - paraneter: in
66.249.79.37 |Israel 147.237.77.216|dover.i df .i | ww i df . i |/ hebrew or gani zat i on/ pat zar/ at ar 1/ mh s1/ pi rsunind j our nal / 1 [Bl ock 1
5%cavi r ani5. doc
46.19. 85. 73 | srael 147.237.76.42 |refuah.idf.il Mal formed URL _pk_ses. 118. f dlc=* Bl ock 1
178. 190. 46. 228 |Austria 147.237.72.166 |aka. i df . i | mt;&:ﬁtdiéiw?:mﬂ';ﬁzﬁg n')“ hod for Known URL on Bl ock 1
38.88.176.90 [Canada 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. idf.il/ishurimnain/ B ock 1
70.50. 208. 244 |Canada 147.237.72.166 |aka. i df . i | m ;i(;l;t deféiw?::]ﬂfir:;:mq n')“ hod for Known URL on B ock 1
46.19.85. 73 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css Bl ock 1
185.32.179.75 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
2.55.51.26 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
81.18.201. 4 Pol and 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for aka.idf.il/giyus/ Bl ock 1
46.116. 54. 244 |l srael 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
109. 66. 159. 68 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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