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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
209.126.136.2 United States 147.237.76.42 refuah.idf.il Black List drop 1

89.163.135.121 Germany 147.237.76.34 yohalan.idf.il Black List drop 1

209.126.136.2 United States 147.237.76.196 e.sviva.idf.il Black List drop 1

89.248.168.21 Netherlands 147.237.76.176 test.ncore.idf.il Black List drop 1

209.126.136.2 United States 147.237.76.38 e.e.meitav.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

50.77.136.81 United States 147.237.77.74 law.idf.il 5670: HTTP: SQL Injection (SELECT) Block 6

168.144.249.54 Canada 147.237.72.166 aka.idf.il 5670: HTTP: SQL Injection (SELECT) Block 3

197.231.221.211 Liberia 147.237.77.216 dover.idf.il 24910: HTTP: Python urllib User-Agent Header Block 1

164.132.161.69 Italy 147.237.76.147 chinuch.aka.idf.il C1000146: HTTP:  AhrefBot crawler Block 1
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

162.213.1.246 147.237.77.216 United States dover.idf.il Tehila - Perl LWP with fake user agent 5

50.77.136.81 147.237.77.74 United States law.idf.il SQL Injection - Select From 2

80.246.137.208 147.237.77.216 Israel dover.idf.il portscan: TCP Distributed Portscan 1

61.240.144.65 147.237.8.45 China e.eitan.idf.il ET SCAN Potential VNC Scan 5800-5820 1

5.255.90.133 147.237.77.61 Netherlands e.cogat.idf.il ET SCAN NMAP -sS window 1024 1

163.172.66.234 147.237.77.234
United
Kingdom

halag.idf.il ET SCAN Potential SSH Scan 1

123.206.73.185 147.237.76.177 China ncore.idf.il ET SCAN NMAP -sS window 1024 1

95.35.183.142 147.237.77.216 Israel dover.idf.il portscan: TCP Distributed Portscan 1

61.240.144.66 147.237.76.201 China e.atal.idf.il ET SCAN NMAP -sS window 1024 1

186.113.160.251 147.237.0.33 Colombia idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

163.172.66.234 147.237.77.205
United
Kingdom

prisha.idf.il ET SCAN Potential SSH Scan 1

152.204.160.130 147.237.0.34 Colombia tikshuv.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

113.70.149.228 147.237.8.27 China e.madim.atal.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

 08-22-2016-22:04:07 to 08-22-2016-23:04:07 



Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

154.104.67.184 Tunisia 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 60

165.50.53.244 Tunisia 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 53

23.27.45.35 United States 147.237.72.156 aman.idf.il drop First packet isn't SYN drop 40

197.25.38.219 Tunisia 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 10

88.202.218.230 United Kingdom 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 7

46.19.86.146 Israel 147.237.76.42 refuah.idf.il drop First packet isn't SYN drop 4

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

188.54.1.247 Saudi Arabia 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

5.254.65.142 Turkey 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 3

160.157.26.85 Tunisia 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 3

197.15.212.56 Tunisia 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 3

176.13.12.179 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 2

100.92.81.176 147.237.72.167 ishurim.aka.idf.il drop First packet isn't SYN drop 2

197.0.163.21 Tunisia 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 2

46.32.124.85 Jordan 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2

197.0.193.81 Tunisia 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 2

109.64.179.154 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 2

197.2.146.115 Tunisia 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 2

213.202.233.62 Germany 147.237.76.34 yohalan.idf.il drop drop 2

41.227.91.24 Tunisia 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 2

109.253.133.155 Israel 147.237.72.156 aman.idf.il drop First packet isn't SYN drop 1

109.253.196.12 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 1

176.13.16.40 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

106.38.241.105 China 147.237.72.166 aka.idf.il drop SAM rule drop 1

61.240.144.65 China 147.237.0.33 idf.il drop drop 1

213.202.233.62 Germany 147.237.0.33 idf.il drop drop 1

176.13.235.197 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

176.13.248.255 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 1

109.226.40.40 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

91.230.121.184 Ukraine 147.237.76.148 gqcenter.aka.idf.il drop drop 1
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Top Attackers In WAF
Attacker
Address

Attacker Country Target Address Site Signature
Device
Action

Count

95.35.173.136 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 12

2.53.12.53 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 9

79.173.210.35 Jordan 147.237.77.176 matpash.idf.il
Distributed Unauthorized URL Access on
www.cogat.idf.il/templates/homepage/www.youtube.com/v/3g51ei5n
uhg

Block 7

2.55.13.55 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 5

41.228.33.244 Tunisia 147.237.77.176 matpash.idf.il
Distributed Unauthorized URL Access on
www.cogat.idf.il/templates/homepage/www.youtube.com/v/3g51ei5n
uhg

Block 4

46.19.85.205 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 3

176.228.48.98 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 3

46.19.85.248 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 3

88.202.218.246 United Kingdom 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 3

46.19.86.247 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 3

77.127.20.232 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 2

2.55.186.229 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 2

84.109.216.154 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 2

77.138.123.148 France 147.237.72.166 aka.idf.il
Unauthorized Method HEAD for
www.aka.idf.il/main/giyus/general.aspx

Block 2

5.102.112.229
Palestinian Territory,
Occupied

147.237.77.216 dover.idf.il
Parameter Type Violation ctl00$ContentPlaceHolder1$txtEmail in
www.idf.il/1038-en/dover.aspx

Block 2

87.69.160.97 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 2

79.180.232.20 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 2

46.19.85.73 Israel 147.237.76.42 refuah.idf.il
Unknown HTTP Request Method
=5a10b5c9c1bc4e9e.1465847429.2.1471895897.1471895897.; in
URL _pk_ses.118.fd1c=*

Block 1

193.231.209.87 Romania 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/aman Block 1

66.102.9.122 United States 147.237.72.156 aman.idf.il Distributed Unauthorized URL Access on www.aman.idf.il/favicon.ico Block 1

46.19.85.73 Israel 147.237.76.42 refuah.idf.il Abnormally Long Request method Block 1

109.253.158.44 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 1

194.218.27.162 Sweden 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

66.249.79.37 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

46.19.85.73 Israel 147.237.76.42 refuah.idf.il Illegal HTTP Version Block 1

2.53.159.12 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/1518-he/refuah.aspx Block 1

37.48.0.121 Czech Republic 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/894-en/idfgdover.aspx Block 1

66.249.79.37 Israel 147.237.77.216 dover.idf.il
Double URL Encoding - parameter:  in
www.idf.il/hebrew/organization/patzar/atar1/mls1/pirsumim/journal/1
5%5caviram15.doc

Block 1

46.19.85.73 Israel 147.237.76.42 refuah.idf.il Malformed URL _pk_ses.118.fd1c=* Block 1

178.190.46.228 Austria 147.237.72.166 aka.idf.il
Distributed Unauthorized Method for Known URL on
www.aka.idf.il/ishurim/main/

Block 1

38.88.176.90 Canada 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/ishurim/main/ Block 1

70.50.208.244 Canada 147.237.72.166 aka.idf.il
Distributed Unauthorized Method for Known URL on
www.aka.idf.il/ishurim/main/

Block 1

46.19.85.73 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/style/shared/reset.css Block 1

185.32.179.75 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

2.55.51.26 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

81.18.201.4 Poland 147.237.72.166 aka.idf.il Unauthorized Method POST for aka.idf.il/giyus/ Block 1

46.116.54.244 Israel 147.237.72.156 aman.idf.il SSL Untraceable Connection - Open Mode None 1

109.66.159.68 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1
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