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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
103. 51. 43. 145 Ml aysi a 147.237.77. 216 dover.idf.il HTTP- M SC- DosTool - SI owPCST dest - r eset 13202

8. 37.231. 87 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 8

77.125. 0. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46.121.52. 2 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
77.138.52.97 F ance 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

80. 82. 77. 38 Net her | ands 147. 237. 76. 196 e.sviva.idf.il B ack List drop 1

80. 82. 77. 38 Net her | ands 147.237. 76. 200 eitan.aka.idf.il |Back List drop 1
77.138.52. 97 France 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 1
71.6.146. 185 Lhited Sates 147.237. 76. 197 e hinush.idf.il |Back List drop 1




08-22-2016-21:04:02 to 08-22-2016-22:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |S gnature Devi ce Action |Oount |
209. 15.196. 171 Canada 147.237.0. 34 tikshuv.idf.il|6134: HITP. SQ Injection Variable Declaration Bvasion B ock 12
199. 79. 62. 138 Lhited Sates 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
168. 144. 249. 54 Canada 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
199. 79. 62. 138 Lhited Sates 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 6
209. 15.196. 171 Canada 147.237.72.166 |aka.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
174. 47.99. 30 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
206.196.101. 250 |Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
83. 168. 250. 50 Sweden 147.237.72.166 |aka.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
184. 168. 27. 81 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
206.196.101. 250 |Lhited Sates 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 6
184. 168. 46. 19 Lhited Sates 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
209. 15. 196. 171 Canada 147.237.0. 34 tikshuv.idf.il[5670: HITP. SQ Injection (SELECT) B ock 6
91.121. 86. 136 France 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot Per nit 2
50. 63. 197. 145 Lhited Sates 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
168. 144. 249. 54 Canada 147.237.72.166 |aka.idf.il 5670: HITP. SQ | njection (SALECT) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
206. 196. 101. 250(147. 237. 77. 74 |Whited States  [lawidf.il SQ Injection - Select From 36
199.79.62. 138  [147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select From 36
209. 15.196. 171 |147.237.0.34 |Canada tikshuv.idf.il |SQL I njection - Select Fom 20
184.168.27.81 [147.237.77.74 |Wited Sates |[lawidf.il A Injection - Select From 8
168. 144. 249. 54 |147.237.77.74 |Canada lawidf.il SQ Injection - Select From 8
83.168.250.50 |147.237.72. 166 |Sweden aka.idf.il SQ Injection - Select From 8
209. 15. 196. 171 |147.237. 72. 166 |Canada aka.idf.il A Injection - Select From 8
184.168.46.19 |147.237.77.74 |Wnited Sates |lawidf.il SQ Injection - Select From 8
174. 47.99. 30 147.237.77.74 |Uited Sates |lawidf.il SQ Injection - Select From 8
168. 144. 249. 54 [147.237. 72. 166 |Canada aka.idf.il A Injection - Select From 6
162.213.1.246 [147.237.77.216|thited Sates  |dover.idf.il Tehila - Perl LWP wth fake user agent 5
50. 63.197. 145 |147.237.77.74 |Uhited Sates |[lawidf.il SQ Injection - Select From 3
66.240.213.93 |147.237.76.42 |Uhited Sates |[refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 100. 214. 202 |147.237.76. 177 |Austraia ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
59.100. 214. 202 [147.237.76. 177 |Australia ncore.idf.il ET SCAN NVAP -f -sS 1
163. 172. 66. 234 [147.237.8.14 E?i;;gom e.orchot.idf.il [ET SCAN Potential SSH Scan 1
8.37.231. 87 147.237.77. 216 |Wited Sates  |dover.idf.il portscan: TCP D stributed Portscan 1
161. 10, 5. 40 147 237.0.19  |col onbi vadi matal idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
123. 123. 119. 180(147. 237. 72. 167 |Chi na ishurimaka.idf.i|ET SCAN NVAP -sS w ndow 1024 1
213.202.233.62 |147.237.72. 167 |Ger many ishurimaka.idf.i|[ET SCAN NMAP -sS wi ndow 1024 1
80. 246. 137. 138 |147.237.72. 166 | srael aka.idf.il portscan: TCP Distributed Portscan 1
66.240.213.93 [147.237.76.86 |[Lited Sates |navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.240.213.93 |147.237.76.34 |[Whited Sates |[yochaan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
59. 100. 214. 202 |147.237.76. 177 |Australia ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
123. 206. 85. 139 [147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
110. 35. 218. 167 |147 237 76,31 |Korea Republic [ 00 i ET SJAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
212, 156. 215.30 |147. 237. 76. 177 | Turkey core.idf | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 246. 138. 3 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
20,181 14 153|147 237 76. 86 |1 s ael ey, i f i1 ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos 1

attack
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
103. 51. 43. 145 Ml aysi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 13071
41.200. 101. 77 Ageria 147.237.77. 216 dover.idf.il dr op First packet isn't drop 166
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 146
188. 103. 42. 100 Ger many 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 35
212.33.117. 174 Pal estinian Territory, Qccupied 147.237.77.216 dover.idf.il drop First packet isn't drop 34
193. 43. 246. 250 | srael 147.237.76. 86 navy.idf.il drop First packet isn't drop 21
5.102. 254. 17 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
197. 33.113. 171 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 18
176. 13. 228. 46 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
66. 249. 79. 37 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
188. 120. 148. 222 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
82. 205. 61. 10 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
87.70.9.48 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 9
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
41. 33. 231. 86 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 8
176.13.10.71 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
131. 253. 27. 154 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
212.119.73. 60 Saudi Arabia 147.237.77. 233 atal.idf.il dr op First packet isn't drop 6
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
46. 120. 130. 2 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 6
77.125.61. 208 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
197. 14. 53. 58 Tuni si a 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 6
109. 67. 29. 248 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
188. 161. 52. 239 Pal estinian Territory, Qrcupi ed 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 6
5.102.195. 19 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
68. 200. 148. 225 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
2.53.168. 127 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
37.26. 149. 222 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 5
176. 13. 241. 249 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
79.181. 225. 46 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
46. 116. 189. 223 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 5
109. 65. 143. 70 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
94.77.196. 82 Saudi Arabia 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
197.8.111.193 Tuni si a 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
5. 34. 167. 86 Pal estinian Territory, Qrcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
109. 67. 253. 36 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
46. 120. 158. 204 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
87.71.43.111 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
188. 161. 52. 239 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
41. 225.204. 41 Tuni si a 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 4
2.55.129. 243 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
54.72.73.168 Ireland 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
79.181. 226. 232 | srael 147. 237. 76. 200 eitan.akaidf.il [drop First packet isn't drop 3
157. 55. 39. 38 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
80. 230. 228. 124 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.117.9. 142 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 12
213.57.55.170 |Israel 147.237.76.31 |nakchal .idf.il [Wauthorized HTTP Met hod B ock 10
197.33.113.171 |Egypt 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 197.33.113.171 B ock 8
84.94. 61. 63 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed Method for Known URL from 84.94. 61. 63 B ock 5
213.57.55.170 |[Israel 147.237.76.31 |nakchal .idf.il |Mitiple Wauthorized URL Access from 213.57.55.170 B ock 5
208.115.111.72 |thited Sates |147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp [B ock 4
85. 65. 79. 82 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 85. 65. 79. 82 B ock 4
213.57.55.170 |[Israel 147.237.76.31 |nakchal .idf.il |Wauthorized LR. Access to ww nakhal .idf.il/sip_storagel/files/8/ B ock 3
87.120.142.33 |Rilgaria 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.139.49.105 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for wn aka. i df.il/mil ui B ock 3
109. 253. 136. 2421 srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :cl’r(;fz'f? , g;eggrcﬁim;es” < ohi | ddocunent &/ 1071 Bl ock 2
81.18.201. 4 Pol and 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ Bl ock 2
213.57.42.200 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed |ll1egal Byte Qde Character in URL B ock 2
66. 249. 79. 37 I srael 147.237.77.216|dover.idf .l D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
2.53.191.3 I srael 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
197.15.213.8  |Tunisia 147.237.77. 176 |nat pash. i df . i | m rc'oztgfdi deh alult ?fre;fitf; gﬁ:;;g:?w yout ube. con v/ 3g51ei Snuhg | K 2
80.138.18.24 |l srael 147.237.0.19 |nadimatal .idf . [1authorized R Access to . Bl ock 2
nadi matal .idf.il/shared aj ax/ updat enakat gauntity. aspx
46.19.86.3 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock
5. 29. 30. 134 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
94.230.86.43 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:‘?r&fsz . g:t‘eggfyetzm s/ 1 st chi | ddocument s/ 1540 Bl ock 2
66. 249. 79. 37 I srael 147.237.77.216|dover . i df . il Lhaut hori zed LRL Access to wwidf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
46.19.86. 11 I'srael 147.237. 72. 156 |aman. i df . i | :103:17 :‘/)Lii f)es‘lj(_;'szpccess to www anen. i df i |/ QA0 920 My Bl ock 1
141.255.42.69 |G eece 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 141. 255. 42. 69 B ock 1
5.29.193. 198 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
77.139.206.66  |France 147.237.72. 166 |aka. i df . i | m;:(:ﬂt;q itﬂa#;ihn(;uoi‘; d'\é?:l]??.;(s);xmom R on B ock 1
66. 249. 66. 6 | srael 147.237.76.86 |navy. idf.il V\Lhm:\tu;e:]\c/);.l iz(‘j-;\fd. illijt ::pﬁzisest/cs),har ed/ user cont r ol s/ navrenu/ undef i ned Bl ock !
197.33.113.171 |Egypt 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df.il/1133-23228-ar/ Bl ock
109. 64. 45. 203 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
37.142.8.29  [Israel 147.237.77. 234|hal ag. i df . i | 1D4§t ;;t;uge;leéZ?rtrrgZ:egfzia% coss lc_";i . Bl ock 1
2.53.49. 169 | srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL Bl ock 1
80.230.230.12 |[Israel 147.237.77.216|dover . i df . il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
212.199. 10. 52 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
77.138.69. 157  |France 147.237.72. 156 |arman. i df . i | Lhaut hori zed URL Access to wuu aman.idf.il/favicon.ico B ock 1
46.116.97.194 i srael 147.237.76. 200 |ei t an. aka. i df . i | m“g'to;'nzzsaﬁf .Affftszn:)loat s/ honepagel honepage. aspx Bl ock 1
141.255.42.69 |Geece 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for waw aka.idf.il/mluim B ock
5.29.193.198 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww nag. i df . il/wp-1ogin. php B ock
87.70.55.157  |israel 147.237. 72. 166 |aka. i df . i | mngkmgiﬁr_?wg Ncéggﬁijt;angf’;zﬁgchhsaChar$°t' 590n None 1
79.179.170.73  |lsrael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
220. 255. 145. 1319 ngapor e 147.237.77.216|dover . i df . il D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
203.127.58. 235 |9 ngapore 147.237.77.216|dover.i df . il O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
66.249. 66. 142 |l srael 147.237.72. 156 [arman. i df . i | Lhaut hori zed URL Access to waw anan. i df.il/robots. txt B ock 1
41.187.92.101  (Egypt 147.237.77. 176 |nat paSh' idf.il met(:gggtz.??jf% /Atcecr‘;):Isatt gs/ horepage/ waw. yout ube. cond v/ 3g51ei 5nuhg Bl ock !
2.53.156. 32 I srael 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
77.138.98.245 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.138. 98. 245 Bl ock
176.13.10. 71 I srael 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to wmw cogat . idf.il/894-ar B ock 1
23.21.86.101  [Lhited Sates |147.237.77.176|nat pash. i df . i | muigsgt' 'Ziegf e e user cont 1ol f header upper] Bl ock 1
80. 230. 221. 146 |l srael 147.237.77.216|dover . i df . il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
203.127.96. 251 |9 ngapore 147.237.77.216|dover.i df . il O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
109. 253. 193. 157 I srael 147.237.77.233|at al . i df . i | e o 76 R A:scs)s(s on Bl ock 1
41.200.101.77 |Ageria 147.237.77.216|dover.idf .l Unhaut hori zed URL Access to 147.237.77.216/ B ock 1
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