08-22-2016-20:04:08 to 08-22-2016-21:04:08

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

20044

Nunber
(6]
At acks

Meitan aka. idf.il

M dover.idf.il

M aka.idf.il

M nat pash. i df . |

M anan.idf.il

M naarachot . i df .i |

I nadi matal .idf.il

M navy.idf.il
lawidf.il

M Kkosher-kravi .idf.i

Top Tar get
[Top Attackers |
280+
210-
W 195. 154. 185. 20
- 84. 109. 180. 213
[ 51. 36. 120. 242
1404 185. 89. 85. 29
Nunmber | M 46. 19. 85. 209
a B 109. 186. 92. 114
At acks 704
[ 197.2.1.101
i M 41.105. 17.2
197. 41. 150. 225
0- B 78. 148. 85. 249
X @(19 (]9@ X \9» \,/\ﬂ, K2 q/@
'\(fb A ng °.)q' q/'\' Q<9 ,»630 qgo
@b‘ @. Q)Q" /\‘ N N bc(b
N > N N A

Top Attackers



08-22-2016-20:04:08 to 08-22-2016-21:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action|Count]|

109. 186. 92. 114 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
81.171.7.67 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ack List drop 1
198. 55. 103. 222 Lhited Sates 147.237. 0. 200 mu. i df i | JLMPurple Gon Limt Htp drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
195, 154. 185. 20 France 147. 237. 76. 200 eitan. aka.idf.il CL000074: HTTP. naj estic bot Per mit 200
195. 154. 185. 20 France 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nit 67
195. 154. 185. 20 France 147.237.77.176 nat pash. i df.il C1000074: HTTP. naj estic bot Per it 14
195, 154. 185. 20 France 147. 237.72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per mit 11
195. 154. 185. 20 France 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nit
195. 154. 185. 20 France 147. 237. 76. 86 navy.idf.il C1000074: HTTP. maj estic bot Per it
195, 154. 185. 20 France 147.237.76.31 nakchal .idf.il CL000074: HTTP. naj estic bot Per mit
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

84.109. 180. 213 147. 237. 77. 170 I srael maar achot . i df .i | Xenu Link Seuth User Agent 12
162. 213. 1. 246 147. 237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 5
178. 113. 31. 197 147.237.0. 17 Austria m ny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237. 76. 147 Net her | ands chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 15 Net her | ands kosher -kravi .i df .i | ET SCAN Potential SSH Scan 1
52.58. 6. 184 147.237.77. 235 Ger many svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
37.26.149. 188 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 34. 160. 65 147.237. 76. 148 Russi an Federation ggcenter. aka. i df . il ET SCAN NVAP -sS wi ndow 1024 1
178.113. 31. 197 147.237.0. 15 Austria kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
163. 172. 66. 234 147.237.76. 201 Lhi ted Ki ngdom eatal.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
52.58. 6. 184 147.237.77. 235 Ger many svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
31.168. 213. 151 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
163. 172. 66. 234 147.237.77. 121 Uni ted Ki ngdom e navy.idf.il ET SCAN Potential SSH Scan 1
163. 172. 66. 234 147.237.8. 27 Uhi ted Ki ngdom e madimatal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
51. 36. 120. 242 Uni ted Ki ngdom 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 11
185. 89. 85. 29 Lebanon 147.237.77.176 nat pash. i df . il dr op Frst packet isn't drop 8
46. 19. 85. 209 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 8
109. 186. 92. 114 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 6
78.148. 85. 249 Uni ted Ki ngdom 147.237. 72. 156 anan.idf.il dr op Frst packet isn't drop 5
212. 143.142.56 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 5
197.2.1.101 Tuni si a 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 5
41.105.17.2 Ageria 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
46. 117. 222. 125 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
197. 41. 150. 225 Egypt 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
41.105.17.2 Ageria 147.237.77.176 nat pash. i df .i | drop First packet isn't drop 2
81.18.201. 4 Pol and 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
212.179.90. 106 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 2
197.2.1.101 Tuni sia 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
213.186. 166. 186 Jor dan 147.237.77.216 dover.idf.il dr op First packet isn't drop 2
197. 41. 150. 225 Egypt 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 2
216.243.31. 2 Lhited Sates 147.237.76. 34 yohal an.i df .il dr op drop 1
109. 226. 40. 40 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
109. 253. 157. 127 | srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 1
87.68. 6. 23 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
165. 51. 53. 206 Tuni si a 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
176.13.23.51 | srael 147.237. 72. 167 ishurimaka.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.150. 56 | srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed UR. Access on www i df.il/error. htm B ock 4
103.63.24.177 |India 147.237.72. 166 |aka. i df . i | Unhaut hori zed Mt hod PCST for aka.idf.il/giyus/ B ock 3
2.55. 44, 246 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
85. 65. 79. 82 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/4/ B ock 3
46. 19. 85. 28 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
131.253. 25. 164 |Uhited Sates [147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 2
66.249.76.112 | srael 147.237.72. 166 |aka. i df . i | Distributed thaut hori zed LR Access on B ock 2
ww aka. i df . i |/ nobi | e/ nai n/ gi yus/ gener al . aspx
131.253.27.40 |Uited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
157. 55. 39. 38 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
46. 19. 85. 207 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
66. 249. 79. 37 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Unauthorized URL Access from 66.249. 79. 37 B ock 2
81.18.201. 4 Pol and 147.237.72. 166 [aka. i df . i | Ostributed Uhaut horized Method for Known URL on aka.idf.il/giyus/ Bl ock 2
] ] . D stributed Whaut horized Met hod for Known URL on
50. 174. 62. 79 Lhited Sates [147.237.72.166|aka.idf.il wa aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 2
84.78.26.28 Spai n 147.237.72. 156 [aman. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
173.252.95.14 |Uhited Sates [147.237.72.166|aka. i df.il Dstributed |llegal Byte Qde Character in URL B ock
’ . . Unaut hori zed URL Access to
68.180. 230. 171 |Wnited Sates [147.237.77.216|dover.idf.il v i df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
66.102.6.161  |United Sates [147.237.72. 166 |aka. i df . i | Wnaut hori zed Method PCST for Bl ock 1
wan aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx
84.94. 61. 63 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized Method for Known URL from 84. 94. 61. 63 B ock
31.13.113. 69 I'rel and 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
79.179.126.16 |Israel 147.237.72. 156 |anan. i df . i | Distributed Lhadt horized LR Access on B ock 1
ww anan. i df . il /https:/ww anan.idf.il/
2.53.133.242  |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in WAL /mai 1 kapatz//resf012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
157. 55. 39. 34 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 1
90. 174. 5. 161 Sain 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
46. 19. 85. 196 I srael 147.237.77.233|atal .idf . il Uhaut hori zed URL Access to 147.237.77.233/ 1250- he/ at al . aspx B ock 1
2.53.189.21 I srael 147.237.72. 166 [aka. i df . i | Dstributed I|l1egal Byte de Character in URL B ock 1
80. 230. 227. 242 |Israel 147.237.77. 216 |dover.i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
77.138. 44. 30 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/main/snal i misnal i maspx [B ock 1
180. 76. 15. 29 Chi na 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to www i df . i|/894-en/i df gdover. aspx B ock 1
] . . D stributed Unaut hori zed Method for Known URL on
66.102. 9. 54 Lhited Sates |147.237.72.166|aka. i df.il vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
84.94.61.63 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for aka.idf.il/main/giyus B ock
31.13.113.77 Irel and 147.237.72. 166 [aka. i df . i | Dstributed |llegal Byte Gde Character in URL B ock 1
79.181. 193. 254 |Israel 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147. 237. 77. 234/ i nages/ shared/ bul | et 1. gi f |B ock 1
. . Unhaut hori zed URL Access to
66.249.76.112 |l srael 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ mobi | ef nai n/ smal i i showbi g. aspx B ock 1
80. 230. 230. 255 [l srael 147.237.77. 216 |dover.i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.139. 1. 144 France 147.237.72. 166 |aka. i df . i | vow aka. i . i 1/ mai n/ home/ def aul t . aspx B ock 1
Unaut hori zed URL Access to
197.14.52.130 |Tunisia 147.237.77. 176 |nat pash. i df . i | WA cogat . i df . i |/t enpl at es/ homepage/ www. yout ube. comi v/ 3g51ei 5nuh |Bl ock 1
g
. . Unaut hori zed URL Access to
66.249. 64. 105 [l srael 147.237.72. 166 [aka. i df . i | vown aka. i df i 1/ mobi | &/ mai 1V gi yus/ gener al . aspx B ock 1
148.251.13.51  |Ger many 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known URL on B ock 1
ww aka. i df.il/rights/asp/info.asp
85. 65. 79. 82 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 85. 65. 79. 82 B ock 1
31.13.113. 94 Irel and 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
2.53.156.5 | srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
80. 230. 224. 135 |l srael 147.237.77.216|dover.i df . i | Ostributed Lhaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
] P .|S3. Lhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Wited Sates [147.237.0.15 |kosher-kravi.idf.i (SSL CONN LI ENT FELLO) None 1
. . Paraneter Type Mol ation ct| 00$Cont ent P acetbl der 1$t xt Last Nang i n
46.19.86.19 I srael 147.237.76.42 [refuah.idf.il ww refua. atal . idf.il/1518- he/ ref uah. aspx Bl ock !
109. 64. 135.29 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock
5.28.129. 130 | srael 147.237.77.216|dover. i df .i | PHP Attenpt B ock
. . Uhaut hori zed Met hod PCST for
77.139.81.139 |France 147.237.72. 166 [aka. i df . i | v aka, i of i | /il Ui it enpl at es/ i nner . asp B ock 1
207.46.13.193 |Lhited Sates [147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/main/haredi minaslulinist.aspx |B ock
156. 210. 101. 185|Egypt 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/favi con. i co B ock
66.249. 66.201 [Israel 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
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