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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
79.180. 156. 231 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 5
84.108. 111. 245 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List dr op 4
2.53.50. 98 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
79.182. 43. 81 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
82.80. 78.2 | srael 147.237.77.176 nat pash. i df . i | B ack List drop 2
109. 65. 195. 141 | srael 147.237.72. 166 aka.idf.il B ack List dr op 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
169. 0. 180. 83 South Africa 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
94. 102. 49. 193 Net her | ands 147.237. 76. 34 yohal an.idf.il B ack List drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il B ack List dr op 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count |

41.137. 25. 227 Mor occo 147.237.77.216 |dover.idf.il 3886. HITP. Qoss Ste Scripting in POST Request B ock 3
123. 126. 68. 105 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der Per it 2
41.137.25.104 Mor occo 147.237.77.216 |dover.idf.il 3886. HITP. Qoss Ste Scripting in PCBT Request Bl ock 1
151. 80. 31. 168 France 147.237.77.233 |atal .idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

‘Target Address count ry Signature
162.213. 1. 246 [147.237.77.216|lnited Sates dover.idf.il Tehila - Perl LW with fake user agent 4
41.137.25.227 |147.237.77.216 |Morocco dover.idf.il SQ Injection - Select From 3
41.137.25.227 |147.237.77. 216 |Morocco dover . idf.il GPL VB _SERVER / et ¢/ passwd 3
41.137.25.104 |147.237.77.216 [Morocco dover.idf.il QA Injection - Select From 2
77.126.53.42  (147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 34.160. 65 |147. 237.72. 166 23::;'}0'1 aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.168. 205. 215 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
193.29.76.37  |147.237.77. 216 |Ger many dover.idf.il portscan: TGP Distributed Portscan 1
5.29. 27. 66 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 195 |[147.237.77. 121 [N\et her| ands e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |147.237.0.200 |lkraine ndu. i df il ET SCAN NVAP -sS w ndow 4096 1
87.236.194. 161 |147. 237. 77. 226 |Czech Republic |ww chanatz. aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
79.176.11.56  [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
45.79.156.96 [147.237.0.15 |lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
41.137.25.104 |147.237.77.216|Mor occo dover.idf.il GPL VB SERVER / et ¢/ passwd 1
193.34.160. 65 |147. 237.72. 156 ?;Z:::I”i o anan.idf . ET SCAN NVAP -sS wi ndow 1024 1
5.255.90.133 |147.237.0.33 |[Netherl ands idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.139.87 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 195 |147.237.77.74 |[Netherl ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |147.237.0.200 |Lkraine ndu. i df il ET SCAN NVAP -sS w ndow 3072 1
81.82.253.147 |147.237.0.19 [Bel gium nadi matal .idf.il ET SCAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

S ream ng Engi ne: TCP

TCP segnent out of maxi mum al | owed

Action

‘Count

192. 168. 173. 102 147.237.77. 216 |dover.idf.il Segrrent Limt Enforcenent sequence. Packet dropped. drop 610
213. 151. 40. 209 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
46. 19. 86. 209 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
79.180. 156. 231 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
176.13.224. 191 |lsrael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 9
109. 253. 142. 137l srael 147.237.0.19 |nadimatal.idf.il|drop First packet isn't SN drop 9
176. 13. 227. 140 |l srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 8
31.154. 81. 60 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
100. 92. 245. 180 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 7
217.7.185.139 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
2.53.6.24 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 3
37.142.7.103 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
93.228.99.128  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
80. 246. 133. 123 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
132.254. 136. 70 |Mexi co 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
157.55.39.194 |Lhited Sates (147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2
109. 64. 151. 60 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
87. 69. 145. 158 | srael 147.237.72. 167 |i shuri maka. i df . i |[dr op Frst packet isn't SN drop 2
169. 0. 180. 83 South Africa |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
84.111.7.243 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
213.151.37.20 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
85.130. 174. 100 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 2
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 1
216.218.206. 92 |lhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
176.13.249.61 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
85.130.174. 100 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
71.6.216. 42 Lhited Sates [147.237. 76. 34 |yohal an.idf.il dr op drop 1
81.218.70.243 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
216.218.206.92 |lhited Sates |147.237.76. 34 |yohal an.idf.il dr op drop 1
184.105. 139. 90 [Lhited Sates|147.237.0.200 |mu.idf.il drop drop 1
141.212.122.65 |Lhited Sates |147.237.0.200 |mu.idf.il dr op drop 1
71.6.216. 44 Lhited Sates |147.237.0.200 |mu.idf.il dr op drop 1
212.143. 156. 208|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
109. 226. 40.40 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
184. 105. 247. 210|lhited Sates |147. 237. 0. 33 idf.il dr op drop 1
141.212.122. 66 |Lhited Sates [147.237.0.200 [ndu.idf.il dr op drop 1
77.138.52.97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
84.229.42.93 | srael 147.237. 72. 156 |anan.i df .i| drop Mrtual defragnentation error: Tineout |drop 1
141.212.122. 75 |lhited Sates |147.237.76.34 |yohal an.idf.il dr op drop 1
109. 253. 157. 180|I srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 1
66.249. 66. 177  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
212.143.142. 44 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
141.212.122.76 |Whited Sates |147.237.76. 34 |yohal an.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 34 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 93
46. 19. 85. 193 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 90
37.26.149.190 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 68
109. 253.229. 41 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 40
213.151.32.163 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 39
176.13. 6. 113 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 33
2.53.6.24 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
37.26.148.173 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 10
77.126.2.15 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 7
109. 253. 142. 137|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
40.77. 169. 96 Lhited Sates 147.237.77. 216 |dover . i df .i | Dstributed |11egal Byte Qode Character in LR B ock 6
40.77. 169. 97 Lhited Sates 147.237.77.216|dover. i df . il Dstributed I11egal Byte Gode Character in URL B ock 4
40.77.169.101 |lLhited Sates 147.237.77.216|dover. i df . i | Dstributed I11egal Byte Gbde Character in LRL B ock 4
213.57.243.227 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.149.135 [Israel 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
40. 77. 169. 98 Lhited Sates 147.237.77.216|dover. i df . i | Dstributed I11egal Byte Gode Character in LRL B ock 3
40.77.169.102 |whited Sates 147.237.77. 216 |dover . i df .i | Dstributed |11egal Byte Qode Character in LR B ock 3
37.26.149.142 |[israel 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
2.55.179. 13 | srael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 3
212. 179. 140. 133|i srael 147.237.76.42 |refuah.idf.il ma'z;i;zg]e.\fd??li /oggieﬁé/c:';e;(;h? gspx Bl ock 3
2. 55. 140. 215 I srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 2
40.77.169.103 [lLhited Sates 147.237.77.216|dover. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 2
40. 77. 169. 99 Lhited Sates 147.237.77.216|dover. i df .i | Dstributed I11egal Byte Gode Character in URL B ock 2
66. 249. 85. 41 I srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 2
109. 253. 140. 17 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
89.139.157.95 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
40.77.169.100 |thited Sates 147.237.77. 216 |dover . i df . i | Dstributed I11egal Byte Qxde Character in LR B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 176 |mat pash. i df . i | Mitiple Illegal Byte Gode Character in Mthod from169.229. 3. 91 B ock 1
66.249. 64. 223 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407- he/ at al . aspx B ock 1
41.137.25.227 |Morocco 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw idf.il/ar/adnin B ock 1
78.46.84.199  |Germany 147.237.72. 166 |aka. i df . i | mu;kg?iriﬁzﬁcf /'\C'f;]:;dz /"kjlc_':]Di /f(;’erf it ssp B ock 1
66.249.76.83  |Israel 147. 237.77. 216 |dover . i df . i | mir;fb_“itle/d lop ';i[)'r/z\elf’e\ﬁngk;ess on Bl ock 1
2.55.58.20 I srael 147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66.102. 9. 43 Wited Sates  |147.237.72. 166 |aka. i df . i | m;:(:_”it;d_ iﬂa#;wriozni? d';f;ﬂf’f_;zgxmo"‘“ WL on B ock 1
93.172.215. 215 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df . i1/ mai n/ sachar/undefi ned Bl ock 1
77.138.122.10 |France 147.237.77. 234 |hal ag. i df .i | o ;gg“;?dzgg‘f‘:’tn:g:;ziaﬁlﬁffsef 1‘_’% . Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
66.249.66. 177 |lsrael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
109. 253. 196. 154]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
79.177.17.235 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
66.249.76.112 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66.249. 76. 112 B ock 1
213. 87. 146. 28 gj::;”i o 147.237.72. 166 |aka. i df . i | m;:(:_”it;d_ iﬂa#;wriozni? d';f;ﬂf’f_;zgxmo"‘“ WL on Bl ock 1
167. 220. 232. 104 |Japan 147.237.77.216|dover. i df . i | Dstributed I11egal Byte Gode Character in LRL Bl ock

66. 249. 64. 12 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
103.15.250.11 |india 147.237.77.216|dover. i df . il Ostributed PHP At tenpt B ock
77.138.221. 161 |France 147. 237.72. 166 |aka. i df . i | m;zﬂt;qmiﬁ Z?ngzle'\m hod for Known LR on B ock 1
66. 249. 76. 2 I srael 147.237.77. 243 |nobi | e. i df . i | mgﬂt :‘:rd'fsz , t’;‘egpgf;sem;esu et | ddocunent s/ 1777 Bl ock 1
46.19. 86. 16 I srael 147.237.76.42 |refuah.idf.il ?4? ;isgf’;gfj‘l;“:t“;h;rsiﬁaerde dL/'?‘e :(:tcissss on B ock 1
109. 253. 208. 29 |l srael 147.237.72.167|i shuri maka. i df . ijMil ti pl e Untraceabl e SSL Sessions from 109. 253. 208. 29 (Qpen Mbde) |[None 1
40.77. 169. 99 Lhited Sates 147.237.77. 176 |mat pash. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 1
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