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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
82.80.78.2 | srael 147.237.77.176 nat pash.idf.il |Back List drop 5
71.6.167.142 Lhited Sates 147.237.76. 31 nakchal .idf.il |Back List drop 1
109. 65. 61. 5 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
81.171.7.67 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 198 e.yohal an.i df.il|B ack List drop 1
81.171.7.67 Net her | ands 147.237.76. 196 e.svivaidf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site ‘Sgnat ure Device Action |Count
151. 80. 31. 169 France 147.237.77. 74 lawidf.il Cl000146: HTTP. AnrefBot craw er B ock 1
197.231. 221. 211 Li beria 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header B ock 1
217.103. 97. 99 Net her | ands 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot Pernirt 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 81. 157 147.237.77.234 |Europe hal ag.idf.il ET SCAN NVAP -sA (2) 11
162. 213. 1. 246 147.237.77.216 |Uhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 4
109. 64. 64. 136 147.237.72.156 [Israel aman. i of .| ET SCAN NVAP -sA (2) 3
198. 20. 69. 98 147.237.77.226 |lhited Sates wa charat z. aka. i df . i | ET DROP Bshiel d B ock Listed Source 1
5.39.222. 253 147.237. 8. 28 Net her | ands e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.70. 14. 64 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
84.229.77.61 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
112.217.150. 112 |147.237.76. 42 Korea, Republic of refuah.idf.il ET SCAN Potential SSH Scan 1
82. 205. 23. 10 147.237.77.216 |Palestinian Territory, Gecupied [dover.idf.il portscan: TCQP DO stributed Portscan 1
112.217.150. 112 |147.237.0.34 Korea, Republic of tikshuv.idf.il ET SCAN Potential SSH Scan 1
66. 249. 93. 107 147.237.77.216 |Europe dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 200. 236  [147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
65. 156. 199. 242 147.237.77.243 |Uhited Sates nobi | e.idf il ET SCAN NVAP -sS wi ndow 1024 1
109. 66. 119. 39 147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
46. 120. 160. 29 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
107. 136. 160. 207 |147.237.72.217 |lhited Sates eidf.il ET SCAN NVAP -sS wi ndow 2048 1
5. 255. 90. 133 147.237.77.226  [Nether| ands waw chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
104. 192. 0. 22 147.237.0.200 |Lhited Sates ndu. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
201. 38. 68. 132 147.237.72.166 |Brazil aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.77.176  [Nether| ands nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
89.139.183.180  [147.237.72.166 |[Israel aka.idf.il portscan: TCP D stributed Portscan 1
193. 86. 95. 34 147.237.72.166 |Czech Republic aka.idf.il portscan: TCP D stributed Portscan 1
85. 64. 50. 199 147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
112.217.150.112 |147.237.77.216 |Korea, Republic of dover.idf.il ET SCAN Potential SSH Scan 1
84.111. 225. 79 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
112.217.150. 112 |147.237.0.35 Korea, Republic of akaws. i df il ET SCAN Potential SSH Scan 1
79.178. 63. 214 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 214. 227 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109.253.143.85  [147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46.121.239.192  |147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.120.74.7 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
107. 136. 160. 207 |147.237.72.217 |lhited Sates eidf.il ET SCAN NVAP -f -sS 1
5.255. 90. 133 147.237.77.179 |Netherl ands e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
103. 207. 37. 81 147.237.0. 34 Mi et nam tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1




08-22-2016-16:04:09 to 08-22-2016-17:04:09

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
31.223.176. 126 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 73
193. 227.170. 194 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't drop 43
217.103. 97. 99 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 11
66.102. 9. 31 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
109. 64. 150. 113 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 7
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
15.211. 201. 92 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
79. 180. 176. 27 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
109. 253. 211. 207 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 3
188. 126. 80. 48 Sweden 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 67. 253. 36 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
66. 249. 81. 199 Eur ope 147.237.0. 34 tikshuv.idf.il drop Frst packet isn't drop 2
213.186.179. 124 Jordan 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
141. 212.122. 74 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
71.6.216. 44 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il  |drop drop 1
216.243.31.2 Lhited Sates 147.237.76.148  |ggcenter.akaidf.il [drop drop 1
176.13.13.0 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
141.212.122. 75 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
71.6.216. 45 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 22. 225 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
109. 253. 150. 82 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
141.212.122. 82 Lhited Sates 147.237.0. 200 mu. i df il dr op drop 1
176. 13. 224. 232 | srael 147. 237.76. 42 refuah.idf.il drop Frst packet isn't drop 1
141.212.122. 83 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
184. 105. 247. 228 Lhited Sates 147.237.0. 33 idf.il drop drop 1
120. 132. 67. 190 Chi na 147.237. 0. 200 mu. i df il dr op drop 1
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46.19. 85. 115 I srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 49
37.26.149.170 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 21
2.53.141. 174 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 17
2.53.156. 122 I srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 12
2.53.162.97 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock
31.168.166.86 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
176.13. 227. 140 |Israel 147. 237.72. 166 |aka. i df . i | mu;kr:rl Lﬁdl /ﬁwgaﬁ\;z@yg i p. s B ock 9
40.77.169.100 |wnited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 8
2.53.183. 223 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 7
82.81.160.227 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 7
2.53.39. 130 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 6
37.26.148.207 |Israel 147.237.0.19 |nadi matal .idf.il |Dstributed Suspicious Response Code B ock 6
40. 77. 169. 96 Lhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in LRL B ock 5
40. 77. 169. 99 Uhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 5
40.77. 169. 97 Lhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Qxde Character in WRL B ock 5
46.19. 86. 77 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 5
213.57.42.201 [israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 5
40.77. 169. 98 Lhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Qxde Character in WRL B ock 5
37.26.148.231 |lIsrael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 4
40.77.169.102 |wnited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 4
79.182.50.231 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 4
40. 77. 169. 99 Lhited Sates [147.237.77.176 |mat pash. i df.il Dstributed I11egal Byte Gode Character in LRL B ock 3
77.138.89. 32 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for wwwy aka. i df.i |/ mai n/ sachar B ock 3
46. 19. 85. 154 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
185. 32.179. 153 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
176. 13. 227. 140 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 176. 13. 227. 140 B ock 3
77.139.102.77 |France 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 3
2.53.55. 150 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
40.77.169.101 |wnhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 3
31.154.81.73 I srael 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 2
79.177.239. 233 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 79.177. 239. 233 B ock 2
176. 13. 248. 131 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
109. 253. 140. 17 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
66.102.9. 31 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
31.154.81.73 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wwu refua. atal.idf.il/xnrpc. php B ock 2
40.77.169.103 |lhited Sates [147.237.77.74 [lawidf.il Dstributed I11egal Byte Gde Character in URL B ock 2
66.102.9. 42 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
40.77.169. 103  |Wnited Sates |147.237.77. 176 |mat pash. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
207. 46. 13. 20 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 2
40.77.169.103 |lLhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in LRL B ock 2
82.102.169. 113 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
93.173.52.38  [Israel 147.237.76.42 |refuah. i df il 237 76, 45, 1519 et of ca s Bock |1
46.120.98.233 |israel 147.237.77.74 |lawidf.il marzt;rl d?‘ﬁ /\izoia;'zgg r':zﬂ);f;f"."iesrp?“cmader SearchStxtSearch in g 1
195. 154. 181. 168|France 147.237.76.42 |refuah.idf.il Ostributed PHP Attenpt B ock 1
80.246.138.69 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
40.77.169.101 |Wnited Sates |147.237.77.234|hal ag. i df . il Dstributed I11egal Byte Gode Character in URL B ock 1
195. 154. 181. 168|France 147.237.0.15 |kosher-kravi . i df.i|PHP At tenpt B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.216|dover.idf.il Mitiple Illegal Byte Qode Character in Method from169.229. 3. 91 B ock 1
71.8.2.239 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
66. 102. 9. 20 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 1
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