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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
193. 218. 150. 252 Pol and 147.237.77. 205 prisha.idf.il Frk_Under _Attack _Con_Tcp drop 2
192. 81. 135. 222 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |JLMPurple Gon_Limt_Htps dr op 1
69. 172. 200. 236 Lhited Sates 147.237.77.212 e.dover.idf.il Invalid TGP H ags drop 1




08-22-2016-15:04:04 to 08-22-2016-16:04:04

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

71. 6. 165. 200 Lhited Sates 147. 237.76. 177 ncore.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count|
81.218.164.106  |147.237.76.86 [Israel navy. i df il ET SCAN NVAP -sA (2) 10
162. 213. 1. 246 147.237.77.216 |lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 2
46. 19. 85. 244 147.237.72.166 |[lIsrael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
89.139. 118. 206  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147.237.76. 201 |Netherl ands e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
87. 68. 242, 225 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
2.55. 158. 23 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
85. 65. 83. 152 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
84.95. 2. 150 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
212.150. 143. 132 |147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
80. 179. 8. 220 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
185. 27. 105. 78 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
58.218.204. 245 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
46.116. 73. 140 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
89. 139. 172. 43 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
37.26.146. 211 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
87. 70. 6. 64 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
5.22.131. 66 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
87. 68. 14. 105 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
2.53.59. 181 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
84.229. 82. 151 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
82. 81. 26. 238 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
213.8.241. 234 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
80. 179. 99. 16 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
212. 25. 84. 200 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
79.182.6.21 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
179. 43.141.208  |147.237.0.16 St zerl and ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
58.218.204.245  |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
109. 67. 149. 37 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
89. 138. 108. 189 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 33
185.99.33.5 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't drop 28
85. 130. 223. 95 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 22
212.179. 216. 58 | srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 7
192.118. 27. 253 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
213.8.115. 122 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 6
89. 139. 172. 43 | srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 5
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
105. 229. 61. 118 South Africa 147.237.77.216 dover.idf.il drop First packet isn't drop 3
31.13.102. 127 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 2
212.71.238.108 Uni ted Ki ngdom 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 2
79.179.112. 210 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
193. 169. 70. 108 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
195. 133. 200. 8 Russi an Federation 147.237.77.216 dover.idf.il drop First packet isn't drop 2
62.0.217.1 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
2.55.179.70 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
207. 232. 63. 38 | srael 147.237.76. 86 navy.idf.il dr op First packet isn't drop 2
141.212. 122. 77 Lhited Sates 147.237.76. 148 gacenter. aka. i df il drop drop 1
46. 19. 86. 91 | srael 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 1
141.212. 122. 78 Lhited Sates 147.237.76. 148 gacenter. aka. i df . il drop drop 1
80. 178. 197. 227 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 148 gacenter. aka. i df . il drop drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
176. 13. 6. 205 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 1
109. 253. 146. 47 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 33 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 66
176.13.13.153 |[Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 36
46.19. 85. 68 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 33
109. 253. 241. 27 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
185. 120. 126. 32 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
77.127.22.39 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 12
213.151. 32. 163 I srael 147.237.77. 243 |nobi 1 e. i df . i | :;Lﬁtt ?;fT?'Ffs;ACﬁL?; Lﬁ;gﬁ‘gﬁ:ﬁ%d in Bl ock 12
77.139.102.77 |France 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 6
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df . il Dstributed Whaut horized URL Access on waw i df.il/error.htm B ock 5
79.178. 12. 50 I 'srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock 5
79.178.12.50 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/sip_storagel/files/8/ B ock 5
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df . il Dstributed Unhaut horized URL Access on waw i df.il/error. htm B ock 4
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Ml tipl e Whaut horized URL Access from 66. 249. 76. 83 B ock 4
46.19. 85. 115 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
87.70.115.191 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 3
66.249.81.218 |[Israel 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized UR. Access on v idf.il/error.htm Bl ock 3
2.55.24. 16 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 218 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
2.53.6.223 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 248. 131 |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
40.77.169.100 |hited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Qxde Character in WRL B ock 2
2.53.135. 40 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
40. 77. 169. 96 Uhited Sates |147.237.77.216|dover.idf.il Dstributed Il1egal Byte Gode Character in URL B ock 2
185.120.124.51 |l srzel 147.237.72. 166 |aka. i df . i1 mu;?:ri Id?eidl /'\,:Taatiihn(;i;i il)ljg gJ\tshefzrgri cat i onser vi ce. asnx/ get aut huser Bl ock 2
46.19. 86. 184 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.179.9.7 I srael 147.237.77.216|dover . i df . i Dstributed Waut horized URL Access on waw i df.il/error. htm B ock 2
82.102. 169. 113 |l srael 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm Bl ock 2
80. 246. 130. 133 |l srael 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 2
66.249.76.72  |Israel 147.237.72. 156 |[anan. i df . i | m“;z;;' izgf_ ﬂcgﬁggle o doc._mur / undef i ned B ock 1
80. 246. 130. 140 |l srael 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized UR. Access on v idf.il/error.htm Bl ock 1
77.237.146. 28 %ﬁ,ﬂ . 147.237.77. 176 |mat pash. i df . i [Uhauthori zed LRL Access to / B ock 1
37.26.147.160 [Israel 147.237.76.42 [refuah.idf.il  |J5 020 e hori zed ;Hu‘aﬁcg‘;spi on Bl ock 1
194. 90. 128. 185 |l srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df.il/inages/ 1. he/ send_but . png B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 [lawidf.il I11egal Byte Gode Character in Mthod B ock 1
87.69. 188. 52 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw aman. idf.il/https:/ww anan.idf.il/ Bl ock 1
46.117.232.79 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f |Bl ock 1
184. 164. 146. 28 |Uited Sates |147.237.72. 156 [aman. i df .il D stributed Unaut hori zed LRL Access on ww anan. i df .il/favicon.ico Bl ock 1
167. 220. 232. 104 |Japan 147.237.77.216|dover. i df . il Dstributed I11egal Bite Gode Character in LRL B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
81.218.56.171 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i \'AJV;JLLP:JLZ’?] :;Z”f :I?”I lzleioﬁtﬁfcess on Bl ock 1
79.176.58.214 |Israel 147.237.77.216|dover.i df . i D stributed Whaut hori zed URL Access on wwvidf.il/https:/wanidf.il/  |B ock

199. 30. 24. 247 |Wited Sates |147.237.77.216|dover.idf.i | Dstributed Waut horized URL Access on waw i df.il/error. htm B ock 1
62.128.35.91  |Israel 147.237.76.42 |refuah.idf.il ?A;t ;'Ssu;gd 45;“&3;;;(16 dﬁjectcissss on Bl ock 1
40.77.169.100 |[lhited Sates |147.237.77.216|dover . i df . il ;'1'2632'_ 1%80%?/?3:?_13132#%1404 Bl ock 1
2.53.177.232 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
77.139.10.219 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for vww aka. i df.il/mil uind B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.0.19 |madi matal.idf.il|lllegal Byte Gbde Character in Mthod B ock 1
82.81.160.227 |lsrael 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Code B ock 1
79.177.70. 29 I srael 147.237.72. 156 |anman. i df . i | D stributed Lhauthori zed LRL Access on vwwx anan. i df . il /favicon.ico B ock 1
40.77. 169. 97 Uited Sates |147.237.77.216|dover.idf.il Dstributed Il1egal Byte Gode Qharacter in URL B ock 1
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