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|Top Attackers | n DDoS- Def ence |

Attacker

Address Attacker Country

Target

Address

‘Signature

188. 161. 150. 114 g’:lcisgi';'ja” Territory, 147. 237.77. 216 dover.idf.il TP Scan (vertical) drop 4035
213. 6. 148. 130 gcisgi'géa” Territory, 147.237.77.216  |dover.idf.il TP Scan (vertical ) drop 2034
85. 114. 108. 65 g’:lcisgi';'ja” Territory, 147. 237.77. 216 dover.idf.il TP Scan (vertical) drop 2014
2.55.154. 62 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
2.55.174.239 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
2.55.138. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.55.188. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
134.191. 232. 70 | srael 147.237. 76. 42 refuah.idf.il JLM Under _Attack Con_Htp drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
77.138.229. 183 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
71. 6. 165. 200 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
89. 139. 232. 81 I srael 147.237.77.216  |dover.idf.il Zﬁ handshake violation, first packet mot 1
188. 161. 150. 114 Pal est_| nian Territory, 147. 237. 77. 216 dover.idf.il TCP handshake vi ol ation, first packet not drop 1
Qceupi ed syn
93. 174. 93. 156 Net her | ands 147.237. 76. 34 yohal an.idf.il B ack List drop 1
192. 81. 135. 222 Lhited Sates 147.237. 8. 28 e.nobi |l e-ks.idf.il[JJLMPurple Gon Limt_Htps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Sgnature Devi ce Action |Count
5.9.89.170 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 14
5.9.89.170 Ger nany 147.237.77. 176 nat pash. i df . il C1000074: HTTP. maj estic bot Per nirt 10
5.9.89.170 Ger many 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit

5.9.89.170 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit

46.119.117.90 kr ai ne 147.237.77. 216 dover.idf.il 15323: HTTP: User- Agent ( MRSPUTN K) B ock
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|Top Attackers In ID|

‘Target Addr ess ‘Attacker Qountry ‘S’te ‘Signature

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
Cceupi ed deni al of service attenpt

Pal estinian Territory,

213.6.148. 130 |147.237.77.216 dover.idf.i
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
212.235.98. 139 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 36
66. 249. 81. 167 Eur ope 147.237.77. 233 atal.idf.il dr op First packet isn't SN |drop 30
66.249.81. 171 Pol and 147.237.77. 233 atal.idf.il drop First packet isn't SYN |drop 24
66. 249. 81. 163 Eur ope 147.237.77. 233 atal .idf.il drop Frst packet isn't SYN |drop 12
85. 64. 170. 165 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SYN |drop 12
46.32.121.5 Jordan 147.237.77. 176 nat pash. i df . i | drop First packet isn't SYN |drop 6
193. 43. 246. 250 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 5
62. 219. 52. 37 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 4
109. 64. 54. 108 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 3
109. 253.213.5 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't SYN |drop 3
87.68. 26. 175 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 2
46. 19. 86. 91 | srael 147.237.0. 34 tikshuv.idf.il drop First packet isn't SYN |drop 2
207.232.1.104 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't SYN |drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 2
66. 249. 81. 215 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 2
176. 13.0. 231 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 2
41. 100. 230. 90 Ageria 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 2
169. 229.3.91 Lhited Sates 147.237.0.35 akaws. i df . il dr op SAMrul e drop 1
188. 161. 150. 114 Pal estinian Territory, QGccupied 147.237.76. 34 yohal an.idf .il drop drop 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
192. 116. 4. 99 I srael 147.237.77.176  |natpash.idf.il drop First packet isn't SN |drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 201 e atal.idf.il drop SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
193. 169. 70. 108 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 1
141. 226. 162. 61 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN |drop 1
184. 105. 247. 247 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il  |drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
109. 253.129.3  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 88
2.53.30. 18 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 36
46.19. 86. 184 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 21
77.139.102. 77 |France 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Code B ock 10
109. 253.209.6 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
66.249.81.215 |[Israel 147.237.77.216|dover . i df . i Ostributed Wnaut horized LRL Access on waw idf.il/error.htm |B ock 5
212. 199. 240. 148|I srael 147.237.76.86 |navy.idf.il Mil tiple Uauthori zed URL Access from 212. 199. 240. 148 B ock 5
109. 253. 216. 119|1 srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 4
46.19.86. 77 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
2.55.11. 249 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.139.102. 77 |France 147.237.72. 156 |aman. i df . i | Lhaut hori zed LRL Access to ww aman. i df.il/favicon.ico B ock 3
87.71.32.78 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
77.138.165. 116 |France 147.237.72. 166 |aka. i df . i | mu;grii dzﬁ(? I'\/‘:Tta?‘:shzcng d;?;ul (. aspe B ock 2
66.249.81.218 |[Israel 147.237.77.216|dover . i df . i Ostributed Wnaut horized LRL Access on waw i df.il/error.htm |B ock 2
217.132.14.77 |israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 2
80. 246. 130. 164 [l srael 147.237.77.216|dover.idf.i O stributed Lhauthorized URL Access on waw idf.il/error.htm |B ock 2
77.139.102.77 |France 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 2
217.132.147. 222|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Qode B ock 2
87.68. 35. 54 I sr el 147. 237.77. 216 |dover . i df . i | Ew;; ir(;ftf?ﬁ??‘ttﬁpgu;mii?’i :“;1 Access on B ock 2
80.246.133.12 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
66.249.81.212 |lIsrael 147.237.77. 216 |dover.i df . il Ostributed Waut horized LRL Access on waw idf.il/error.htm |B ock 2
176.13.15.125 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
80.246.130.57 |[Israel 147.237.77.216|dover . i df . i Ostributed Wnaut horized LRL Access on waw i df.il/error.htm |B ock 2
2.53.184. 112 I srael 147.237.77. 216 |dover.i df . il Ostributed Waut horized LRL Access on waw idf.il/error.htm |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 226 rM:AII chamat z. aka. i d Illegal Byte (bde Character in Header Nane B ock 1
80. 246. 133. 197 |1 srael 147.237.76.42 |refuah.idf . By 230 75, 49, 1519 ot of e s Bock |1
77.139.119. 110 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for waw aka. i df.il/mil ui B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.34 |tikshuv.idf.il Ill1egal Byte Gde Character in Header Nane B ock 1
109. 67. 202. 188 |Israel 147.237.77.216|dover. i df . il PHP Att enpt B ock
89.139.230.6  [Israel 147.237.77.233|atal . i df .i | 2o i o 10 aspx Bock |1
5.29. 247. 206 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to wwu chi nuch. aka.idf.il/404. htm |[B ock 1
176.13. 236. 185 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspicious Response Code B ock 1
2.53.134. 21 I srael 147.237.77.216|dover . i df . i Ostributed Wnaut horized URL Access on waw i df.il/error.htm |B ock 1
169.229.3.91  [Lhited Sates 147.237.76.86 |[navy.idf.il NULL Character in Method B ock 1
80.246.130.57 |l srael 147.237.77. 233 |atal . i df . i 2o i o 10 aspx Bock |1
66.249.66. 177 I srael 147.237.77. 216 [dover . i df . i | chaut for] zed LR Qfgrelsvf;z . 250 Bock |1
213.57.7.4 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod CPTIONS for www aka. i df.il/main/giyus/ |B ock 1
109. 65. 41. 13 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 109. 65. 41. 13 B ock 1
2.53.184. 142 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode B ock 1
169. 229. 3.91 Lhited Sates 147.237.77. 226 }MA:AI/ chanat z. aka.id Mal formed URL B ock 1
Dstributed Paraneter Read Qly Mol ation
80. 246. 138. 183 |l srael 147.237.72. 166 |aka. i df . i | wwwv aka. i df . i |/ nai n/ sachar/ regi strati onw zar d/ regi ster. aspx None 1
par anet er
77.139.180.13  |France 147. 237.72. 156 |anan. i df . i | m;ﬁ‘tlﬁwj"?;&’;ﬁigﬂ Access on B ock 1
Il1egal Byte Gode Character in Mt hod
169. 229. 3. 91 Lhited Sates 147.237.0.34 |tikshuv.idf.il ydac[ [#2]] B [#31]] akAQU[ [#20]]] b] GE¢ol 3WA . Az[ aaaHT [#11]] (Bl ock 1
at«aQf «XtA
109. 67. 202. 188 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwu i df.il/wp-1ogin. php B ock
91.231.192. 149 |l srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod CPTI ONS for wan aka. i df .il/ B ock
188. 161. 150. 114 g‘ilcisgii:;a” Territory s 47, 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ favi con. i co B ock 1
2.53.138. 12 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 1
169.229.3.91  |Wited Sates 147.237.76.147|chi nuch. aka. i df .i| [il1ega Bte de Character in Mthod B ock 1
80. 246. 130. 140 |l srael 147.237.77. 216 |dover . i df . i | D stributed Lhauthorized URL Access on wawidf.il/error.htm |B ock 1
117.216. 140. 129|Indi a 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/ishurimimain/  [B ock 1
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