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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 112

93. 174. 93. 156 Net her | ands 147.237. 76. 197 e hinush.idf.il B ack List dr op 1

1. 34.99. 223 Tai wan 147.237.77. 235 svivaidf.il JLMPurple Con Limt Tcp drop 1

93. 174. 93. 156 Net her | ands 147, 237. 76. 200 eitan.aka.idf.il |Back List drop 1
81.171.7.67 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List drop 1
81.171.7.67 Net her | ands 147.237. 76. 38 eeneitav.idf.il |Back List drop 1

1. 34.99. 223 Tai wan 147.237.77. 233 atal.idf.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site Sgnature Devi ce Action ‘Count
185. 120. 125. 62 I srael 147. 237. 72. 156 anman.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
164. 132. 161. 41 Italy 147. 237. 76. 200 eitan.aka.idf.il |CL000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
31.168.89.205 |147.237.0.34 |[Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 3
212.199. 121. 196(147. 237. 77. 233 |l srael atal.idf.il ET SCAN NVAP -sA (2) 2
109. 67. 146.58  |147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
31.168.183.23 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
106. 38. 241. 105 |147.237. 72. 166 |Chi na aka. idf.il portscan: TCP O stributed Portscan 1
5.22.130. 70 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
85.64.57.9 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182. 109. 241 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
77.125.87.224  |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
62.90.169. 107 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.20.194 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
54.205. 154. 137 [147.237.0.17 |Whited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 4096 1
192. 116. 166. 94 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
45.76.98. 72 147.237.77.178|Whited Sates [e. natpash.idf.il ET SCAN NVAP -sS w ndow 2048 1
112 160.44. 38 |147 237 8 27 [Korea Republicf oo g il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
37.60. 44. 92 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
109. 65. 33. 61 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
85.250. 203. 55  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
5.22.130. 68 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
80. 246. 139. 214 |147.237.77. 216 |l srael dover . idf.il portscan: TCP DO stributed Portscan 1
79. 180. 6. 126 147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 90. 255. 72 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
222.186.56.13 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
62.90.167.84  |147.237.77.216|Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
54.205. 154. 137 [147.237.0.17 |Whited Sates [mny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
192, 115. 215. 60 |147.237. 77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
45.76.98. 72 147.237.77.178|lhited Sates |e natpash.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
81.218. 66. 211 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 20
46. 19. 86. 47 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
85. 65. 160. 33 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 9
192. 10. 10. 183 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 4
46.19. 86. 111 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
109. 253. 198. 17 | srael 147.237.72. 167 ishurimaka.idf.il drop Frst packet isn't drop 3
85.130. 173. 12 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 3
5.29.129. 62 | srael 147.237.77.176 nat pash. i df . il dr op Frst packet isn't drop 3
109. 64. 157. 55 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
185.99.33.5 Lebanon 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
85.130.173. 12 | srael 147.237.77.234 hal ag.idf.il dr op First packet isn't drop 3
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 3
49. 150. 166. 225 Phi 1§ ppi nes 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
85.130. 173. 12 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
5.29.129. 62 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
188. 161. 105. 210 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
109. 253. 159. 22 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
87.68.37.7 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
49.145. 144. 99 Phi | i ppi nes 147.237.77.216  |dover.idf.il drop First packet isn't drop 2
184. 105. 139. 95 Lhited Sates 147.237.0. 35 akaws. i df . il drop drop 1
216. 218. 206. 76 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147.237.77. 233 atal .idf.il dr op SAMrul e drop 1
109. 253. 221. 78 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.235 sviva.idf.il drop SAMrul e drop 1
109. 253. 141. 3 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
62.0.217.1 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |dr op SAMrul e drop 1
176. 13. 14. 211 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.8. 24 elifestyle.idf.il drop SAMrul e drop 1
176. 13. 238. 248 | srael 147.237.72. 167 ishurimaka.idf.il drop Frst packet isn't drop 1
109. 253. 193. 197 | srael 147.237.72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 1
5.29.129. 62 | srael 147. 237.76. 42 refuah.idf.il drop Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 196 e.svivaidf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
37.26.148.231 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 136
2.53. 55, 252 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 46
80. 246. 138. 123 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.53.6.223 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
77.138. 80. 92 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for wwy aka. i df . i|/mai n/ sachar B ock 5
80. 246. 133. 187 |l srael 147.237.77.216|dover . i df . i Distributed Waut hori zed URL Access on wawidf.il/error. htm B ock 5
80.246.137.39 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 5
2.53.145. 75 I srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 4
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unauthorized URL Access from 66.249. 76. 83 B ock 4
2.53.189. 41 I srael 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 3
2.53.191.17 I srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 3
182.239.71.82 |Hong Kong 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 182.239. 71. 82 B ock 2
2.53.162.52 I srael 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 2
109. 253. 199. 70 |l srael 147.237.77. 176 [mat pash. i df . i|  |Uhauthorized LR Access to www cogat.idf.il/894-ar B ock 2
212.29.249.214 |[israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
66.249. 83.248 |l srael 147.237.77.216|dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 2
37.26.147.189 |[Israel 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 2
77.139.234.5 France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.139.234.5 B ock 2
131.253.27.140 |lhited Sates  |147.237.77.216|dover.idf.il Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 2
77.139.234.5 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/ishuri i main/ B ock 2
37.142.218.233 [israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
109. 66. 119. 29 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
202. 20. 18. 10 Australia 147.237.72. 166 |aka. i df . i | Distributed Wauthorized Method for Known URL on www aka.idf.il/ B ock 1
66.249. 83.245 |[Israel 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
157.55.39.194 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1
31.168.183.23 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
2.53.129. 124 I srael 147.237.77.216|dover . i df . i Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
84.109. 99. 157 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css B ock 1
77.138.238.48 |France 147.237.72. 156 |anman. i df . i | Distributed Uhaut hori zed LRL Access on ww aran. i df .il/favi con.ico B ock 1
66. 102. 9. 105 Lhited Sates [147.237.72.166|aka. i df.il Unaut hor i zed Method PCBT for wwwy aka. i df.il/nain/snalin B ock 1
182.239.71.82 |Hong Kong 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df .il/mai n/ drushi Bl ock 1
2.53.167.92 I srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
176. 228. 69. 113 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ nai n/ sachar/ undefi ned B ock 1
2.53.129. 136 I srael 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1
84.229. 81. 15 I srael 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to vww aman. i df.il/favi con.ico B ock 1
66.249.66.177 [Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
185.32.179.42 |Israel 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Qpen Mde None 1
2.53.177. 100 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/main/ B ock 1
212. 150. 155. 130|l srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 1
68.180.228.185 |lhited Sates  [147.237.77.216|dover.idf .il Paranet er Type M ol ation PageNumin vww i df.il/1785-he/ dover . aspx Bl ock 1
178. 238. 19. 242 gz::;”i o 147.237.72.166 |aka. i df . i | m;l'(g”lt gfd. iﬁa#;ihnerr:oﬁ? d';"fe;z??_ ;;’;XK”O"‘" WL on B ock 1
87.69.193.112 |[Israel 147.237.77. 216 |dover.i df . il Distributed Unauthori zed URL Access on wawwidf.il/https:/wwidf.il/  [B ock 1
185.120. 124.20 |l srael 147.237.72.166 |aka. i df . i | \?\w;\::kgu:iﬁd ﬁa;anr;?trirsaﬁﬁl?legs\frit?;n?; zard/regi st er. aspx par anet er None !
132. 64. 31. 57 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wanidf.il/mvtza B ock
81.218.241.26 |lsrael 147.237.77.216|dover. i df . il Unhaut hori zed LRL Access to waw idf.il/images/ 1. he/error.png B ock
68.180. 228.231 |United Sates  |147. 237. 77. 176 |nat pash. i df . i | mazz;z pe M /Oigéé_o;efsggzﬂna;gx Bl ock 1
37.26.148.231 |Israel 147.237.0.19  [nadi matal . i df i [ o hort 260 UL Acccss tte‘r’ml <t s/ basket / basket. a5px Bl ock 1
178. 255. 215. 87 |France 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/robots. txt B ock 1
2.53.152. 120 I srael 147.237.77.216|dover . i df . i Distributed Waut hori zed URL Access on wawidf.il/error. htm B ock 1
94. 64. 108. 38 G eece 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1

08-22-2016-13:04:01 to

08-22-2016-14:04:01




