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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address  [Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
209. 126. 136. 2 Lhited Sates 147.237.76. 148 gacenter. aka. i df .i | B ack List dr op 1
81.171.7.67 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
176. 13. 16. 53 | srael 147.237.72. 167 i shurimaka.idf.il DCBS- SSL- d ear Text drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il B ack List drop 1
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|Top Attackers In IPS|

|Attacker Qountry |Target Address

Attacker Address

|Site |Sgna1ure

Devi ce Action |Oount |

185. 130. 6. 49 Li t huani a 147.237.77.235 |sviva.idf.il|20086: HTTP. Mi ebl ackcat Security Scanner B ock 5
156. 210. 140. 160  |Egypt 147.237.77.216 |dover.idf.il|3886: HITP. Qoss Ste cripting in POST Request B ock 2
185. 130. 6. 49 Li t huani a 147.237.77.235 |sviva.idf.il[20085: HITP. Mi ebl ackcat Security Scanner Initia Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
79.181.250.28 [147.237.76.31 |[lIsrael nakchal .idf.il  |ET SCAN NVAP -sA (2) 2
156. 210. 140. 160|147. 237. 77. 216 |Egypt dover.idf.il QA Injection - Select From 2
156. 210. 140. 160|147. 237. 77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 2
179, 33, 35, 85 147 237.0.35  |col onbi a akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
174.127.121.73 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
79.177.2.18 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
173.208. 249. 37 |147.237.72.217|Wited Sates |e.idf.il ET SCAN NVAP -sS w ndow 3072 1
46. 19. 86. 18 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
37.142.240. 101 |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
91. 201. 236. 158 |[147.237.76. 196 |Ukrai ne esvivaidf.il |ET SCAN NVAP -sS wi ndow 4096 1
14.177. 68. 44 147.237. 77. 233 |M et nam atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.125.184. 101 [147.237.77.176 E?i;;gom mtpash.idf.il |Tehila - Perl LWP wth fake user agent 1
212.29.202.206 |[147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
87. 68. 120. 24 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
185. 130. 6. 49 147.237.77. 235 |Li thuani a sviva.idf.il ET WEB SERVER Mui ebl ackcat scanner 1
84.94.187. 2 147.237. 72. 167 |I srael ishurimaka.idf.i|portscan: TCP D stributed Portscan 1
179. 43. 141. 208 [147.237.76. 44 |Swtzerland erefush.idf.il [ET SCAN Potential SSH Scan 1
79.182.106.87 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
176.228.142. 14 |147.237.77. 216 |Israel dover.idf.il portscan: TP D stributed Portscan 1
79.181. 16. 188  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
173. 208. 249. 37 [147.237.72.217 |Whited Sates |e.idf.il ET SCAN NVAP -sS w ndow 4096 1
77.139.57.236  [147.237.77. 216 |Fance dover.idf.il portscan: TP D stributed Portscan 1
162.213.1.246  [147.237.77.216|Wited Sates |[dover.idf.il Tehila - Perl LWP with fake user agent 1
46. 19. 85. 223 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
37. 46. 33. 137 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
91. 201. 236. 158 [147.237.76. 196 |Wkrai ne esvivaidf.il [ET SCAN NVAP -sS w ndow 3072 1
5.39.222. 253 147.237.76. 38 [Nether| ands eeneitav.id.il[ET SCAN NVAP -sS w ndow 1024 1
212.179.32.50 |[147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
89.138. 171. 152 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 203. 108. 173(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 68. 35. 83 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
185.32.179. 190 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
83.130. 170. 122 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address Ste |Signature |Message Devi ce Action |Oount |
100. 92. 63. 97 147.237.72.166 |aka.idf.il drop First packet isn't drop 28
46. 19. 86. 22 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 8
109. 253. 244. 117 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 6
82.213. 16. 130 Pal estinian Territory, Qccupied 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
46.116.7.124 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
188. 161. 105. 210 |Pal estinian Territory, Qcupi ed 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
183.171. 26. 120 Ml aysi a 147.237.77.216 |dover.idf.il dr op First packet isn't drop 3
62. 0. 238. 55 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
212.143.181. 110 |lsrael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
157.55. 39. 194 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
213. 151. 35. 220 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
52.29.223.39 Ger many 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
169.229.3.91 Lhited Sates 147.237.72.166 |aka.idf.il dr op SAMrul e drop 1
46.19.85. 34 | srael 147.237.76.200 |eitan. aka.idf.il drop First packet isn't drop 1
185. 35. 62. 136 Swi tzerl and 147.237.76. 34 yohal an.idf.il drop drop 1
118.173.183.242 |Thailand 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76.202 |e.hal ag.idf.il drop SAMrul e drop 1
185. 35. 62. 206 Sntzerland 147.237. 0. 200 ndu.idf.il dr op drop 1
62. 0. 238. 55 | srael 147.237.77.226 |ww chanatz. aka.idf.il dr op First packet isn't drop 1
109. 253. 157. 8 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
185. 35. 62. 250 Swi tzerl and 147.237.76.148 |gacenter.aka.idf.il drop drop 1
169.229.3.91 Lhited Sates 147.237.0. 33 idf.il dr op SAMrul e drop 1
79.181.7.78 | srael 147.237.77.170 |namarachot.idf.il drop First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
184. 105. 139. 103 |lhited Sates 147. 237. 0. 200 . idf.il drop drop 1
109. 253. 202. 111 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 8. 45 eeitanidf.il drop SAMrul e drop 1
79. 183. 67. 65 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 1
185. 35. 62. 39 S t zerl and 147.237.0. 33 idf.il drop drop 1
61. 240. 144. 67 Chi na 147.237.76. 34 yohal an.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site dgnature Acti on ‘Count
46. 210. 143. 139 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 121
109. 253. 205. 78 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 69
109. 64. 148.51 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 57
2.55. 45, 198 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 45
80. 246. 139. 118 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 43
113. 110. 174. 169|Chi na 147.237.77. 176 |nat pash. i df . i | Ml tipl e Waut horized URL Access from 113, 110. 174. 169 B ock 16
185.32.179.31 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 8
176.13.20.191 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 7
113. 110. 174. 169|Chi na 147.237.77. 176 |mat pash. i df . i | Distributed PP Attenpt B ock 6
61.144.194.28 |China 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 61. 144. 194. 28 B ock 6
212. 150. 155. 130! srael 147.237.72. 156 [anan. i df . i | Unaut hori zed HTTP Met hod B ock 4
80. 246. 140. 129 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
79.177.2.18 | srael 147.237.77. 226 V\TA:N chamatz. aka. 1l mmcrr:grn;ez}d aLI::aq._ig‘;(f?SIs/ tteorrpl at es/ honepage/ hormepage. aspx Bl ock 3
2.53.163. 238 I srael 147.237.77.216|dover.idf . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
62. 90. 255. 56 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 62.90. 255. 56 B ock 3
212. 150. 155. 130]l srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/sip_storage/files/4/ |B ock 3
2.53. 145. 90 I srael 147.237.77.216|dover.idf .l Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 3
2.53.165. 101 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Gode B ock 3
62.128.35. 91 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in UR B ock 3
2.53.170. 137 I srael 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
2.53.190. 198 I srael 147.237.77. 216 |dover.i df . i Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
61.144.194.28 |China 147.237.77. 176 |mat pash. i df . i | PHP At t enpt B ock 2
2.53.131. 248 I srael 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
212.235.62.200 |Israel 147.237.77. 216 |dover . i df .i | D stributed Lhaut hori zed HITP Met hod B ock 2
2.53.145. 16 I srael 147.237.77. 216 |dover.idf.i Dstributed Lhaut hori zed URL Access on wwwvidf.il/error. htm Bl ock 2
2.53.181. 189 I srael 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
212. 235.62. 200 |Israel 147.237.77. 216 |dover . i df . i | m”itgfo.riilzlefeb?:‘ wffrzzfﬂszgfi ot ekl B ock 2
37.26.147.233 |[Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
2.53.154. 44 I srael 147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock

79. 130. 247. 156 |G eece 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None
62.219.78.153 [Israel 147.237.76. 147 |chi nuch. aka. i df .1 [adthorized Mehod WERD Tor aspx None 1
2.53.144. 212 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Gode B ock 1
212.179.44.27 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka.idf.il/sip_storage/files/4/ |B ock 1
46. 19. 86. 50 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None
82.80.50.130 |Israel 147.237.76.42 |refuah.idf.il ﬂ?ﬁ;g;r;éefzglifﬁ;fegfr st cos Bl ock 1
77.125. 60. 38 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
31.154.81. 35 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.177.22. 44 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wuw aka.idf.il/main/ Bl ock 1
2.53.178. 207 I srael 147.237.77.216|dover . i df . i Dstributed Lhaut hori zed URL Access on wvwwvidf.il/error. htm B ock 1
66. 102. 9. 95 Lhited Sates  [147.237.72.166|aka. i df.il Unaut hor i zed Method PCBT for wwwv aka. i df.il/nain/snalin B ock 1
178. 238. 19. 242 :Zg::t”i o 147.237.72. 166 |aka. i df . i | %:J;L:.uit;q itf}a:;ihn(;rrioﬁ(/’ dﬁﬁ?.ggxmom R on B ock 1
46.19. 86. 64 I srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-ar B ock 1
84.109. 33. 41 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 1
2. 53. 164. 245 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
77.127.22.39 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
2.53.132. 142 I srael 147.237.77. 216 |dover.i df . i Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
37.26.147.170  |israel 147.237.72. 166 |aka. i df . i | ma’;ekt:ri ;aﬂ ﬂgn\/’{s";;:;f?f Oirgot passvor d. aspx None 1
79.182.1.170 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock

66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 76. 83 B ock

185. 24. 207. 104 |l srael 147.237.72. 166 |aka. i df . i | Paraneter Fead Qlly Molation in None 1

v aka. i df . i | / nai n/ sachar/regi strati onw zard/ regi st er. aspx
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