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08-22-2016-11:04:04 to 08-22-2016-12:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
121. 167. 46. 239 Korea, Republic of 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
46. 19. 86. 40 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
221.214. 209. 39 Chi na 147.237. 8. 45 eeitanidf.il |Invalid TQP H ags drop 1
91. 230. 121. 156 Lkrai ne 147.237. 76. 31 nakchal .idf.il |Back List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il|B ack List drop 1




08-22-2016-11:04:04 to 08-22-2016-12:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
184. 172. 106. 100 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
51. 255. 65. 82 France 147. 237. 76. 200 eitan. aka.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
151. 80. 31. 172 France 147. 237. 76. 200 eitan.aka.idf.il C1000146: HITP. AhrefBot craw er B ock 1
164. 132. 161. 30 Italy 147. 237. 76. 200 eitan. aka.idf.il |Cl000146: HITP. AhrefBot craw er B ock 1
51. 255. 65. 60 France 147. 237.76. 42 refuah.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1




08-22-2016-11:04:04 to 08-22-2016-12:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count
184. 172. 106. 100 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 19
162. 213. 1. 246 147. 237.77. 216 Lhited Sates dover.idf.il [Tehila - Perl LWP with fake user agent 3

91. 125. 184. 101 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LW wth fake user agent 2

82. 81. 76. 144 147.237.77. 216 I srael dover.idf.il |Xenu Link S euth User Agent 2
91.125. 184. 101 147. 237.77. 216 Uni ted Ki ngdom dover.idf.il [Tehila - Perl LWP with fake user agent 1




08-22-2016-11:04:04 to 08-22-2016-12:04:04

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
89.139.116. 11 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 48
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 16
59. 152. 244. 166 Hong Kong 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
62. 90. 49. 25 I srael 147.237.72. 156 anan. i df .l drop First packet isn't drop 10
109. 67.153. 71 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
93.172. 254. 84 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
193. 43. 246. 250 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 8
66.102.9.91 Lhited Sates 147.237.77.233 |atal.idf.il drop Frst packet isn't drop 8
212. 235. 64. 137 | srael 147.237.77. 74 lawidf.il drop First packet isn't drop 6
46. 19. 85. 67 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
109. 67. 39. 254 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
199. 203. 179. 99 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
109. 253. 216. 83 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 4
66.102.9.101 Lhited Sates 147.237.77.233 atal.idf.il dr op Frst packet isn't drop 4
46. 19. 85. 213 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
109. 253. 143. 163 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 4
188. 161. 105. 210 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
62.0.217.1 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
84.111.182.75 I srael 147.237.77. 233 atal.idf.il drop First packet isn't drop 3
37. 26. 149. 225 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
156. 205. 43. 56 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
213.8.59. 112 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 231. 239 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
62.219. 210. 79 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
207.232.27.5 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 238. 248 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
5.43.221. 215 Pal estinian Territory, Qccupied 147.237.72. 166 aka idf.il drop First packet isn't drop 2
169. 229.3.91 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 30 hi nush.idf.il drop SAMrul e drop 1
141.212.122. 92 Lhited Sates 147.237.76. 34 yohal an. i df .il dr op drop 1
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
176.13.17. 251 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.8. 14 e.orchot.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il |drop SAMrul e drop 1
141.212.122. 93 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147.237.8.50 e.tikshuv.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
141. 212.122. 150 Lhited Sates 147.237.0.35 akaws. i df . il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 44 e.refuah.idf.il drop SAMrul e drop 1
141. 212.122. 151 Lhited Sates 147.237.0.35 akaws. i df . il dr op drop 1
93. 172. 254. 84 I srael 147.237.77.176  |matpash.idf.il drop First packet isn't SN |drop 1
61. 240. 144. 67 Chi na 147.237.0. 200 mu. i df. il drop drop 1




08-22-2016-11:04:04 to 08-22-2016-12:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46. 19. 85. 190 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 59
109. 253. 244. 2481 sr ael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 37
46. 210. 143. 139 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
79.180.63.221 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 22
46.19. 85. 125 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 17
61.144.194.28 |China 147.237.77. 216 |dover . i df .i | Ml tipl e Unaut horized URL Access from 61. 144. 194. 28 B ock 15
185. 32. 179. 205 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
61.144.194.28 |China 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 61.144. 194. 28 B ock 7
61.144.194.28 [China 147.237.77.216|dover.idf .l PHP Att enpt B ock 6
109. 253.209.6 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
80.246.133.13 |[Israel 147.237.77.216|dover . i df . i D stributed Waut hori zed URL Access on waw idf.il/error.htm B ock 5
188. 120. 148. 42 |I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 188. 120. 148. 42 B ock 4
46.116.10. 249 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
77.139. 65. 37 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/main/kapat z/ B ock 4
89.237.69.42  |France 147.237.72. 166 |aka. i df . i | m ;Ii(guitdef ILI?"’:;S :?LL:Z?Z/'\M hod for Known UR on B ock 4
2.53.166. 61 I srael 147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 3
46. 19. 85. 90 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.139. 47 I srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm Bl ock 3
109. 253. 200. 179l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
176.13.9.8 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.237.69.42  [France 147.237.72.166 |aka. i df . i | m”;:gii ;}f‘: ”ﬁ;“:‘?kzgzj et s, asix Bl ock 3
66. 249. 76. 83 I srael 147.237.77.216|dover.i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 3
109. 253. 205. 78 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.127.62.139 |lsrael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code Bl ock 2
61.144.194.28 |China 147.237.77. 176 [nat pash. i df . i | PHP At enpt B ock 2
81.218.57.234 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 2
2.53.8.194 | srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL Bl ock 2
2.53.164. 49 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 2
2.53.54.13 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249.76.12  |Israel 147.237.77.233|atal .i df .i | au;;l:t I:;ru'éfg URL Access to wwatal.idf.il/1413-he/ Nl MDIDUN "N |y ) 1
109. 253. 139. 243l sr ael 147.237.72. 166 |aka. i df . i | ;Trwa'atfirf??/?;j{V\:ac:hzlr'/?';gi';rali o zar /et o . 85D None 1
66. 249. 76. 83 I srael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
192, 117.142. 26 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/3/ B ock 1
145. 132. 105. 78 |Net herl ands 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df.il/mai n/ hone/ def aul t. aspx |B ock 1
87.70.45.98 I srael 147.237.72.156 [anan. i df . i | mu;rr:;rrl.l ichfd. ilI‘F/er)g(i:CiiE/;Sr‘etszur ces/ i nages/ f avi con/ f avi con. png Bl ock !
77.139.22.155 |France 147. 237.72. 166 |aka. i df . i | m“;;:ri id?f’?l mlhjdmﬁl ;Ioés/i ner . asp Bl ock 1
188. 120. 148. 42 |Israel 147.237.72.166|aka. i df . i | Uhaut hori zed LRL Access to v aka.idf.il/sip storage/files/1/ Bl ock 1
66. 249. 76. 29 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1133-he/ at al . aspx B ock 1
2.53.183. 46 I srael 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
79.180.63.221 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned B ock 1
68.180.229.39 [Lhited Sates |[147.237.76.31 [nakchal .idf. il ma'nm:k%w%? Yﬁ'fé;zonhgagg'k\ﬁz' gspx Bl ock 1
207. 46.13. 73 Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
150.70. 173. 8 Japan 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
61.144.194.28 [China 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df .il/index. aspx B ock 1
87.71.3.123 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
2. 53. 144. 240 I 'srael 147.237.77.216|dover . i df . i O stributed Lhaut horized UR. Access on www idf.il/error. htm B ock 1
188. 189. 183. 35 |Bel gi um 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mde None 1
66.249.76.31 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?r(;leef , tzegpgfﬁsem‘;lesmstch” sdocurment s/ 1730 Bl ock 1
5.22.132.75  [Israel 147.237.76.42 [refuah.idf.il  |J50 e hautfori zed éﬁaﬁcgﬁ( on B ock 1
212.179.21.194 |Israel 147.237.77. 243 |nobi | e. i df . i | thaut hori zed LR. Access to Bl ock 1

nobi | e. i df.il/categorytenpl ates/|i stchil ddocunent s/ 1071
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