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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
46. 253.91. 179 Pal estinian Territory, Qcupi eql147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
93. 174. 95. 106 Net her | ands 147.237.76. 198 e.yohal an.idf.i|B ack List drop 1
94. 102. 49. 190 Net her | ands 147.237.76. 30 hinush.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

162. 210. 196. 129 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
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|Top Attackers In ID|

Attacker Address

| Target Address

Attacker Qountry

Signature
162.213. 1. 246 147.237.77. 216 Lhited Sates dover.idf.il |Tehila - Perl LWP with fake user agent
82.81.76. 144 147.237.72. 166 I srael aka.idf.il Xenu Link Seuth User Agent
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
62.0.217.1 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
62.0.211.129 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 10
176.179.177.8 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
193. 43. 246. 250 | srael 147.237. 72. 166 aka.idf.il drop Frst packet isn't drop 8
62.219. 154. 218 | srael 147.237.77.170 naar achot . i df . il dr op First packet isn't drop 5
109. 253. 134. 84 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 5
93.72.88.11 Lkr ai ne 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
213.6.42.6 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
46. 19. 86. 76 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
46.232.132.51 Pol and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
178. 233. 88. 108 Tur key 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 11. 225 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
169. 229.3.91 Lhited Sates 147. 237. 0. 200 . idf.il drop SAMrul e drop 1
176. 13. 233. 61 | srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't drop 1
207.232.27.5 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |dr op SAMrul e drop 1
176. 13. 243. 225 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.19 lawforumidf.il drop SAMrul e drop 1
109. 253. 215. 31 | srael 147.237.72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.61 e.cogat.idf.il drop SAMrul e drop 1
120. 132. 67. 190 Chi na 147.237.0. 33 idf.il dr op drop 1
45.79. 156. 96 Lhited Sates 147.237.0. 35 akavs.idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
37.26.148.209 |lsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 34
46.19. 85. 125 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 30
37.26.148.137 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
37.26.148.185 |lsrael 147.237.0.19 |nadimatal .idf.i |0 stributed Suspicious Response Code B ock 18
46.19. 86. 114 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 15
77.127.54.177 |israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 15
223.72.67.203 |China 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut horized URL Access from 223.72. 67. 203 B ock 15
46. 19. 85. 205 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 14
80. 246. 138. 123 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
223.72.67.203 |China 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 6
2.55.174. 150 I srael 147.237.77.216|dover . i df . i Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 4
46.253. 91. 179 ga:lcis;ii:;a” Territory. |1 47 237.77. 216 |dover . i df . i | :;’Waﬁfri IT/yfg?’X_ gnftdio‘\’/';rc_t;g;?mm entF acerbl der ISxtEmail in g o 4
37.26.148.161 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
2.55. 163. 102 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.202 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
80. 246.130.68 |[lIsrael 147.237.77. 216 |dover.idf.il Distributed Waut horized LRL Access on waw idf.il/error. htm Bl ock 3
2.55.180. 3 I srael 147.237.77. 216 |dover.i df . il D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock 3
2.55. 150. 42 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 202. 49 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
185. 120. 125. 119]I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/7/ B ock 3
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 66. 249. 76. 112 B ock 2
82.81.161. 50 I srael 147.237.72. 166 |aka. i df . i | Dstributed |ll1egal Byte Gde Character in URL Bl ock 2
2. 55, 149. 225 I srael 147.237.77. 216 |dover.i df . il D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock 2
212.25.102.63 | srael 147.237.77.74 |lawidf.il O stributed thaut hori zed LR Access on B ock 2

wwv | aw i df.il/inages/ 1. he/infocenteritent
79.178.0. 251 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 79.178. 0. 251 B ock 2

. - D stributed Unaut hori zed Method for Known URL on
145. 130. 25. 230 |Net her| ands 147.237.72. 166 [aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 2
212 25.102.63  |lsrael 147.237.77.74 lawidf.il _Pararret er Type \/1 ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch B ock 2

in wwylawidf.il/205-hel pat zar. aspx

185. 120. 125. 119|1 srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 185.120. 125. 119 B ock
46.121.65.118 |Israel 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed HTTP Met hod B ock
77.138.25.117 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for wn aka. i df.il/mil ui Bl ock

. P Unaut hori zed Met hod PCBT for
145. 130. 25. 230 |Net her| ands 147.237.72. 166 |aka. i df . i | vow aka. i dff i 1/ mai n/ hore/ def aul t . aspx B ock 2
46. 19. 85. 235 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
212 25.102.63  |lsrael 147.237.77.74 lawidf.il _Pararret er Type \/1 ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch B ock 2

in wwulawidf.il/657-hel pat zar. aspx
2.55.133. 127 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
] . . Unaut hori zed URL Access to
208.115.111. 72 |thited Sates 147.237.76.86 |[navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 1
77.138.46.180 |France 147.237.72.166|aka. i df . i | Unaut hori zed Method PCST for wawn aka. i df . il/mai n/ sachar Bl ock 1
2.53.141. 51 I srael 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
173.186.135.99 |lhited Sates 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
. . Unaut hori zed URL Access to

66. 249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f1 | es/ 6/ 3416. | pg B ock 1
46.19. 86. 6 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
82.81.76. 144 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/main/snal i m Bl ock 1
79.177.37.157 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
213.91.213.66 |BRulgaria 147.237.72. 156 [aman. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
2.55.136. 41 I srael 147.237.77. 216 |dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1

. - D stributed Unaut hori zed Method for Known URL on
192. 198. 151. 45 |Eur ope 147.237.72. 166 [aka. i df . i | vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1

. . O stributed Unaut hori zed URL Access on

109.253.221.7 |l srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1136- hel at al . aspx B ock 1
46.135.229.10 |Czech Republic 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 46. 135. 229. 10|B ock 1
209, 88. 198, 1 srael 147. 237, 72. 166 |aka. i df . i | Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct 117 in None 1

wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx

77.138.140.81 |France 147.237.72. 156 |aman. i df . i | Distributed haut hori zed LR Access on B ock 1
waww anan. i df . i |/ favi con. i co

. . Unhaut hori zed URL Access to
66. 249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel f1 | es/ 5/ 3295. ] pg B ock 1
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