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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Address

‘Target

‘Site

‘Signature

109. 67. 1. 205 | srael 147.237.72. 156 anan.idf.il TP Scan (vertical) drop 797
109. 67. 1. 205 | srael 147.237.72. 156 anan.idf.il JLM Purple Gon Linit_Tcp drop 154
185. 97. 132. 82 g‘;‘cﬁi';‘éa‘“ Territory, 147.237.77.216  |dover.idf. il TP Scan (vertical ) drop 60
193. 104. 119. 230 I srael 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet not . 9
109. 67. 131. 144 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 6
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
46.116. 114. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
109. 64. 118. 67 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
192. 115. 177. 203 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
109. 66. 63. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
162. 243. 195. 60 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
194. 165. 146, 148 Jordan 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet not . 3
82.80.78. 2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
91.230. 121. 156 Lkr ai ne 147.237.76. 34 yohal an.idf.il B ack List drop 1
195. 154. 172. 204 Fr ance 147. 237. 0. 200 ndu. i df i | JLMPurple Gon Linit Htp drop 1
137.74. 157. 88 Hong Kong 147.237.76. 147 chinuch. aka.idf.il |Back List drop 1
195. 154. 172. 204 France 147. 237.72. 166 aka.idf.il JLIMPurple Gon Linit Htp drop 1
109. 65. 139. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
180. 97. 106. 161 Chi na 147.237.76. 39 nobi | e. nei tav.idf.i|B ack List drop 1
2.565. 6. 243 I srael 147.237.77. 216 dover.idf.il ;C/]; handshake violation, first packet not 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
108. 59. 8. 80 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
51.255. 194. 31 France 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nit 1
197.231.221.211 |Liberia 147.237.77.216  |dover.idf.il 24910: HITP. Python urllib User-Agent Header Bl ock 1
94. 102. 49. 190 Net her | ands 147.237.76.198 |e.yohal an.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
51. 255. 65. 72 France 147. 237.76. 42 refuah.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
164. 132. 161. 17 Italy 147.237.76.200 |eitan.aka.idf.il [Cl000146: HITP. AhrefBot craw er B ock 1
51. 255. 65. 77 France 147.237.76.200 |eitan. aka.idf.i| |[CL000146: HTTP. AhrefBot craw er B ock 1
164. 132. 161. 79 Italy 147.237.76.200 |eitan.aka.idf.il |ClL000146: HTTP. AhrefBot craw er Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
162.213. 1. 246 147.237.77. 216 Lhited Sates dover.idf.il |Tehila - Perl LWP with fake user agent 2
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
195. 160. 242. 40 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 43
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 26
62.0.207.1 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 18
193. 104. 119. 230 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 16
92.170. 138. 204 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
94.188. 155. 90 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 10
79. 180. 196. 82 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
87.71.55.43 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
37.61. 251. 229 Spai n 147.237.77.216 dover.idf.il drop First packet isn't drop 4
109. 67. 160. 218 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 4
193. 43. 246. 250 | srael 147.237.0. 34 tikshuv.idf.il |dr op First packet isn't drop 4
77.75.78. 164 Czech Republic 147.237.77.216 dover.idf.il drop First packet isn't drop 4
193. 43. 246. 250 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
141.8.132. 78 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
109. 65. 139. 233 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 4
109. 66. 63. 186 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
37.142.239. 139 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
84.108.102. 112 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
46. 19. 86. 42 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
176. 13. 239. 38 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 3
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
80. 179. 10. 113 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
212.143.122.5 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
82. 166. 199. 42 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
68. 180. 228. 185 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
195. 93. 246. 10 Russi an Federation 147.237.77.216 dover.idf.il drop First packet isn't drop 2
14, 141. 216. 206 India 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
31.168.249.71 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
87.69. 107. 22 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
66. 249. 66. 161 | srael 147.237.0. 33 idf.il dr op drop 1
188. 161. 150. 114 Pal estinian Territory, Cecupied 147.237.77.216 dover.idf.il drop First packet isn't drop 1
194. 165. 146. 148 Jor dan 147.237.77.216 dover.idf.il drop First packet isn't drop 1
176. 13. 15. 89 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 145. 176 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 1
84.109. 234. 18 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
61. 240. 144. 64 Chi na 147.237.0.35 akaws.idf.il dr op drop 1
195. 154. 172. 204 France 147.237.76. 34 yohal an.idf.il |drop drop 1
184. 105. 247. 208 Lhited Sates 147.237. 0. 200 mdu.idf.il dr op drop 1
157. 55. 39. 92 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 1
188. 42. 240. 225 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 207 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 58
46. 19. 85. 205 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 42
185.32.179.13  |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 33
46. 19. 86. 99 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.53.17.41 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 5
91.227.164.5 I srael 147.237.77.216|dover. i df . i | D stributed Lhauthorized URL Access on waw idf.il/error.htm |B ock 5
91.227.165.5 | srael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 3
2.55.162. 182 | srael 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wanidf.il/error.htm |B ock 3
2.55.131. 44 I srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 2
185. 13.192. 57 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwv aka.idf.il/wawtikshuv.idf.il B ock 2
46. 19. 85. 235 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
Paraneter Type Mol ation
46. 19. 86. 13 I srael 147.237.76.42 |refuah.idf.il ct1 00$Cont ent Pl aceHbl der 1$t xt Last Nane i n B ock 2
wan refua. atal .idf.il/1518-he/ref uah. aspx
109. 253. 243. 215|I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
212.25.91. 130 | srael 147.237.72.166|aka. i df . i | whw aka, i df . i | / mai v sachar/ mai | box. aspx None 1
. . Unaut hori zed Met hod HEAD for
144.76. 236. 183 |Ger many 147.237.72. 166 [aka. i df . i | vowv aka i o . 1/t uri i asp/ di spl ayonesol di er . asp B ock 1
2.55.177.80 I srael 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm |[B ock 1
2.53.143.71 I srael 147.237.77.216|dover. i df . i | D stributed Lhauthorized URL Access on waw idf.il/error.htm |B ock 1
84.111.94.238 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il /] obby Bl ock 1
. . Unaut hori zed URL Access to
66.249.76.112 I srael 147.237.72.166 |aka. i df . | v aka. i df . i | / nobi | e/ i n/ snal i nd showbi g. aspx Bl ock !
. . D stributed Unaut hori zed URL Access on
188.120.135.12 |[Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
2.53.191. 187 I srael 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm |[B ock 1
80. 246. 130. 186 |l srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 1
212.199. 195. 2011 srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
. . Unaut hori zed URL Access to
46.121.45.200 |Israel 147.237.72. 166 [aka. i df . i | vown aka. i o i 1/ mai 1V gi yus/ geneal . asp B ock 1
180. 76. 15. 19 Chi na 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to v i df.il/newsitel english/ Bl ock 1
5. 29. 62. 105 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/nain/ B ock 1
2.53.145. 154 I srael 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on wawnidf.il/error.htm |B ock 1
85. 65. 216. 87 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ favi con. i co Bl ock 1
66.249.76.115 |lsrael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
. . . Unaut hori zed URL Access to
194.90. 25. 122 |l srael 147.237.76.30 |hi nush.idf.il vewy hi mush. at al i df i 1/ styl ef shared/ reset . css B ock 1
109. 253. 135. 30 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode Bl ock
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
. . Unaut hori zed URL Access to
213.57.127.42 |[Israel 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1136- hel at al . aspx Bl ock 1
66. 249. 66. 197 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . D stributed Uhaut hori zed URL Access on
31.168.170. 190 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css B ock 1
2.53.168.59 I srael 147.237.77.216|dover . i df .i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 1
85. 114. 108. 65 g‘ilcisgi':('ja” Territory, 47. 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to 147. 237.77. 216/ favi con. i co B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228. 185 [Lhited Sates 147.237.77. 216 (dover. i df . il v i df i 1/ 1381- he/ dover . aspx Bl ock 1
203.127.58. 236 |9 ngapore 147.237.77.216|dover.i df .i | Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm |B ock 1
. . Unaut hori zed URL Access to
109. 253. 223. 65 |l srael 147.237.77.74 |lawidf.il vow | aw i f i1 /i nages/ 1. he/ i nf ocent er i t end Bl ock 1
2.55.147. 151 | srael 147.237.77.216|dover . i df . il D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | PHP At t enpt B ock 1
220. 255. 219. 58 |9 ngapore 147.237.77. 216 |dover.i df .i | Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm |B ock 1
Unaut hori zed URL Access to
66. 249. 69. 108 |Israel 147.237.77. 176 |mat pash. i df . i | win cogat . i df . i1/t enpl at es/ shar ed/ user cont rol s/ navnenu/ nazi . i |Bl ock 1
df.il
. . Unaut hori zed URL Access to
31.168. 170. 190 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ | ayout . css B ock 1
2.53.171. 162 I srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 1
. . Unaut hori zed URL Access to
91.199. 69. 254 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79.178.150. 45 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter y in aka. idf.il/nai n/ sachar/payslips. aspx None 1
) ny- kosher - kravi . i df ) o
207. 46. 13. 39 Lhited Sates 147.237.0. 16 i Uhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
2.53.129. 200 I srael 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on wanidf.il/error.htm |B ock 1
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