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|Top Attackers | n DDoS- Def ence |

Attacker Address

Target Address

Signature

Device Action

Count

|Attacker Country

109. 66. 161. 156 | srael 147.237.72. 167 i shurimaka.idf.il B ack List drop 3
120. 132. 50. 135 Chi na 147.237. 76. 200 eitan aka idf.il bl ock-sp-traf 1 f orward 2
89. 248. 168. 21 Net her | ands 147.237.76. 148 gocenter.aka.idf.il B ack List drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address tacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
46.165. 197. 142 Ger many 147. 237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 2
51. 255. 65. 75 France 147. 237. 76. 200 eitan. aka.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
89. 248. 167. 131 Net her | ands 147.237.0.19 madimatal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
198. 20. 99. 130 Net her | ands 147.237.77. 216 dover.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
51. 255. 65. 4 France 147. 237. 76. 200 eitan. aka.idf.il C1000146: HTTP.  AnrefBot craw er B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
162.213. 1. 246 147.237.77. 216 Lhited Sates dover.idf.il |Tehila - Perl LWP with fake user agent 3
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
37.186. 33. 27 Austria 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 116
46.19. 85. 110 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 85
84.94.179. 36 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 23
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 14
31. 168. 158. 44 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 11
84.94.179. 36 | srael 147.237.76. 86 navy.idf.il drop Frst packet isn't drop 10
223.24.15. 47 Thai | and 147.237.0.34 tikshuv.idf.il drop Frst packet isn't drop 9
46. 19. 85. 140 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
62.219. 149. 115 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
79.176.84.1 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
81.218.118. 126 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
84.111.141.73 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
128. 242. 249. 12 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
82.81.49.79 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
109. 66. 159. 224 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
40. 77. 167. 64 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
46. 60. 104. 152 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
141. 8. 183. 16 Russi an Federation 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 2
31.146.125. 61 Georgi a 147.237. 72. 166 aka idf.il drop Frst packet isn't drop 2
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
82.213. 48. 30 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
220.181.51.77 Chi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
220.181.51. 81 Chi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
123. 116. 242. 133 Chi na 147.237. 0. 200 mu.idf.il dr op drop 1
220.181.51. 109 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
220.181.51. 75 Chi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
220.181.51.76 Chi na 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
108. 170. 187. 196 Canada 147.237.76. 34 yohal an. i df .il drop drop 1
176. 13. 236. 242 | srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count

80. 246. 137. 124 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 96
109. 253. 142. 84 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 26
77.138.177.3  |France 147.237.72. 166 |aka. i df . i | m”;:‘; riid?_sﬂ ;\,e n;jhr?/dsaﬁ:—/]:/?;vpaysl i p. aspx Bl ock 4
37.26.149. 221 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 137. 43 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19.85.133 |[lIsrael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode B ock 3
80. 246. 137. 132 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53. 30. 56 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.86.138 |[lsrael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
37.26.148.240 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.179. 167. 128 |I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
77.138.177.3 |France 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from77.138.177.3 |B ock 2
185. 27. 105. 131 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 2
10. 152. 50. 62 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurim B ock 2
82. 166. 244. 220 || st ael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode B ock 2
2.53.142.28 I srael 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
185. 120. 126. 32 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
66. 249. 66. 115 |Isr ael 147.237.0. 17 g; n|yl kosher-kravi . i 'G'b' ;?g]m&'@t g{(?gfe,\cz}lif‘fkeé[ E ;ggﬂm er Nane B ock 1
24.107.226.62 |lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for waww aka. idf.il/main/kapat z/ B ock 1
109. 226. 48. 178 |I srael 147.237.72.166 |aka. i df . i | \;P';\rwa’;i;erl de‘bf"’i“f /?T‘;jy n/\'l;':g;’?egii et o zar st 00 aspx None 1
77.237. 138. 202 %;Jf)ri . 147.237.77. 234 |hal ag. i df . i | Uhaut hor i zed LRL Access to / B ock 1
46.19.85.110 |lsrael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock
2.53.164.249 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock

66. 249.66. 117 |l srael 147.237.0.17 g]: .niy|_ Kosher-kravi. | Irrlllrr(:lg-]ilosiaéra}rl?rt:\:i Elngl?d: In?a; r;?(/icr; eat ecapt chai nage. aspx None !
31.154.19.5 I srael 147.237.77. 216 |dover.idf . il Mil tiple Uauthorized URL Access from31.154.19.5 B ock 1
78.19.224.39  |irel and 147.237.77. 216 |dover . i df . i | ma??fri IT/yf(fS;'{ S'n';’“ dio?/r;rc.t;sop??m ent Al acekol der 1St xt Emai | in B ock 1
2.53.184.71 I srael 147.237.77. 216 |dover.idf . il Ostributed Wnhaut hori zed URL Access on ww i df.il/error.htm B ock 1
66. 249. 66. 182 |Israel 147.237.76.42 |refuah.idf.il ﬂ;u;:;r;;i;;g‘r g‘;‘ffzﬂ:;’m s/ i et ep cker. | s B ock 1
31.210. 186. 173 |I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
176.13.5.107 |Israel 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 1
5.22.135.174 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
81.218.241.26 |Israel 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to www i df.il/inages/ 1. he/ bottontap. gif |[B ock 1
253.41.28  [israel 147.237.76.42 |refuah. i df il 237 76, 45, 1519 ol ot cane s Bock |1
79.182.6.214 |israel 147.237.72.166 |aka. i df . i | L'u'rigea; ’ i%gegfingag:;féoibgcﬁi/ fm’j IV kapat 2/ /1 es#012 B ock 1
66. 249. 66. 115 || srael 147.237.0. 17 g:nlyl kosher-kravi.i | e I1legal Parameter Encoding None 1
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