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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
81.171.7.67 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
82.80.78.2 | srael 147.237.77.176 nat pash. i df.il B ack List drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 30 hi nush. i df . i | B ack List drop 1
69. 172. 200. 236 Lhited Sates 147.237. 77. 205 prisha.idf.il Invalid TGP H ags drop 1
89. 248. 168. 21 Net her | ands 147. 237. 76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address ‘Site |Slgnature
164.132.161. 96 [Italy 147.237.72. 156 |anan. i df . i | Cl000146: HITP. AnrefBot craw er B ock 1
1.179.134. 194 |Thailand 147.237.72. 166 |aka.idf . il 13076: HITP. Apache Struts 2 Q3L Command I njection Vul nerability [B ock 1
51. 255. 65. 65 France 147.237.76. 200 |ei t an. aka. i df . i|C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
162.213. 1. 246 147.237.77. 216 Lhited Sates dover.idf.il |Tehila - Perl LWP with fake user agent 5
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
185. 89. 217. 227 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
185. 89. 217. 232 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
185. 89. 217. 233 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
185. 89. 217. 225 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
185. 89. 217. 231 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
185. 89. 217. 226 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
185. 89. 217. 234 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 6
185. 89. 217. 230 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
139.162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
185. 89. 217. 228 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
193. 227.170. 194 Lebanon 147.237.77. 233 atal.idf.il dr op First packet isn't drop 4
185. 89. 217. 235 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
5.22.129.251 | srael 147. 237. 76. 86 navy.idf.il dr op Frst packet isn't drop 3
78.19.224. 39 Ireland 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
52. 16. 5. 197 Ireland 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
83. 28. 208. 139 Pol and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
113. 35. 251. 98 Japan 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
199. 30. 25. 118 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
66. 249. 92. 114 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
173.252. 74. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
173. 252. 74. 108 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
121. 214. 179. 141 Australia 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
184. 105. 247. 246 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |[Site S gnature Action ‘Count
80. 246. 130. 14 |l srael 147.237.77. 216 |dover.i df . i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm B ock 3
2.53.7.233 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
185. 89. 217. 234 [Net her | ands 147.237.77. 216 |dover . i df . i | Ostributed Wnhaut hori zed URL Access on waw i df.il/error. htm B ock 3
213.57.195. 103 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
217.132.131. 94 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
77.139.11.9 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df .il/yohal an/ mai n/ main. asp |B ock 2
2.53.17.128 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
173.186.135. 99 [Lhited Sates  [147.237.72.156 [anan. i df.i | SSL Wntraceabl e Connection - Qpen Mde None 1
37.26.147.151 |[Israel 147.237.0.19 |nadi matal . idf.i|Suspicious Response Code B ock 1
207.46.13.20 |Uhited Sates  |147.237.77.216|dover.idf.i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm B ock 1
79.180. 35. 148 |l srael 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to www cogat.idf.il/wp-1ogin. php B ock 1
185. 89. 217. 227 [Net her| ands 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
66.249.64.41  [Israel 147. 237.72. 166 |aka. i df . i | ﬂ?ugggr;zef&% ﬁfsctejfa;; Fil es/ of 71530, pek B ock 1
185. 89. 217. 231 [Net her| ands 147.237.77. 216 |dover . i df . i | Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
66.249.76.77  |Israel 147. 237.72. 166 |aka. i df . i | e gfscte(ffaé; {11 es/ 5/ 71565, pef Bl ock 1
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to v i df.il/defaul t.aspx B ock 1
85. 65.216.87  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ at al . aspx B ock 1
185. 89. 217. 235 |Net her | ands 147.237.77.216|dover.idf .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
79.180. 35. 148 |l srael 147.237.77. 176 |nat pash. i df .i| |Dstributed PH> Attenpt B ock 1
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