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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
58. 218. 204. 245 Chi na 147.237.76. 148 ggcenter. aka. i df.il|JLM Under Attack _Con_Tcp drop 2
82.80.78. 2 | srael 147.237.77. 176 nat pash. i df.i | B ack List drop 2
177.0. 38. 147 Bazil 147.237.72. 156 anan.idf.il Frk _Under Attack Con Tcp drop 2
41.100. 150. 47 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
103.29.5.8 | ndonesi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
119. 110. 80. 21 | ndonesi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 176 test.ncore.idf.il |Back List drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry  |Target Address |Site |Sgna1ure Devi ce Action |Oount |
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 28
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 4
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Permit 2
106. 38. 241. 105 Chi na 147.237.76.200 |eitan.aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
106. 38. 241. 105 Chi na 147.237.72.156 |aman.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 2
106. 38. 241. 105 Chi na 147.237.77.176  |nat pash.i df .i| C1000071: HTTP: User Agent Sogou+web+spi der Permit 2
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nit 2
106. 38. 241. 105 Chi na 147. 237. 76. 86 navy.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 2
151. 80. 31. 163 France 147.237.76.200 |eitan.aka.idf.il| [ClL000146: HTTP. AhrefBot craw er B ock 1
151. 80. 31. 155 France 147.237.76.200 |eitan. aka.idf.il| |C1000146: HITP. AhrefBot craw er B ock 1
51. 255. 65. 55 France 147.237.77.234 |hal ag.idf.il C1000146: HITP.  AhrefBot craw er Bl ock 1
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|Top Attackers In ID|

At acker At acker .
Addr ess ‘Target Addr ess ountry ‘Ste ‘S|gnature ‘Count‘
162.213.1. 246 [147.237.77.216|hited Sates |[dover.idf.i|Tehila - Perl LWP with fake user agent 5
. .. |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port denial of
106. 38. 241. 105 [147. 237. 72. 166 [Chi na aka idf.il . - 1
servi ce attenpt
79. 181. 230. 100 |147. 237. 77. 216 [I srael

dover.idf .i|\VWEB- FRONTPACE / _vti _bin/ access

1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
155.201.34.7 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
208.115.113. 89 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
212. 143.142. 56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
119. 76. 97. 230 Thai | and 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
41.100. 150. 47 Ageria 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
112.93.112.176 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
45, 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212.179.1.218 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
141.8.132.78 Russi an Federation 147.237.77.216 dover.idf.il drop First packet isn't drop 2
5. 164. 204. 105 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
107. 77. 160. 52 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 193. 230 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
112.93.112. 176 |China 147.237.77.216|dover. i df . i | Mil tiple Wauthorized URL Access from 112.93.112. 176 B ock 5
80. 246. 136. 160 |l srael 147.237.0.19 |nadi matal .idf. i |Suspici ous Response Code B ock 3
112.93.112.176 |China 147.237.77.216|dover.idf . il Ostributed PHP At tenpt B ock 2
24.205.246.229 |Wited Sates 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Method PCBT for aka.idf.il/giyus/ B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut horized URL Access from 66. 249. 76. 83 B ock 1
180. 76. 15. 136  |Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df .il/anan/ B ock 1
79.181. 230. 100 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Wauthorized URL Access from 79. 181. 230. 100 B ock 1
27.153.170.175 |China 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
68.180.228.185 [lhited Sates 147.237.77.216|dover.idf . il Paranet er Type Miol ati on PageNumin waw i df .il/1384- he/ dover. aspx |B ock 1
192. 115. 100. 190l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.il/iturimasp/ wars. asp B ock 1
79.181.230. 100 |[lIsrael 147.237.77. 216 |dover.i df .i | Miltiple _vti_ from79.181. 230. 100 B ock 1
27.153.170.175 [China 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
75.82.117.252 |lhited Sates 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to vuw anan. i df.il/favicon.ico Bl ock 1
207.46.13.9 Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Unauthori zed URL Access on 147.237.72.166/robots. txt |B ock 1
66.249. 69. 249 I srael 147.237.0.34  |ti kshuv.idf.il mu:|h|?srk:l,|zve? by fcn;eﬁlsgity‘;s/gener o aspe Bl ock 1
131.253.27.84 |Uhited Sates 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
77.138.122.10 [France 147.237.77.234|hal ag. i df . i | ﬂ?gzg;ri?;ezgszﬂ_mpg:;sssh;oe &/ bul et 1. gi Bl ock 1
2.55.24. 208 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
207. 46. 13. 20 Lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waidf.il/tenpl ates/article/watch B ock 1
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | %ﬂgﬁﬁ%ﬁ?ﬂgf& Protocol violation None 1
66. 249. 76. 30 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1517-he/ atal . aspx B ock 1
157.55.39.110 |thited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock
77.237.138.202 |Czech Republic [147.237.77.170|nmar achot . i df . i | |Uhaut hori zed LRL Access to / B ock
208.115.111.72 [lhited Qates  [147.237.76.86 |navy.idf.il nmas;’.tihg]f.i izﬁdgiﬁ/'focreusn‘;‘atszlshow or um asp Bl ock 1
111.69.70.18  [New Zealand  [147.237.72.166 |aka. i df .i | m";‘;’ii ;f"dl I'ﬁ;‘?ﬁ hﬁf dfef;ul (. aspx B ock 1
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