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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
164. 132. 161. 73 Italy 147.237. 76. 200 eitan. aka. idf.il TCP handshake viol ation, first packet not syn |drop 14938
82.80.78. 2 | srael 147.237.77. 176 nat pash. i df . i | B ack List drop 2

209. 126. 136. 2 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1

209. 126. 136. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry arget Address ‘Site ‘Sgnaiure Devi ce Action ‘Count
62.210. 107. 201 France 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per mit 36
62. 210. 107. 201 France 147.237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
82.221.105.7 I cel and 147.237.76. 197 e. himush.idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1

51. 255. 65. 36 France 147. 237. 76. 200 eitan.aka.idf.il [Cl000146: HTTP. AhrefBot craw er B ock 1
164. 132. 161. 73 Italy 147. 237. 76. 200 eitan.aka.idf.il |CL000146: HTTP. AhrefBot craw er B ock 1

51. 255. 65. 61 France 147. 237. 76. 200 eitan. aka.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

|Attacker Qount ry

Ste |Signature |Count
162.213. 1. 246 147.237. 77. 216 Lhited Sates dover.idf.il [Tehila - Perl LW with fake user agent 4
162. 250. 190. 142 147.237.77. 216 Canada dover.idf.il [Xenu Link S euth User Agent 2
91. 125. 184. 101 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LW wth fake user agent 1




08-22-2016-05:04:02 to 08-22-2016-06:04:02

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
192.118.73.43 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
141. 226. 144. 144 I srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
93.80.14.171 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
141.212.122.91 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
61. 148. 115. 22 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
141, 212. 122. 92 Lhited Sates 147.237.0. 33 idf.il drop drop 1
64. 16. 214. 100 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
64. 16. 214. 100 Lhited Sates 147. 237. 76. 148 gocent er. aka. i df .i | drop drop 1
177.11. 161. 136 Brazil 147.237.76.34 yohal an. i df . i | drop drop 1
45.79. 156. 96 Lhited Sates 147.237. 0. 200 nu.idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

W cogat . i df . i1/901-ar/ cogat . aspx

ountry ‘Target Address |Site S gnature Action ‘Count
112.93.112. 176 |Chi na 147.237.77.216|dover. i df .i | Mil tipl e Waut hori zed URL Access from 112.93. 112. 176 B ock
66.249.76.83 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 76. 83 B ock
87.69.234.94 |Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wa i df . il /wp-1ogin. php Bl ock
. . . Uhaut hori zed URL Access to
66.249.76.30 |Israel 147.237.77.243|nobi [ e.i df . i | mobi | e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1764 B ock 1
206. 253.226. 23 |Lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
68.180. 228. 231 [Wnited States  |147.237.77. 176 |nat pash. i df .| |72 am®ter Type Molation Pagehumin B ock 1
waw cogat . i df . i | /901- he/ cogat . aspx
112. 93.112. 176 |Chi na 147.237.77. 216 |dover . i df . i | D stributed PHP Attenpt B ock 1
206. 253.226. 23 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt Bl ock 1
84.95.208.20 |Israel 147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 84. 95.208. 20 Bl ock 1
68.180.228.99 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
206. 253.226. 23 |Lhited Sates |147.237.77.233|atal .idf.il D stributed Uhaut hori zed URL Access on 147.237. 77. 233/ robot s. t xt Bl ock 1
84.95.208.20 |[lIsrael 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
40.77.167.66 |lLhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
149.56.223.98 |lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/blog/ Bl ock 1
68. 180. 228. 231 [United Sates  [147.237.77. 176 |mat pash. i df .|  [rameter Type Violation Pagehumin Bl ock 1
W cogat . i df . i | / 1962- he/ cogat . aspx
. . Paraneter Type Mol ati on SearchText in
217.132.37. 157 |Israel 147.237.76.42 |refuah.idf.il refua atal .idf.i1/935 hel ref uah. aspx B ock 1
87.69.234.94 |lIsrael 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 1
64.16.214.100 [Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i|haut hori zed URL Access to /phpnyadnin/ scri pt s/ set up. php B ock 1
) . . Unhaut hori zed Met hod PCST for
172.91.159. 183 |Lhited Sates [147.237.72.166|aka. i df .il vaw aka i dff i 1/ rai v snal i n snal i m aspx B ock 1
68. 180. 228. 231 [United Sates  [147.237.77. 176 |mat pash. i df .| [2rameter Type Vol ation Pagehumin Bl ock 1
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