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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
82.80.78.2 Israel 147.237.77.176 matpash.idf.il Black List drop 3

209.126.136.2 United States 147.237.76.176 test.ncore.idf.il Black List drop 1

209.126.136.2 United States 147.237.76.202 e.halag.idf.il Black List drop 1

66.240.192.138 United States 147.237.76.39 mobile.meitav.idf.il Black List drop 1

 08-22-2016-04:04:00 to 08-22-2016-05:04:00 



Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

178.63.86.11 Germany 147.237.77.216 dover.idf.il C1000074: HTTP: majestic bot Permit 2

83.149.126.98 Germany 147.237.77.234 halag.idf.il C1000074: HTTP: majestic bot Permit 2

94.102.49.193 Netherlands 147.237.8.50 e.tikshuv.idf.il 13840: TLS: OpenSSL Heartbeat Packet Block 1

 08-22-2016-04:04:00 to 08-22-2016-05:04:00 



Top Attackers In IDS

Attacker Address Target Address Attacker Country Site Signature Count
162.213.1.246 147.237.77.216 United States dover.idf.il Tehila - Perl LWP with fake user agent 4

91.125.184.101 147.237.77.74 United Kingdom law.idf.il Tehila - Perl LWP with fake user agent 1

 08-22-2016-04:04:00 to 08-22-2016-05:04:00 



Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 5

52.51.56.155 Ireland 147.237.0.33 idf.il drop First packet isn't SYN drop 2

112.210.12.63 Philippines 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2

109.64.150.113 Israel 147.237.72.156 aman.idf.il drop First packet isn't SYN drop 1

115.28.7.221 China 147.237.0.33 idf.il drop drop 1

52.51.56.155 Ireland 147.237.0.33 idf.il drop drop 1

177.11.161.68 Brazil 147.237.76.34 yohalan.idf.il drop drop 1
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Top Attackers In WAF
Attacker
Address

Attacker Country Target Address Site Signature
Device
Action

Count

84.108.0.36 Israel 147.237.0.19 madim.atal.idf.ilSuspicious Response Code Block 4

66.249.76.83 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/atal1/izkor/view_img.asp Block 1

126.227.200.35 Japan 147.237.77.216 dover.idf.il PHP Attempt Block 1

83.166.241.54
Russian
Federation

147.237.76.200 eitan.aka.idf.il Multiple Unauthorized URL Access from 83.166.241.54 Block 1

66.249.66.188 Israel 147.237.76.42 refuah.idf.il
Unauthorized URL Access to
147.237.76.42/sip_storage/files/0/3350.jpg

Block 1

93.173.252.168 Israel 147.237.0.34 tikshuv.idf.il PHP Attempt Block 1

74.73.146.189 United States 147.237.72.166 aka.idf.il
Unauthorized Method POST for
www.aka.idf.il/giyus/general/default.asp

Block 1

126.227.200.35 Japan 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/wp-login.php Block 1

83.166.241.54
Russian
Federation

147.237.76.200 eitan.aka.idf.il PHP Attempt Block 1

66.249.76.70 Israel 147.237.72.156 aman.idf.il Multiple Unauthorized URL Access from 66.249.76.70 Block 1

93.173.252.168 Israel 147.237.0.34 tikshuv.idf.il Unauthorized URL Access to www.tikshuv.idf.il/wp-login.php Block 1

77.138.112.221 France 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/main/ Block 1

157.55.39.138 United States 147.237.72.166 aka.idf.il Unknown Parameter docid in aka.idf.il/main/sachar/klali.aspx None 1

83.166.241.54
Russian
Federation

147.237.76.200 eitan.aka.idf.il Unauthorized URL Access to eitan.aka.idf.il/administrator/ Block 1

66.249.76.70 Israel 147.237.72.156 aman.idf.il
Unauthorized URL Access to
www.aman.idf.il/.well-known/apple-app-site-association

Block 1

93.173.252.168 Israel 147.237.72.166 aka.idf.il Distributed PHP Attempt Block 1

83.166.241.54
Russian
Federation

147.237.76.200 eitan.aka.idf.il Admin Blocking Block 1

65.55.210.238 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

207.46.13.20 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

84.95.208.20 Israel 147.237.77.233 atal.idf.il Multiple Unauthorized URL Access from 84.95.208.20 Block 1

66.249.76.77 Israel 147.237.72.166 aka.idf.il Distributed Unauthorized URL Access on 147.237.72.166/robots.txt Block 1

93.173.252.168 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/wp-login.php Block 1

83.166.241.54
Russian
Federation

147.237.76.200 eitan.aka.idf.il Multiple Admin Blocking from 83.166.241.54 Block 1

66.249.66.182 Israel 147.237.76.42 refuah.idf.il
Unauthorized URL Access to
147.237.76.42/sip_storage/files/8/3048.jpg

Block 1
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