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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

82.80.78.2 | srael 147.237.77.176 nat pash. i df . i | B ack List drop 3
209. 126. 136. 2 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 202 e halag.idf.il B ack List dr op 1
66. 240. 192. 138 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|S gnature

Devi ce Action

|Oount

178.63.86. 11 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
83.149. 126. 98 Ger many 147.237.77.234 hal ag.idf.il C1000074: HITP. maj estic bot Per nirt 2
94.102. 49. 193 Net her | ands 147.237.8.50 e.tikshuv.idf.il ]13840: TLS penSSL Heartbeat Packet B ock 1
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|Top Attackers In | D|
Attacker Address
162. 213. 1. 246

91.125. 184. 101

|Tar get Address
147.237.77. 216
147.237.77. 74

Attacker Qountry
Lhited Sates

|Signature

Tehila - Perl LW with fake user agent
Tehila - Perl LW with fake user agent

dover.idf.il

Uhi ted Ki ngdom lawidf.il
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 5
52. 51. 56. 155 Irel and 147.237.0. 33 idf.il drop Frst packet isn't SN drop 2
112. 210. 12. 63 Phi | i ppi nes 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
109. 64. 150. 113 | srael 147.237.72. 156 anan.idf.il drop First packet isn't SN drop 1
115.28.7.221 Chi na 147.237.0. 33 idf.il dr op drop 1
52. 51. 56. 155 Irel and 147.237.0. 33 idf.il drop drop 1
177.11. 161. 68 Brazil 147.237.76. 34 yohal an.idf.il dr op drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry|Target Address |Site Sgnature Action ‘Count
84.108. 0. 36 | srael 147.237.0.19 |madimatal . i df. i |Suspici ous Response Code Bl ock 4
66.249.76.83 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ny. asp B ock
126. 227. 200. 35 |Japan 147.237.77.216|dover.idf .il PHP At t enpt B ock
83. 166. 241. 54 RF;Z:::I”I o 147.237.76.200|ei tan. aka. i df . i | |Mil tiple Unauthorized URL Access from 83.166. 241. 54 B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel f1 | es/ 0/ 3350. ] pg B ock 1
93. 173. 252. 168 |l srael 147.237.0.34 |tikshuv.idf.il PHP Attenpt Bl ock 1
) . . Unhaut hori zed Met hod PCST for
74.73.146.189 |lhited Sates 147.237.72. 166 |aka. i df . i | v aka i o i 1/gi yus/ general / def aul t. asp B ock 1
126. 227. 200. 35 |Japan 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
Russi an . . .
83.166.241.54 | -~ 147.237.76.200(ei tan. aka. i df . i | [PHP Attenpt Bl ock 1
66.249.76.70 |[Israel 147.237.72. 156 [aman. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 76. 70 B ock 1
93. 173. 252. 168 |l srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to v ti kshuv.idf.il/wp-1ogin. php Bl ock 1
77.138.112. 221 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwy aka.idf.il/nain/ B ock 1
157.55.39. 138 |lhited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
83. 166. 241. 54 RF;Z:::I“I o 147.237.76. 200 |ei tan. aka. i df . i | [thaut hori zed LRL Access to eitan. aka.idf.il/adninistrator/ B ock 1
. . Unhaut hori zed URL Access to
66.249.76.70 |lsrael 147.237.72. 156 |aman. i df . i | vaw aman. i . 1/ vel | - knowny appl - app- si t e- associ at i on B ock 1
93. 173. 252. 168 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 1
Russi an . . . . .
83. 166. 241. 54 Feder at i on 147.237.76.200|ei tan. aka. i df . i | [Adm n B ocki ng Bl ock 1
65. 55. 210. 238 |Whited Sates 147.237.77.216|dover . i df . il D stributed Lhaut hori zed UR. Access on v idf.il/error. htm B ock 1
207.46.13.20 |Wited Sates 147.237.77.216|dover. i df .il D stributed Uhauthori zed UR. Access on waw i df.il/error. htm Bl ock 1
84.95.208.20 |[Israel 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
66.249.76.77 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed URL Access on 147.237. 72. 166/ robot s. t xt Bl ock 1
93. 173. 252. 168 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to www aka. i df.il/wp-1ogin. php B ock 1
83. 166. 241. 54 :32::1”' o 147.237.76.200|ei tan. aka. i df . i | [Mil tiple Admin B ocking from 83.166. 241. 54 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 182 [l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p._storagel {1 | es/ 8/ 3048. | pg B ock 1
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