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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
204. 93. 154. 200 Lhited Sates 147.237.72. 166 aka.idf.il TAP Scan (vertical) drop 181
61.64.21.176 Tai wan 147.237.76. 148 ggcenter.aka.idf.il |JLM Under Attack_Con_Tcp dr op 2
109. 65. 82. 9 | srael 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 TCP- RST drop 2
208. 115. 113. 89 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 TCP- RST drop 1
43.225. 205. 2 Bangl adesh 147.237.77. 19 lawforumidf.il Invalid TGP H ags drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 176 test.ncore.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 201 e atal.idf.il B ack Li st drop 1
43. 225. 205. 2 Bangl adesh 147.237.77.61 e.cogat.idf.il Inval id TGP H ags dr op 1
43.225.204. 2 Bangl adesh 147.237.77. 19 lawforumidf.il Invalid TGP H ags drop 1
43.225. 206. 2 Bangl adesh 147.237.77. 61 e.cogat.idf.il Invalid TGP H ags drop 1
43.225.204. 2 Bangl adesh 147.237.77. 61 e.cogat.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
144. 76. 29. 162 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 3
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il |ClL000074: HITP. majestic bot Per nirt 2
80. 240. 139. 111 Net her | ands 147.237.77.216 dover.idf.il |24910: HTTP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In ID|

Attacker Address
162. 213. 1. 246
46.120. 122. 219

|Tar get Address
147.237.77. 216

147.237.77.170

Attacker Qountry
Lhited Sates

I srael

dover.idf.il

naarachot.idf.il

Signature

Tehila - Perl LWP with fake user agent

Xenu Link Seuth User Agent
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
49.144.137. 79 Phi | i ppi nes 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
66. 249. 66. 161 I srael 147.237.0. 33 idf.il drop drop 1
169. 229.3.91 Lhited Sates 147.237.77. 243 nobi | e.idf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.76. 31 nakchal .idf.il dr op SAMrule drop 1
169. 229. 3. 91 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il drop SAMrul e drop 1
5. 46. 251. 40 Tur key 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.76. 200 eitan aka. idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 234 hal ag.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

Attacker Addr ess|Attacker Gount ry| Target Address |Site |S’ gnature

84.95.208.20 |[Israel 147.237.77.216 |dover.idf .il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 101
84.95.208.20 |lIsrael 147.237.76.200|ei tan. aka. i df . i [|[Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 84
84.95.208.20 |[Israel 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
84.95.208.20 |[Israel 147.237.77.233|atal .idf.il PHP Attenpt B ock 6
207.68.208.57 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wwy aka. idf.il/ishurindmain/ B ock 5
131. 253. 27. 137 |Wited Sates 147.237.77.216 |dover.idf .il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 3
84.95.208.20 |[Israel 147.237.77.216 |dover.idf .il Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 2
5. 46. 251. 40 Tur key 147.237.77.216 |dover.idf .il Paraneter Type Mol ation SearchText in wwidf.il/1065-en/ dover.aspx |B ock 2
84.95.208.20 |[Israel 147.237.77.216 |dover.idf .il PHP Att enpt B ock 2
66.249.76.75 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
207. 46.13. 20 Lhited Sates 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wawidf.il/tenpl ates/articl e/ watch B ock 1
66.249.76.28 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
109. 65. 166. 231 |l srael 147.237.77.216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/hi nush/site/ he/ hi nush. asp Bl ock 1
66. 249. 76. 83 I srael 147.237.77.216 |dover.idf .il D stributed Unaut horized URL Access on waidf.il/error. htm Bl ock 1
66.249.76.29 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
68. 180. 228. 225 [lhited Sates 147.237.72. 156 [anan. i df . i | D stributed Whaut hori zed URL Access on list.ips.gov.il/robots. txt B ock 1
66.249. 76. 70 | srael 147.237.77.216|dover.i df . il Ml tipl e Uhaut hori zed URL Access from 66. 249. 76. 70 B ock 1
194. 153. 113. 35 |Ger many 147.237.77.216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
66.249. 66. 177 |[Israel 147.237.77.216 |dover.idf .il Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 1
66.249.76.70 |lsrael 147.237.77.216 |dover.idf .il Lhaut hori zed URL Access to waw i df.il/appl e-app-site-association Bl ock 1
199.30.17.49 |Uited Sates 147.237.77.216 |dover.idf.il Dstributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
84.95.208.20 |Israel 147. 237.76. 200 |ei t an. aka. i df . i [{hknown Paraneter tab in v eitan. aka.idf.il/938-he/eitan. aspx None 1
66. 249. 69. 166 |l srael 147.237.77. 170 [maar achot . i df . i [|Unaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 112745, pdf |B ock 1

08-22-2016-03:04:09 to

08-22-2016-04:04:09




