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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site |Signature Device Action |Count
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 3
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
113. 105. 82. 158 Chi na 147.237.72. 14 dover.idf.il(old) |Invalid TGP Hags drop 1
84. 108. 92. 237 | srael 147.237.76. 31 nakchal .idf.il network flood | Pv4 TCP- RST drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |Sgnat ure

71.6.135.131 Lhited Sates 147.237.76.196 |e.sviva.idf.il[13840: TLS QpenSSL Heartbeat Packet B ock
78.174.112.116 |Turkey 147.237.77. 176 |mat pash. i df . i | |C1000016: HITP: admnistrator in R Permit
78.174.112. 116 [Turkey 147.237.77.176 |mat pash. i df . i | [CLO00018: HITP. access to administrator/index.php -> Quarantine [Permit
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|Top Attackers In ID|

Attacker Address | Target Address

|Attacker Qountry |9te |Signature |Count |
162.213. 1. 246 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 5
151. 80. 40. 87 147.237.77. 176 France netpash.idf.il  [ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
197. 134. 255. 186 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 20
83. 208. 107. 239 Czech Republic 147. 237.72. 156 aman.idf.il drop Frst packet isn't SN |drop 4
212. 143.142. 56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4
93.184.12. 134 Pal estinian Territory, Cccupied 147.237.77. 176 nat pash. i df .i | drop First packet isn't SYN drop 2
176. 106. 47. 169 Pal estinian Territory, Qcupied 147.237.77.216 dover.idf.il drop First packet isn't SN drop 2
169. 229. 3. 91 Lhited Sates 147.237.8. 45 e.eitanidf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 199 e.nakchal .idf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.0. 33 idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.72. 14 dover.idf.il(old) [drop SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 35 akaws. i df . il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.76. 86 navy.idf.il dr op SAMrul e drop 1
141, 212. 122. 27 Lhited Sates 147.237.0. 33 idf.il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.8. 24 elifestyleidf.il |drop SAMrul e drop 1
169. 229. 3. 91 Lhited States 147.237.76. 197 e hinush.idf.il drop SAMrul e drop 1
141.212. 122. 28 Lhited Sates 147.237.0. 33 idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 134
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 104
84. 95. 208. 20 | srael 147.237.77. 226 V\:V\:W chamat z. aka. i df Mil tiple Wauthorized URL Access from 84. 95. 208. 20 B ock 27
84. 95. 208. 20 I srael 147.237.77.216|dover. i df .i | PHP At t enpt B ock 13
84. 95. 208. 20 I srael 147.237.77. 226 V\:V\rN chanat z. aka. i df PHP At t enpt B ock 10
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil ti pl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 8
131.253.27.96 |lhited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 6
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 6
84. 95. 208. 20 | srael 147.237.72.166 |aka. i df . i | PHP Attenpt B ock 5
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 5
208, 115.111. 72 |Uhited Sates [147.237.76.86 |navy.idf.il tgs;t o izl‘e/dgiﬁ/ﬁcocrisr; ats‘;/ shouf orum asp B ock 5
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 3
46. 19. 86. 149 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 3
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 3
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
66. 249. 76. 72 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to www aman. i df .il/robots.txt B ock 1
162. 219. 173. 228|United Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation SortDr in wwwidf.il/1395 en/ dover. aspx |B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover . i df .i | Mil tipl e Unauthori zed URL Access from 66.249. 76. 83 Bl ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag.i df . i | Dstributed PHP Attenpt B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 [nat pash. i df . i | PHP At t enpt Bl ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP Attenpt Bl ock 1
193. 252. 118. 176 |France 147.237.72. 156 |anan. i df . i | D stributed Uhaut horized UR. Access on list.ips.gov.il/robots.txt |B ock 1
46.229.164.102 |whited Sates [147.237.72.156|aman.idf.il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66.249.76.115  |Israel 147. 237.77. 216 |dover . i df . | L7 257 19210/ 1168, 22880- he dover . aspx B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 |anan. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
207.46.13.39  |Wited Sates |147.237.0.16 Iny kosher-kravi. idf.i |, 1o zed UL Access to wm ny- kosher - kravi . i df i1/ B ock 1
66.249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
84.195.208. 20 | srael 147.237.77. 226 V\:A:W chamatz.aka. il mu(t:lt:grrniitz;dakt‘g_i ('jofccﬁslst én(:)I at es/ honepage/ di v. i tem Bl ock !
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il PHP At t enpt B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Dstributed PHP Attenpt Bl ock

84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | PHP At t enpt Bl ock

66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il ﬂ?‘uztg.’ggig/;':‘r e'zclzfis:mtscri ot/ cery. plugi s/ sl cer. | Bl ock 1
131.253.27. 145 |Uited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
84.95.208.20  |Israel 147.237.77. 216 |dover . i df . i | chaut for! fffen?afgscleﬁsn;;’age/ - Bl ock 1
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