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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country Target Address  |Site |Signature |Device Action  |Count
185. 97. 132. 82 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 39
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry arget Address ‘Site ‘Sgnaiure Devi ce Action ‘Count
69.197. 177. 50 Lhited Sates 147. 237. 72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per mit 2
46.4.116. 197 Ger many 147.237.77.74 lawidf.il C1000074: HITP. naj estic bot Per nit 2
51. 255. 65. 68 France 147. 237. 76. 200 eitan. aka.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 97 France 147. 237. 76. 200 eitan.aka.idf.il [Cl000146: HTTP. AhrefBot craw er B ock 1
89. 248.167. 131 Net her | ands 147.237.8.50 e.tikshuv.idf.il [13840: TLS (penSSL Heartbeat Packet B ock 1
164. 132. 161. 31 Italy 147. 237. 76. 200 eitan.aka.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
162.213. 1. 246 147.237.77. 216 Lhited Sates dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
185. 10. 127. 29 Hungary 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 59
73.239.155. 115 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 13
212. 143.142. 56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4
197. 134. 255. 186 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
85.130. 241. 78 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 3
109. 253. 136. 199 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 3
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
176. 13. 238. 213 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't SWN drop 2
85. 130. 241. 78 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
208. 115. 113. 89 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
176. 13. 226. 15 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't SWN drop 1
212.143.142. 44 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
169. 229.3.91 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.8. 46 e.chinuch.idf.il dr op SAMrule drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 34 yohal an.idf .il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 196 esvivaidf.il drop SAMrul e drop 1
40.77.167. 64 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SWN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count

2.53.31.212 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 75
66. 249.76. 83 |Israel 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error. htm B ock 4
84.95.208.20 |Israel 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 2
84. 94. 46. 54 | srael 147.237.77.74 |lawidf.il PHP Att enpt B ock 2
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 2
77.138. 255. 202 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/mai n/kapat z/ Bl ock 2
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il |Miltiple Whauthorized UR. Access from 84.95.208. 20 B ock 2
84.95.208.20 |[lIsrael 147.237.0.15 |kosher-kravi.idf.il |Wauthorized LR. Access to waw kosher-kravi.idf.il/default.aspx  |Bl ock 1
77.138.245.97 |France 147.237.72. 156 |anan. i df . i | m“g;z;' izjf_ fﬁ‘cgﬁgsls:/ (t:gre/ doc. ngr/ undef i ned B ock 1
188.53.172. 10 |Saudi Arabia  [147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to www i df.il/894-ar B ock
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock

66. 249. 66. 213 |l st ael 147.237.76.31 [nakchal .idf il vlj/]\x?vu:\;]l?r:;lz.eidcif%?[/fcefme)ls:lt :32/ shar ed/ user cont r ol s/ header upper / Bl ock !
84.95.208.20 |israel 147.237.72. 156 |anan. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
199.30.25.22 |lhited Sates |147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
84.95.208.20 |Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
84.94. 46. 54 I srael 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to ww nag. i df .il/wp-1o0gin. php B ock 1
157.55.39. 110 |[thited Sates [147.237.77.216|dover.idf.il Abnornal |y Long Request URL Bl ock 1
84.95.208.20 |Israel 147.237.72. 156 |aman. i df . i | PHP Attenpt B ock 1
77.139.71.96 |France 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ f avi con. i co B ock 1
207.46.13.20 [wnited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
84.95.208.20 |[lsrael 147.237.77. 226 ::“A:Al/ chanat z. aka. i d Mil tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 1
84.94.61. 63 I srael 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Method HEAD for aka.idf.il/main/giyus/| ogin. aspx Bl ock 1
66.249.76.83 |Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i nyt op. asp |B ock 1

Uhaut hori zed URL Access to
157.55.39. 138 |Lhited Sates |147.237.72.166|aka.idf.il ww aka. i df . i | /si p_storage/ fil es/ 2/ 62532. pdf g2=whvg9j gvov3i gmo [Bl ock 1
fl egda

84.95.208.20 |Israel 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to waw aman. i df.il/robots. txt B ock 1
77.237.138. 202 g;;;n c 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
84.95.208. 20 Israel 147.231.77. 226 :‘AM:,}I chamatz.aka.id muct::l]grrr;tzze.daltg_i deCCIGIS/St etn(:nl at es/ honepage/ di v.item B ock !
66.249. 81. 218 |[lsrael 147.237.77.216|dover . i df . i Distributed Waut hori zed URL Access on waw i df.il/error.htm Bl ock 1
188.52.79.177 |Saudi Arabia |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
84.95.208.20 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
84.94. 46. 54 I srael 147.237.77.74 [lawidf.il Ml tiple Unaut horized URL Access from 84.94. 46. 54 Bl ock 1
66. 249. 66. 177 [l srael 147.237.77. 216 |dover . i df . i | Ostributed Lhaut horized UR. Access on www idf.il/error. htm B ock 1
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