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|Top Attackers | n DDoS- Def ence |

08-21-2016-23:04:08 to 08-22-2016-00:04:08

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
78.101. 181. 100 Cat ar 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 97
78.101. 181. 100 Qat ar 147.237.77.216 dover.idf.il |SYNHood del ete reset dr op 28
76.122.106. 34 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 14
109. 64. 127. 56 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 9
78.101. 181. 100 Cat ar 147.237.77. 216 dover.idf.il |JLM Under Attack Con Htp drop 6
79.179.161. 217 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context dr op 3
85. 65. 15. 87 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
76.122. 106. 34 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 2
54.72.73.168 I'rel and 147.237.77.216 dover.idf.il |SYNHood del ete reset drop 2
176. 106. 40.5 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 2
61. 160. 194. 203 Chi na 147.237.76. 42 refuah.idf.il |[JLM Under Attack_ _Con_Tcp dr op 2
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 1
82.80.78.2 | srael 147.237.76. 86 navy.idf.il B ack List drop 1
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
123. 59. 59. 52 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
91. 230. 121. 156 krai ne 147.237. 76. 196 e.sviva.idf.il|Back List drop 1
157.55.2. 174 Lhited Sates 147.237.77.216 dover.idf.il |SYNH ood unverified cooki e dr op 1
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|Top Attackers In IPS|

|At tacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action

|Oount

138. 201. 125. 143 Ger many 147.237.77. 176 nat pash. i df.il C1000074: HITP. naj estic bot Per mit 2
51. 255. 65. 48 France 147. 237. 76. 200 eitan. aka.idf.il Cl000146: HITP. AnrefBot craw er B ock 1
164. 132. 161. 63 Italy 147. 237.76. 42 refuah.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

84. 109. 180. 213 147.237.77. 170 I 'srael n@ar achot . i of .i | Xenu Link Seuth User Agent 22
84.109. 180. 213 147.237.77. 216 I 'srael dover.idf.il Xenu Link Seuth Wser Agent 12
162.213. 1. 246 147.237.77.216 Lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 4

46.120. 122. 219 147.237.77. 226 I srael win chanat z. aka. i df . i | Xenu Link Seuth User Agent 2

91.125. 184. 101 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LWP wth fake user agent 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry |Target Addr ess Ste |Signature |Message Devi ce Action |Oount ‘
78.101.181.100 |Gatar 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 497
78.101. 181. 100 Qutar 147.237.77.216 |dover.idf.il dr op drop 143
84.229. 57. 240 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 28
109. 253. 206. 64 |l srael 147.237.72.166 |aka.idf.il drop First packet isn't SN drop 16
78.101.181.100 |Qatar 147.237.77.216 |dover.idf.il drop Unexpect ed post SYN packet - RST or SYN expected drop 14
109. 67. 253. 36 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 10
85. 130. 240. 235 |l srael 147.237.72.166 |aka.idf.il drop First packet isn't SN drop 8
76.122.106. 34 Lhited Sates 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 7
77.138.52.97 France 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
77.139.32.12 France 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 86. 54 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4
109. 253. 222. 2 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 143 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
31.210.188.109 |lsrael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4
87.70. 6. 139 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
79.179.111. 83 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
94. 230. 86. 184 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
85.130. 210. 250 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 3
46. 19. 86. 54 | srael 147.237.77.234 |halag.idf.il drop First packet isn't SN drop 3
5.102. 195. 33 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
212.143.142.56 |lsrael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 3
104. 247. 55. 106 Lhited Sates 147.237.72. 156 |aman.idf.il dr op Frst packet isn't SN drop 3
185. 82.99. 10 Lebanon 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
84.229.61. 113 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SN drop 3
79.179.161.217 |lsrael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
54.72.73.168 Irel and 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
157. 55. 39. 38 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
37.201.242. 157 |Ger many 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
46. 120. 250. 219  |Israel 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
156.202. 181.99 |Egypt 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
197.0. 11. 104 Tuni si a 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
85. 65. 15. 87 I srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
169. 229. 3. 91 Lhited Sates 147.237.8.14 e.orchot.idf.il |dr op SAMrul e drop 1
109. 253. 218. 129 |l srael 147.237.72.166 |aka.idf.il drop First packet isn't SN drop 1
176. 13. 225. 56 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 198 |e.yohal an.idf.il[dr op SAMrul e drop 1
109. 253.201. 80 [l srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
205.203.135. 1 Lhited Sates 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.205 |prisha.idf.il drop SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.72. 156 |anan.idf.il dr op SAMrule drop 1
101. 87. 69. 54 Chi na 147.237.76.34 |yohalan.idf.il |dr op drop 1
176. 13. 227. 39 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 1
83.250. 73. 53 Sweden 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.76.202 |e.halag.idf.il |dr op SAMrul e drop 1
157. 55. 39. 110 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
85. 130. 232. 95 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.77.227 |e.hanaz.idf.il |dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.72. 217 |e.idf.il drop SAMrul e drop 1
141.212.122. 76 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
182. 10. 3. 179 | ndonesi a 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
2.53.20.216 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 287
79. 181. 231. 254 [l srael 147.237.0.19 |nmadimatal .idf.il Dstributed Suspicious Response Code B ock 9
77.138.16.27 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . il/nai n/ sachar B ock 7
185.89.85.28  |Lebanon 147.237.77. 216 |dover. i df.i |l D stributed Unaut horized LRL Access on wwwidf.il/error. htm B ock 4
66.249.81.212 |[lIsrael 147.237.77.216|dover . i df . il Dstributed Waut hori zed URL Access on wwidf.il/error.htm B ock 4
66.249. 81. 215 |l srael 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
46.19. 86. 10 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.142.253.76 |[lIsrael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 138. 42 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 243. 136 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
185.89.85.30 |Lebanon 147.237.77.216|dover . i df . i Distributed Waut hori zed URL Access on wwidf.il/error.htm B ock 2
192. 198. 151. 45 |Eur ope 147.237.72. 166 |aka. i df . i | m”;grii df’?lmlhlj’id mﬁl ;toe;s/i mner . asp Bl ock 2
185. 89. 85. 27  |Lebanon 147.237.77. 216 |dover.i df.i |l D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 2
192. 198. 151. 43 |Eur ope 147. 237.72. 166 |aka. i df . i | m“;grii dzfefd”'\fr:a?%‘;hﬁ; d';fo;ul (. aspx B ock 1
66.249.76.75 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
176. 13. 16. 226 |l srael 147.237.77.243|nobi l e. i df . i | Dstributed Suspicious Response Code B ock 1
212.76.123.97 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
109. 253. 211. 63 [l srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - (pen Mde None 1
77.138. 193. 197 |France 147.237.72.166 |aka. i df . i | m“;:;rii éfeﬂ I'\ﬁ:;i'?s Spﬁn; o maspe B ock 1
192. 198. 151. 45 |Eur ope 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 192.198. 151. 45 |[B ock
66.249.76.83 |Israel 147.237.77.216|dover. i df . il Mil tipl e Uhauthorized URL Access from 66. 249. 76. 83 B ock
84.110. 36. 57 | srael 147.237.0.16 I’T|y|- kosher-kravt. Tl mu;;-oll’gszh(ae?-t?;vfffzfs.si Itlot enpl at es/ | ogi n/ | ogi n. aspx Bl ock !
66.249. 81. 218 |[lsrael 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on ww idf.il/error. htm B ock 1
Uhaut hori zed URL Access to
66. 249. 69. 108 |l srael 147.237.77. 176 |nat pash. i df . i | wan cogat . i df . i 1/ useful i nformati on/ i dkoni ni pages/ 08032011suf a. asp |Bl ock 1
X
156. 202. 181. 99 |Egypt 147.237.77.216|dover.idf .il Admin Bl ocki ng B ock 1
78.101. 181. 100 |Gt ar 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
66.249.76.83 |lIsrael 147.237.77.216|dover.idf.i Lhaut hori zed UR. Access to waidf.il/atal 1/izkor/viewingtop.asp |B ock 1
2.53. 49. 186 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
185. 32. 179. 219 [l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
87.70.60.100 [Israel 147.237.77. 216 |dover. i df . i | chaut gfo_rii Izle:avﬁif‘:;ff;pf s/ honepage. asp Bl ock 1
69.159. 49.55 |Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka. idf.il/ishurimimain/ B ock
185.89.85.31 |Lebanon 147.237.77. 216 |dover.i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
Uhaut hori zed URL Access to
66.249. 69. 112 |l srael 147.237.77. 176 |nat pash. i df . i | wan cogat . i df . i 1/ usef ul i nf ormat i on/ i dkoni ni pages/ 02. 02. 2011yezo. a |B ock 1
spx
156. 202. 181. 99 |Egypt 147.237.77. 216 |dover. i df .i | PHP Attenpt B ock 1
79.179. 162. 215 [l srael 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
66. 249. 76. 115 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
198. 48. 157. 79 |Canada 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
2.53.51.132 I srael 147.237.72. 156 [aman. i df . i | D stributed Uhaut hori zed URL Access on v aman. i df.il/favicon.ico |B ock 1
185.89.85.24  |Lebanon 147.237.77.216|dover.idf.i |l D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
91.118.93.84 |Austria 147.237.72. 156 [aman. i df . i | D stributed Uhaut hori zed URL Access on v anan. i df .il/favicon.ico |B ock 1
185. 120. 124. 44 | srael 147.237.77.74 |lawidf.il mult Z&r: éfefji I%or?g(():leglscct)roe/ doc. mur/ doc._mur . asp B ock 1
66.249.76.31 |Israel 147.237.77. 243 |nobi | e. i df . i | x;ﬂt g cl’rd'fz‘f? /t’;egpgrcyim S e/l st chi | ddocurent &/ 1684 Bl ock 1
156. 202. 181. 99 |Egypt 147.237.77. 216 |dover.i df . il Unaut hori zed LRL Access to waw i df.il/ar/inurl:/admn/login. php Bl ock 1
79.180. 205. 217 [I srael 147.237.76.31 |nakchal . i df . i Porae or Tpe Mol & on search It aspx Bl ock 1
207.46.13.9 Lhited Sates [147.237.72.166|aka.idf.il D stributed Unaut horized URL Access on 147.237. 72. 166/ B ock 1
77.138.22.137 |France 147.237.72. 166 |aka. i df . i | 3];; ;]i(:uit d‘?qiwi&‘f 2/0;;5; Method for Knoun LRL on Bl ock 1
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