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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
82.80.78.2 | srael 147.237.77.176 nat pash. i df . i | B ack List drop 9
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
180. 97. 106. 37 Chi na 147.237.76. 148 ggcenter. aka.idf.il|B ack List drop 1
180. 97. 106. 37 Chi na 147, 237.76. 196 e.sviva.idf.il B ack List drop 1
111. 185. 237. 96 Tai wan 147.237.76. 196 esviva.idf.il JLM Under Attack Con_Tcp drop 1
180. 97. 106. 37 Chi na 147.237. 76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
151. 80. 31. 165 France 147. 237. 76. 200 eitan.aka.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
164. 132. 161. 86 Italy 147. 237. 76. 200 eitan. aka.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
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|Top Attackers In ID|

Attacker Address
162. 213. 1. 246
52. 32. 89. 208

|Tar get Address
147.237.77. 216

147.237.77. 216

Attacker Qountry
Lhited Sates
Lhited Sates

dover.idf.il

Signature

Tehila - Perl LW with fake user agent

dover.idf.il

Xenu Link Seuth User Agent
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 19. 86. 112 | srael 147.237.72. 167 ishurimakaidf.il [drop First packet isn't SIN |drop 11
2.54.104. 205 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 10
213.99. 35. 115 Spai n 147.237.72. 156 anan.idf.il drop First packet isn't SIN |drop 5
85. 130. 231. 236 | srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 4
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
188. 227. 239. 66 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 2
176. 13. 248. 53 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 223. 6 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il drop drop 1
167. 250. 16. 0 Brazil 147.237.0. 35 akaws. idf.il dr op drop 1
109. 64.91. 77 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
185.120. 126. 15 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 1
141.212.122. 98 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147. 237.76. 30 hi nush.idf.il drop SAMrul e drop 1
109. 253. 135. 173 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
141.212.122. 99 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
46.117.182. 13 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
176.13. 23. 134 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 198. 222 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
141. 212.122. 104 Lhited Sates 147.237. 0. 200 nu.idf.il dr op drop 1
79. 180. 41. 28 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
176. 13. 242. 37 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 1
109. 253. 203. 139 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
141. 212. 122. 105 Lhited Sates 147.237. 0. 200 mu. i df .| drop drop 1




08-21-2016-20:04:08 to 08-21-2016-21:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.55.173. 201 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 241
83.130. 66. 11 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 117
37.26.146.195 |[Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 50
37.26.146.171 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 20
46.19.85.7 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
37.26.146.219 |[Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 10
2.53.20.216 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 8
77.138.138.166 |France 147.237.72. 166 |aka. i df . i | mt ;I'(:‘ftd?dlwf‘m‘ft:f’;;ﬁ /'\\ftec;gy;ﬂrplzns‘;’)‘(" L on Bl ock 7
185. 32.179. 106 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 3
105. 203. 254.7  |Egypt 147.237.77.216|dover . i df .i | D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 3
105. 203. 254. 12 |Egypt 147.237.77.216|dover. i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover . i df .i | Mil tipl e Unaut horized URL Access from 66.249. 76. 83 Bl ock 2
109. 253. 243. 215|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
157. 55. 39. 38 Uhited Sates [147.237.77.216|dover.idf.il Distributed Waut horized URL Access on waw idf.il/error.htm B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover . i df .i | Distributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 2
64.62.219.166 |[Lhited Sates [147.237.77.216|dover.idf.il O stributed Lhauthorized UR. Access on wwwvidf.il/error. htm B ock 1
89.138.190.55 |[Israel 147.237.77.216|dover. i df . il Mil tiple Untraceabl e SSL Sessions from89. 138. 190. 55 ((pen Mode) None 1
66. 249. 65. 168 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm Bl ock 1
157.55.39.190 |Uited Sates [147.237.72. 166|aka.idf .il Uhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
64.62.219. 71 Uhited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
105. 203. 254. 4 |Egypt 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to ww i df.il/894-ar Bl ock 1
79.176.88.206 |lIsrael 147.237.77.216|dover . i df . i | PHP At t enpt B ock 1
109. 65. 147. 109 |l srael 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.102.6.161  [Lhited Sates |147.237.72.166|aka. i df .i | m”;?:rii dﬁjl }\ﬁ;jh:,dsag/‘:ﬂo;waysl . aspx Bl ock 1
89.138.190.55 |[Israel 147.237.77. 216 |dover . i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
46.19. 85. 49 I srael 147.237.72. 166 |aka. i df . i | Sjarwa'at;elr df%??/?ali{)/:a(:hii/?lgiis?r ot onwi 2 e st e . aspx None 1
77.138.243.23 |France 147.237.72. 156 |aman. i df . i | Ostributed Lhauthori zed LRL Access on www anan. i df .il/favicon.ico B ock 1
66.249.69.116 I srael 147.237.77.176 @t pash. i df . i | mufzgggtl .Ziegf u|:T_/ Sggfjlsl rt1foor nat i on/ i dkoni ni pages/ 01022011t ut i m aspx Bl ock !
176.13.17.176 |l srael 147. 237.72. 166 |aka. i df . i | L'ulrigei]/ i?’;geeg’?ing:ag:;f;oibgcﬁi/ fm’j W kapat 2/ /1 es#012 Bl ock 1
64. 62. 219. 76 Uhited Sates [147.237.77.216|dover.idf.il Distributed Waut horized URL Access on waw idf.il/error.htm B ock 1
105. 203. 254. 6  |Egypt 147.237.77.216|dover . i df . il Distributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 1
79.176.88.206 |lsrael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp B ock 1
66.249. 64. 142 [Israel 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock 1
46.19.85.110  |[israel 147.237.72. 166 |aka. i df . i | \Amm:v”;k‘“; izaf“.?rl'ftn;r Ncéégﬁiit;aggffg:."’:isgfcr’hsa‘:har$Ct'51 in None 1
89. 237. 68. 93 France 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock
79.176.32.168 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df . i/ nai n/ sachar/ undefi ned B ock 1
66.249.76.47  |Israel 147.237.72. 166 |aka. i df . i | amkguf gfo rii IZ/er?h IﬁL mf‘;f;f; L oo behandaa, org Bl ock 1
64. 62. 219. 98 Uited Sates [147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 1
80. 246. 133. 148 I srael 147.237.77. 234|hal ag.i df . i | ?4? r2i3$l.n7$é2?217?;:32572?1"1%/&??55 fgi . Bl ock 1
66. 249. 76. 98 I srael 147.237.72. 156 |anan. i df . i | D stributed Whaut horized URL Access on list.ips.gov.il/robots.txt Bl ock 1
66.249. 65. 163 [l srael 147.237.76. 147 |chi nuch. aka. i df . i|D stributed Waut hori zed URL Access on waw chi nuch. aka. i df . i|/404. ht m |Bl ock 1
46.116.198. 123 |Israel 147. 237. 72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
105. 203. 254. 1  |Egypt 147.237.77.216|dover.idf . il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
79.176.88.206 |lsrael 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 79. 176. 88. 206 B ock 1
66.249.76.83  |Israel 147.237.77. 216 |dover. i df . i | mir (ijfb.“itﬁdatl;ﬁjti Zigifsfeﬁw&;e;s on Bl ock 1
199. 30.24.208 |lnited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 1
105. 203. 254. 11 |Egypt 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
64.62.219.165 |[Wited Sates |147.237.77.216|dover.idf.i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
74.6.53. 161 Lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/wp-admin/ Bl ock 1
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