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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
185. 3. 144. 115 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 5
46. 210. 242. 116 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 3
213.151. 39. 30 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
78.182. 140. 112 Tur key 147.237.76. 30 hi nush.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
78.182. 140. 112 Tur key 147.237.76. 44 e.refuah.idf.il B ack List drop 1
69. 172. 200. 236 Lhited Sates 147.237.76. 34 yohal an.idf.il Invalid TGP H ags drop 1
180. 97. 106. 161 Chi na 147.237.76. 201 e atal.idf.il B ack List dr op 1
78.182.140. 112 Tur key 147.237.76. 34 yohal an.i df.il B ack List drop 1
109. 65. 77. 151 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
69. 172. 200. 236 Lhited Sates 147.237.77. 61 e.cogat.idf.il Invalid TGP H ags drop 1
180. 97. 106. 162 Chi na 147.237.76. 177 ncore.idf.il B ack List drop 1
78.182. 140. 112 Tur key 147.237.76. 38 eeneitav.idf.il B ack List drop 1
69. 172. 200. 236 Lhited Sates 147.237.0. 35 akaws. i df . il Invalid TGP H ags dr op 1
180. 97. 106. 161 Chi na 147.237.76. 42 refuah.idf.il B ack List drop 1
69. 172. 200. 236 Lhited Sates 147.237.77. 205 prisha.idf.il Invalid TGP H ags drop 1
78.182. 140. 112 Tur key 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
69. 172. 200. 236 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
180. 97. 106. 161 Chi na 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
91.121. 109. 55 France 147.237.77.216  |dover.idf.il CL000074: HTTP. maj estic bot Per nit 18
91.121. 109. 55 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per it 5
91.121.109. 55 France 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per mt 4
91.121. 109. 55 France 147.237.77.226  |waw. chanmat z. aka. i df . i | CL000074: HTTP. maj estic bot Per nit 3
46.4.116. 197 Ger nany 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per it 3
91.121.109. 55 France 147. 237.76. 31 nakchal .idf.il C1000074: HITP. naj estic bot Per mt 2
91.121. 109. 55 France 147.237.76. 42 refuah.idf.il CL000074: HTTP. maj estic bot Per nit 2
91.121. 109. 55 France 147.237.0. 34 tikshuv.idf.il C1000074: HTTP. naj estic bot Per it 2
91.121. 109. 55 France 147.237.76.200 |eitan.aka.idf.il C1000074: HITP: naj estic bot Per it 2
91.121. 109. 55 France 147. 237.76. 30 hi nush. i df.il CL000074: HTTP. maj estic bot Per nit 2
151. 80. 31. 104 France 147. 237.76. 42 refuah.idf.il Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

186.154.34.9  |147.237.72. 166 |Col onbi a aka.idf.il GPL SCAN nmap TCP 4
162.213.1. 246 |147.237.77.216 |lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 4
37.143.82.50 [147.237.76.31 [Netherlands nakchal . idf.il ET SCAN NVAP -sS w ndow 1024 1
5 35 17 12 147 237, 0.34 |USSian Cikshuv.idh il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
173. 208. 249. 36 |147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
110,35 205. 68 147 237 76,31 |KOrea Republic [ o o o ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
94.102. 48.195 |147.237.77.74 |[Netherlands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.228.207.18 |147.237.77. 205 |Ger many prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237.0.34 [Ger many tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.143.82.50 |147.237.76.31 [Netherlands nakchal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
37.143.82.50 |147.237.76.31 [Netherlands nakchal . i df.il ET SCAN NVAP -f -sS 1
173. 208. 249. 36 [147.237. 77. 121 |Uhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
173. 208. 249. 36 |147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN NVAP -f -sS 1
123. 206. 73. 185 [147.237.0.34 [China tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 195 |147.237.77. 170 [Net her | ands maarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
89. 139. 69. 247 [147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
46.228.207.18 |147.237.77. 178 |Ger many ematpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.228.207.18 |[147.237.0.15 |Ger many kosher-kravi .idf .i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
178. 154. 18. 96 Bel arus 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 9
46.19. 86. 112 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't SN drop 7
213.8.79.33 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 6
46. 120. 44. 143 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 6
66.249. 81. 178 Eur ope 147.237.77. 74 lawidf.il drop First packet isn't SN drop 5
109. 253.131. 3 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 4
109. 253. 141. 19 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't SYN drop 3
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
109. 253. 209. 94 | srael 147.237. 72. 156 anan.idf.il dr op First packet isn't SYN drop 2
176. 13. 8. 223 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't SYN drop 1
176. 13. 251. 19 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
216.243.31.2 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
176. 13. 227. 150 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
176. 13. 228. 3 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SN drop 1
186.154.34.9 Gol onbi a 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 1
109. 253. 213. 86 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
176. 13. 242. 238 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
176. 13. 8. 223 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
176. 13. 244. 52 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
2.53.20.216 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 202
46.117. 60. 64 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
183.27.50.250 [China 147.237.77.176 [mat pash. i df . il  |Miltiple Wnauthorized UR. Access from 183.27.50. 250 Bl ock 15
183.27.50.250 |China 147.237.77. 176 |mat pash. i df . i | PHP Att enpt B ock
41. 47. 85. 152 Egypt 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock
157. 55. 39. 38 g];::: 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 3
46.210. 143. 139 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
84.108.24.107 [israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
131. 253. 25. 202 g‘;tt:: 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
2.55.17. 144 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.55. 145. 211 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
109. 253. 158. 214|I srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 2
77.138.69.157 |France 147.237.72. 156 |anan. i df . i | O stributed Waut hori zed UR. Access on www anan. i df . il /favi con.ico B ock 1
66.249. 66. 188 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ | ayout . css B ock 1
208. 115. 113. 89 g;g: 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wan i df.il/irag/ english/info09. asp B ock 1
84.108.83. 1 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Request Content Type text/ping B ock 1
66.249.81.215 |[Israel 147.237.77. 216 |dover.idf .il D stributed Unhaut hori zed URL Access on waidf.il/error.htm B ock 1
183.27.50.250 |Chi na 147.237.77. 176 |nat pash. i df . i |  [Wauthorized URL Access to www cogat. idf.il/index.asp B ock 1
109. 64. 44. 186 |l srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
. . Unknown Paraneter id in
77.138.194.86  [France 147.237.72.166 [aka. i df . i | wv aka. i df . i |/ mai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx None !
213.151.35.221 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wan aka. i df.il/mai n/ har edi mi gener al . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.69. 112 I srael 147.237.77. 176 [mat pash. i df . i1 {00 oo i i1/ usef ul i nf or nat i ony i dkoni i pages/ 10012011yezu. aspx Block |1
46. 19. 85. 198 I srael 147.237.76.42 |refuah.idf.il Abnornal |y Long Request request version B ock 1
. - D stributed Lhaut hori zed URL Access on
84.111.138.183 |lsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
69. 28. 88. 179 g;g: 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
199. 30. 25. 171 ;h;:ee: 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized UR. Access on waw idf.il/error.htm Bl ock 1
109. 66. 36. 33 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gius B ock 1
79.183.34.10  |Israel 147.237.72. 166 |aka. i df . i | lllegal Byte Qode Character in LR /main/kapatz//res#012 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ si p_st orage/ fil es/ 4/ 70454. pdf |B ock 1
. . Unaut hori zed Met hod HEAD for
178. 63. 101. 134 |Ger many 147.237.72.166 |aka. i df . i | ww aka, i of .1/ turi ndaspl di spl ayonesol di er . asp B ock 1
I11egal HITP Version ASP. NET_Sessi onl d=ueqvqr evnbf zpb55f pkui f 45;
46.19. 85. 198 | srael 147.237.76.42 |refuah.idf.il __atuvec=1%C30%2C0% C3192CO% C32%2 C0% C33%2C1% C34; B ock 1
__atuvs=57b9d4ad7af 6173000
85.64.176.172 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
77.138.8.92 France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut hori zed Method for Known URL from 77.138. 8. 92 B ock
. - Unaut hori zed URL Access to
66.249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ shared/ ol i ent scri pt s/ cl i ent scri pts. | s B ock 1
204. 79. 180. 193 gﬁ;ttg: 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/milui nitenpl ates/hone.asp  |B ock 1
109. 66. 177. 83 | srael 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to waw i df.il/resource/userfol | owesource/create/ |B ock 1
84.94.61.63 I srael 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Met hod HEAD for aka.idf.il/main/giyus/| ogin. aspx Bl ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed URL Access on ww i df.il/atal 1/izkor/vi ew i ng. asp |B ock 1
Mal formed URL
46. 19. 85. 198 | srael 147.237.76.42 |refuah.idf.il _pk_id.118. fd1c=09c1807c6792a303. 1463933483. 4. 1469442248. 1469442 |B ock 1
248. ;
- . Doubl e URL Encoding - paraneter: search in
85. 130. 187. 199 |l srael 147.237.72.166 |aka. i df . i | vaw aka i of i |/ i 1V gi yus/ pri ot hand er 1. asnx/ sear ch B ock 1
. . Unaut hori zed Met hod PCST for
77.138.8.92 France 147.237.72.166 |aka. i df . i | wn aka, i df . i | / mai 1/ gi yus/ yahash/ sheel on. aspx B ock 1
. . Unaut hori zed URL Access to
66.249.66.185 I srael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
208.115.111. 71 g“;:s 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
31.210.188.18 [Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
. . Unaut hori zed URL Access to
66.249.76.117  |Israel 147.237.77. 216 |dover . i df .il 147. 237, 77. 216/ 1133- 20135- he/ i df gdover . aspx Bl ock 1
Unknown HTTP Request Method 22%D;, in URL
46. 19. 85. 198 | srael 147.237.76.42 |refuah.idf.il _pk_id.118. fd1c=09c1807c6792a303. 1463933483. 4. 1469442248. 1469442 |B ock 1
248.
91.118. 93. 84 Austria 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico B ock 1
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