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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
168. 235. 207. 77 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 6
120. 132. 50. 135 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 4
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 3
176. 13. 3. 130 I srael 147.237.77. 216 dover. i df il TQP handshake violation, first packet mot 1

syn

m ny- kosher - kravi . i df . i

183. 60. 48. 25 Chi na 147.237.0. 17 |

JLM Purple_Con_Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature

Devi ce Action |Oount
213. 180. 89. 124 Sweden 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 46. 74 Lhited Sates 147.237.77. 233 atal.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
173. 208. 157. 186 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per it 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
213.180. 89. 124 |147.237.77. 74 |Sweden lawidf.il SQ Injection - Select From 9
184.168. 46. 74  [147.237.77.233|Wited Sates atal.idf.il QA Injection - Select From 8
162.213.1.246  [147.237.77.216|W0ited Sates dover.idf.il Tehila - Perl LWP with fake user agent 4
80. 246. 137. 224 |147.237.72. 167 |I srael i shurimaka.idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
95.215.60.214 |147.237.77.205|%ai n prishaidf.il ET SCAN Potential SSH Scan 1
189. 168. 57. 217 [147.237.8.28 |Mexi co e.nobi | e-ks. i df.il ET SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
58. 218. 204. 245 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
180.97.215.30 [147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 [147.237.76.198|hi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
180. 97.215.30 |147.237.76.30 [China hi nush. i df . i ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147.237.76.38 |China e.enmeitav.idf.il ET SCAN Potential SSH Scan 1
151. 242. 27.185 |147.237.77.19 :é?gi)”'z'i’fm l awforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
123. 206. 73. 185 |147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.133.0.18 147. 237. 76. 200 |Pol and eitan aka.idf.il ET SCAN Potential SSH Scan 1
109. 64. 92. 133 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.133.0.18 147.237.0.34 |Poland tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 197. 206. 193|147. 237. 8. 46 |Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.215.60.214 [147.237.8.50 |[ain e tikshuv.idf.il ET SCAN Potential SSH Scan 1
66.249.66. 179 |147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 204. 245 |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
180.97.215.30 |147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |[147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |[147.237.76.31 [China nakchal . i df il ET SCAN Potential SSH Scan 1
123. 206. 73. 185 |147.237.0.35 |China akavs. i df.il ET SCAN NMAP -sS wi ndow 1024 1
31.133.0.18 147. 237. 76. 201 |Pol and e.atal.idf.il ET SCAN Potential SSH Scan 1
123. 123. 119. 180|147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NMAP -sS w ndow 1024 1
31.133.0.18 147. 237. 76. 196 |Pol and esvivaidf.il ET SCAN Potential SSH Scan 1
104. 197. 206. 193|147. 237. 8. 46 |Lhited Sates e. chinuch.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
88. 202. 218. 245 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il drop SAMrul e drop 54
46.120.77.7 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 46
168. 235. 207. 77 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 25
185. 101. 236. 45 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 13
80.178.208. 176 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 6
179. 24. 156. 16 Ur uguay 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
109. 253. 158. 8 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
46.19. 86. 193 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
77.138.127.80 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
213.8.204. 30 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
109. 65. 62. 245 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 3
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
66. 249. 81. 215 Russi an Federation 147.237.77. 234 hal ag.idf .il drop Frst packet isn't drop 2
176.13.13. 15 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 2
80. 179. 96. 90 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
162. 213. 1. 246 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
100. 92. 108. 19 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 2
77.139.79. 110 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
81.218.101. 3 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
66. 249. 81. 221 Eur ope 147.237.77. 234 hal ag.idf .il drop Frst packet isn't drop 2
77.139.170. 254 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
134.191. 232. 69 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
87.70.65. 141 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
5.29. 84.197 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
79. 203. 84. 84 Ger many 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
141.212.122. 98 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
90. 90. 1. 68 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
46. 19. 86. 36 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
66. 249. 81. 218 I srael 147.237.77. 234 hal ag.i df il drop First packet isn't drop 1
185. 125. 4. 222 Pol and 147. 237. 76. 200 eitan aka.idf.il drop SAMrul e drop 1
216. 218. 206. 90 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 13. 192 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 1
123. 59. 54. 182 Chi na 147.237.0. 33 idf.il drop drop 1
192.198. 151. 43 Eur ope 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.76. 34 yohal an.i df .il dr op drop 1
176. 13. 250. 213 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
74.82.47.28 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176.13.3. 34 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
141.212.122. 97 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 3. 83 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
109. 253. 137. 211 | srael 147.237.77. 243 nobi | e.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185. 32.179. 232 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 33
109. 253. 140. 129|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
109. 253. 199. 233|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.138.224.31 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurindmain/ B ock 3
109. 253. 138. 134/l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
46.19.86. 71 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
65.55.210.215 |lhited Sates |[147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 2
2.53. 160. 84 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
77.139. 20. 40 France 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 2
207.46.13.126 |Wited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/tiznoret/gallery/ None 1
2.55.191.162  |Israel 147.237.72.166 |aka. i df . i | mn;’k‘”; I??Tftn;r nf;i' ngit;qéﬁ;‘:(hw n$TochenM acetbl der $btnSave in o 1
79.177.17.235 [Israel 147.237.77. 216 |dover.idf . il Distributed Unauthori zed URL Access on waw idf.il/https: /v idf.il/ B ock 1
66.249. 66,177 | srael 147.237.77. 216 |dover . i df . i | mir(i,ﬁlfﬁdatjﬁ rz'igr/zsidex}ng@:sess on Bl ock 1
109. 65. 62. 245  |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
70.215.9.35 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for v aka.idf.il/mlui mitenpl ates/inner.asp |B ock 1
31.210.188.18 |[Israel 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 1
79.177.38.9 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 69. 108 I srael 147.237.77. 176 |nat pash. i df . i | muigg;' .Ziegf e L i ot e/ pages qdgsdgs. aspx Bl ock 1
195. 160. 242. 40 |l srael 147.237.76.31 |nakchal .idf.il [Uhauthorized HTTP Met hod B ock 1
109. 67. 161. 138 |Israel 147.237.77. 234 |hal ag. i df . i | multogfrs'tlzssd e O o 5 storage Bl ock 1
77.138.224.31 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.138.224. 31 B ock 1
129. 56. 2. 38 Ngeria 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ adm n/ confi g. php B ock 1
79.179.193.88 |[Israel 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
2.53.36. 80 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
204.79.180.61 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/niluindtenpl ates/inner.asp Bl ock 1
109.253.134.9  |Israel 147.237.77. 176 [mat pash. i df . i|  |Uhauthorized URL Access to www cogat.idf.il/894-ar B ock 1
157. 55. 39. 38 Uhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 1
82.166.42.46  |Israel 147.237.72. 166 |aka. i df . i | aul:;qodvf\'f irf;;"stsjch;'g:;ﬁ 'pg?:gé’:w n$cphSachar $ct 09 in None 1
66.249.81.215 [Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ i nages/ shared/ bul l et 1. gif  [B ock 1
204.79.180.178 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for waw aka. i df.il/mai n/ kapat z/ defaul t.aspx |B ock 1
66.102.9. 8 Lhited Sates |147.237.72. 156 |aman. i df.il Lhaut hori zed URL Access to www aman. i df.il/favicon.ico Bl ock 1
157.55.39. 110 |Wited Sates [147.237.77.216|dover.idf.i | Distributed Waut horized URL Access on waw idf.il/error. htm B ock 1
85. 115. 52. 201 z‘i;;gom 147.237.72. 166 |aka. i df . i | m;&:ﬂt;féith :/0;;5:; Method for Known LRL on B ock 1
67. 6. 156. 60 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Method POST for wwwy aka. i df . i|/mai n/ gi yus/ bookl ets. aspx  |B ock 1
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