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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
82.166.198. 101 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111. 1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il|B ack List drop 1
107. 150. 53. 170 Lhited Sates 147.237.76. 198 e.yohal an.idf.il|B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 201 e atal.idf.il B ack List drop 1
121. 52. 223. 228 Chi na 147.237.77.179 e.nazi.idf.il JLIMPurple Gon Linit Htp drop 1
62. 90. 16. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
172.98. 67. 35 Canada 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action ‘Oount |
178.137. 160. 45 |Ukrai ne 147.237.77.170 |mmarachot.idf.il C1000016: HTTP. adninistrator in UR Pernit 7
178.137.160. 45 |lkrai ne 147.237.77.176 |mat pash.idf.il C1000016: HTTP: administrator in UR Pernit 4
5.9.87.111 Ger many 147.237.76.86 [navy.idf.il C1000074: HTTP. maj estic bot Per it 2
51. 255. 65. 19 France 147.237.76.200 |eitan. aka.idf.il Cl000146: HITP. AnrefBot craw er B ock 1
213.57.80.226 |Israel 147.237.77.216 |dover.idf.il 13840: TLS. (penSSL Heartbeat Packet Bl ock 1
106. 38. 241. 105 [Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per nit 1
151. 80. 31. 107  |France 147.237.77.226 |[wawv chanmat z. aka. i df.i| |[Cl000146: HTTP. AhrefBot craw er B ock 1




08-21-2016-14:04:04 to 08-21-2016-15:04:04

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qount ry

|Signature

162. 213. 1. 246 147.237.77. 216 |Lnited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 2
91.125.184.101 |147.237.77.176 |ULhited Ki ngdom nat pash. i df . i | Tehila - Perl LWP with fake user agent 2
82. 81.73.59 147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 2
94.102. 48. 195 147.237.0.19  [Netherl ands nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.54.81 147.237.77. 216 |Israel dover.idf.il portscan: TCP Distributed Portscan 1
91.125.184.101 |147.237.77.74 |ULnited K ngdom lawidf.il Tehila - Perl LWP wth fake user agent 1
213.6.3.25 147.237.77. 216 |Palestinian Territory, Qcupied |dover.idf.il portscan: TCP DO stributed Portscan 1
87.70.0. 214 147.237.77. 216 |Israel dover.idf.il portscan: TCP Distributed Portscan 1
212.25.65.226  [147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
85. 250. 82. 19 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.76.176 |Wited Sates test.ncore.idf.il ET DRP Dshiel d B ock Listed Source 1
80. 246. 133. 188  [147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 93. 94 147. 237.72. 166 |Eur ope aka.idf.il portscan: TCP DO stributed Portscan 1
122.72.53.188  |147.237.0.17  |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
58.218. 204. 245 [147.237.0. 16 Chi na ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
109. 66.52. 121  |147.237.72. 166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 26 147.237.77.216 |Israel dover.idf.il portscan: TCP Distributed Portscan 1
95. 215. 60. 214 147.237.0. 17 Sain mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
2.55.153. 105 147.237.72.166 |lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.37.233 147.237.77.216 |Israel dover.idf.il portscan: TCP Distributed Portscan 1
213.57.30.167  |147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
91.121.220.181 |147.237.77.176 |France nat pash. i df . i | ET WEB SERVER Fake (oogl ebot UA 1 I nbound |1
212.25.102.63  [147.237.72.166 |lIsrael akaidf.il portscan: TCP Distributed Portscan 1
85.250.121.22  |147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
201.150. 38. 110  |147.237. 77. 243 |Mexi co nobi | e.i df il ET SCAN NVAP -sS w ndow 3072 1
192.117. 174. 106 |147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
77.124.27.108  |147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
159. 20. 106. 62 147.237.72.166 |Iran, Islanic Republic of aka.idf.il portscan: TCP DO stributed Portscan 1
61.163.35.221  [147.237.76.197 |China e. hinush. i df .il ET SCAN Potential SSH Scan 1
109. 67. 124. 175 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 121 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
104.227.17.3 147.237.0.19  |lhited Sates madi matal .idf.il WEB-Gd redirect access 1
46. 19. 85. 134 147.237.72.166 |lIsrael akaidf.il portscan: TCP D stributed Portscan 1




08-21-2016-14:04:04 to 08-21-2016-15:04:04

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
141. 0. 14. 147 Eur ope 147.237.77. 74 lawidf.il dr op First packet isn't drop 48
91.195. 162. 254 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 36
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 33
212. 235. 98. 139 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 32
138.134.192. 10 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 18
82.166. 198. 101 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 15
46. 19. 85. 86 | srael 147.237.76. 86 navy.idf.il dr op First packet isn't drop 9
95. 35. 146. 237 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
192. 116. 240. 154 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
46. 19. 86. 89 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
62. 16. 67. 249 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
109. 253. 136. 58 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
109. 253. 150. 232 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 64. 164. 116 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
109. 64. 165. 134 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
85. 130. 249. 166 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 2
38. 111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
40.77.167. 64 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 237. 160 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 192. 104 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.77. 227 e hanaz.idf.il dr op SAMrule drop 1
109. 253. 205. 251 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
82.166. 198. 101 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.77. 235 sviva.idf.il dr op SAMrule drop 1
134.191. 232. 68 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
176.13. 1. 255 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
74.82.47.50 Lhited Sates 147.237.0. 35 akavs. i df .i dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46. 19. 85. 237 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 126
46. 19. 85. 154 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
37.26.149.252 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 7
217.132.61.200 |lsrael 147.237.72. 156 |anan. i df . i | Suspi ¢i ous Response Code B ock 7
80. 246. 136. 234 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
212.199.224.24 |israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 212.199. 224. 24 B ock 5
62.90.100.121 | srael 147. 237.72. 166 |aka. i df . i | Distributed Lhauthorized Mthod for Known LRL on Bl ock 4
viwv aka. i df . i | / mai n/ gi yus/ gener al . aspx
194. 114. 146. 227|I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
46. 19. 86. 57 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
208.115.111. 72 |thited States |[147.237.76.86 [navy.idf.il Mil ti pl e Uhaut hori zed URL Access from 208. 115. 111. 72 B ock 2
208.115.111.72 |thited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orumasp |B ock 2
72.9.148.10  |United Sates |147.237.72.166|aka. i df .il Distributed Lhauthori zed Method for Known LR. on B ock 2
wwy aka. i df . i | / mai n/ gi yus/ gener al . aspx
212.150.83.94 |[Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 212. 150. 83. 94 B ock 2
89.139. 102. 203 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13. 11. 20 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
95. 86. 87. 187 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Bte QGode Character in URL B ock 2
. . DO stributed Lhaut hori zed URL Access on
109. 226.15. 48 [l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
68.180.228.185 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/newsite/english/docunents.asp |B ock 1
62.90.100.121 [israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 62.90. 100. 121 B ock 1
. . Unaut hori zed URL Access to
212.179.21.194 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel fi | es/ 8/ 1668. doc B ock 1
5.28.171.118 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
- . Unaut hori zed URL Access to
192. 116. 240. 154/I sr ael 147.237.77. 216 (dover. i df . i | 147. 237. 77. 216/ 1133- 20477~ he/ dover . aspx Bl ock 1
66.249.76.106 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/mluimdtenpl ates/ Bl ock 1
157.55.39. 145 |uited Sates [147.237.77.233|atal .idf.il Abnornal |y Long Request URL B ock 1
62.90.100.121 | srael 147.237.72.166 |aka. i df . i | thaut hor i zed et hod HEAD for B ock 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ at uda. aspx
212.179. 226. 179/l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka.idf.il/main/scripts/css3pie. htc B ock 1
] . . Unknown Paraneter _ VI EASTATEENCRYPTED i n
8.37.225. 174 Wited Sates [147.237.72.166|aka.idf.il v aka. i df i |/ rai v gj yus/ None 1
. . DO stributed Lhaut horized URL Access on
82. 166. 84. 16 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Doubl e URL Encodi ng - paraneter: cat!|d¥%Qu003d58624 in
66.249.76.112 |[Israel 147.237.72. 166 |aka. i df . il v aka. i o i |/ nai v gi yus/ general . aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il Mitiple Illegal Byte Qode Character in Method from169. 229, 3. 91 B ock 1
77.138.173.202 |France 147.237.72. 156 [aman. i df . i | D stributed Uhaut hori zed URL Access on v anan. i df .i|/favicon.ico B ock 1
66.102.9.19 Lhited Sates [147.237.72.156|anan.idf.il Unaut hori zed URL Access to ww aman. idf.il/favicon.ico B ock 1
194. 114. 146. 227|I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 112 B ock 1
52.16.137.212 |ireland 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to / B ock 1
212.150.83.94 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to v aka.idf.il/sip storagel/files/4/ B ock 1
2.53.34.28 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
77.139.203.85 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurim B ock 1
66.249.65.177 |lsrael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to v i df.il/newsitel english/Iinks. asp Bl ock 1
213. 8. 53. 102 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
194. 114. 146. 227l srael 147.237.77. 216 |dover.i df . i | Mil tipl e Whaut horized URL Access from 194. 114. 146. 227 B ock 1
37.46. 41. 196 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/mai n/sachar/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.76.112 |l srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ mobi | f mai 1V gi yus/ gener al . aspx Bl ock 1
. . Unaut hori zed URL Access to
212.150. 167. 29 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df i | /gi yushtt ps: / mai n/ hore/ def aul t . aspx Bl ock 1
2.53.191. 46 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
. . SS. Uhtraceabl e Gonnection - Protocol violation
192. 116. 96. 192 |l srael 147.237.72. 166 |aka. i df . il (SSL OONN CLI ENT HELLO) None 1
. . Unaut hori zed Met hod HEAD for
79.177.239. 233 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rai n/ gi yus/ ki osk/ ki osk. aspx B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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