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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 244
207.232. 36. 181 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 158
2.53.169. 74 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
125. 64. 94. 200 Chi na 147.237.76. 202 e halag.idf.il B ack List dr op 1
82. 80.217.70 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 34 yohal an.idf.il B ack List drop 1
125. 64. 94. 200 Chi na 147.237.76. 176 test.ncore.idf.il |Back List drop 1
188. 219. 39. 3 Italy 147.237. 76. 147 chi nuch. aka.idf.il |L4 Source or Dest Port Zero dr op 1
125. 64. 94. 200 Chi na 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
188. 219. 39. 3 Italy 147.237.76. 148 ggcenter.aka.idf.il|L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |C0unt

178. 137. 160. 45 Lkr ai ne 147. 237. 76. 42 refuah.idf.il |Cl000016: HITP: adnministrator in R Per it 8
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
109. 253. 243. 33 |147.237.77. 216 |I srael dover.idf.il GPL SCAN nmap TCP 250
188. 120. 148. 243|147. 237. 77. 216 |I srael dover . idf.il portscan: TGP D stributed Portscan 2
159. 224. 254. 125|147. 237.0.16  |lkrai ne ny- kosher-kravi .idf.il ET K}AN Behavi oral Lhusual | y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
31.210.187. 112 |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
134.191.232. 70 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
31.154.53.142  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
213.8.204. 33 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.53.162.6 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 65. 119. 34 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
104.227.112. 24 (147.237.0.19 |Wited Sates [nadimatal .idf.il VEB- O3 redirect access 1
185. 110. 132. 201|147. 237. 77. 176 |kr ai ne mat pash. i df .il ET SCAN Potential SSH Scan 1
89.139. 252. 178 |147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
185. 110. 132. 201|147. 237. 76. 42 |lkrai ne refuah.idf.il ET SCAN Potential SSH Scan 1
81.218. 148. 127 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201|147. 237.8. 24  |krai ne elifestyleidf.il ET SCAN Potential SSH Scan 1
79.178.240.17 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
178. 220. 147. 151|147. 237. 76. 34 yohal an. i df . il ET SCAN NVAP -sS wi ndow 4096 1
66. 249. 76. 35 147.237.72. 166 |Lhited Sates |aka idf.il portscan: TCQP D stributed Portscan 1
141, 226. 145. 141|147. 237. 77. 216 |I srael dover.idf .il ET SCAN NVAP -sA (2) 1
31. 154. 81. 57 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
123.206. 85. 139 |147. 237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 1024 1
5.102. 253. 4 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
109. 253. 207. 89 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
193.34.57.101 [147.237. 72. 166 |I srael aka.idf.il portscan: TQP D stributed Portscan 1
2.53.44. 139 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 65. 6. 159 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
187.18.102.5 147.237.8.28 |Bazil e.nobi | e-ks. i df .il ET SCAN NVAP -sS w ndow 3072 1
94.102.48.195 |147.237.76.39 |Netherlands [nobile neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
185. 110. 132. 201|147. 237. 76. 200 |Lkr ai ne eitan aka.idf.il ET SCAN Potential SSH Scan 1
89.138. 183. 226 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
185. 110. 132. 201|147. 237. 72. 156 |Lkr ai ne anan. i of .| ET SCAN Potential SSH Scan 1
79. 181. 54. 53 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 32.179. 136 [147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
66.249. 93. 72 147.237. 77. 233 |Eur ope atal .idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
62. 0. 238. 55 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
46. 19. 85. 140 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
100. 92. 171. 189 147.237.77. 170 naar achot . i df . i | drop Frst packet isn't drop 5
117. 201. 102. 209 I ndi a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
81. 218. 70. 243 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
185.7.121. 94 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
109. 253. 132. 249 | srael 147.237.0. 19 nadi matal .idf.il dr op Frst packet isn't drop 2
212.199. 224. 24 | srael 147.237.77.74 lawidf.il drop Frst packet isn't drop 2
176. 13.5. 137 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
90. 153. 230. 102 Syrian Arab Republic 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
216.243.31. 2 Lhited Sates 147. 237. 76. 148 gocenter. aka.idf.il |drop drop 1
109. 253. 158. 136 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
176. 13. 9. 254 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 1
46. 19. 85. 217 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 131. 128 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
125. 64. 94. 200 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
176. 13. 3. 57 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
109. 253. 157. 122 | srael 147.237.77. 243 nobi | e.idf.il drop Frst packet isn't drop 1
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
109. 253. 132. 2491 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 68
37.26.147.198 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 45
2.53.131. 118 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 44
46. 19. 85. 154 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
125. 88. 167. 206 |Chi na 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 125. 88. 167. 206 B ock 17
80. 178. 6. 201 I srael 147.237.0.34 |tikshuv.idf.il D stributed Suspici ous Response Code B ock 14
81.218.70.243 |[Israel 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HITP Met hod Bl ock 8
125. 88. 167. 206 |Chi na 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 6
2.53.16. 233 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 6
84.108. 166. 194 |l srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod Bl ock 5
84.108. 166. 194 |lIsrael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wan | awidf.il/sip storage/files/2/ B ock 5
81.218.70.243 [Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 81.218. 70. 243 B ock 5
195. 160. 242. 40 |l srael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HITP Met hod Bl ock 5
31.168. 88. 22 I srael 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 4
80.246.130.25 [Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 4
185. 127.10. 1 I 'srael 147.237.77.74 |lawidf.il Distributed Unaut horized HITP Met hod Bl ock 4
199.203.215.1 [Israel 147.237.77. 216 |dover. i df . i | mﬂt c:'fc.’riiﬁfgnpﬁ :Cs/if;; ot ralsl generi o Bl ock 3
66.249.65. 177 [Israel 147.237.77.216|dover.idf . il Mil tipl e Unauthori zed URL Access from 66. 249. 65. 177 B ock 3
147. 236. 232. 252|| sr ael 147.237.77. 216 |dover. i df . i| Ostributed Lhauthorized UR. Access on ww idf.il/error. htm Bl ock 3
37.26.149.249 |[israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55. 153. 120 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 221 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 3
81.218.70.243 [israel 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from 81.218. 70. 243 B ock 3
77.138.146.47 |France 147.237.72. 166 |aka. i df . i | m”;::rii dzfe'?l ?bn;.hﬁ/dgiﬁ gocgkl ot's. aspx B ock 2
87. 68. 48. 128 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 2
62.90.100. 121 |Israel 147.237.72. 166 |aka. i df . i | Dstributed thau :loéii yzfsd/ g'\:nte?‘;ld_ ;;’;X Knoun LRL on Bl ock 2
109. 67. 180. 238 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qude Character in LR Bl ock 2
217.132.60.94 |israel 147.237.72.166 |aka. i df . i | m”;f;’ri' dzf'f:?l ;‘:‘m r;'f;e;jslta%t hert i cat | onser vi Ge. A Bl ock 2
5.29. 206. 135 | srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Gode B ock 2
77.139.80.115 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method POST for v aka. i df.il/mai n/sachar/klali.aspx  |B ock 2
10. 151.70. 1 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
79.178.209. 231 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
46. 19. 85. 164 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.235.62.200 |Israel 147.237.77. 216 |dover.i df .l D stributed Unaut hori zed HTITP Met hod B ock 2
212.235. 62. 200 |lsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to www i df.il/hebrew organi zati on/ nakhal B ock 2
79.180.98.185 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storagel/files/ 4/ B ock 1
176.13.229.85 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
157.55.39. 145 |Uited Sates [147.237.0.19 |[madi matal .idf.il|Uauthorized URL Access to nadi matal .idf.il/robots. txt Bl ock 1
213.57.113.25 |[Israel 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 1
192. 115. 100. 190]l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka.idf.il/ituriniasp/ wars. asp B ock 1
80. 246. 137. 248 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR Bl ock 1
46. 19. 85. 30 I srael 147.237.77. 216 |dover . i df . i | Ilegal HITP Version B ock 1
5. 29. 165. 67 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 |lawidf.il Abnormal |y Long Request net hod B ock 1
79.177. 239. 233 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 79. 177.239. 233 B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati nipi rt eychayal / |Bl ock 1
46. 19. 85. 30 | srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Met hod anguage: in URL he-il, he B ock 1
84.94. 61. 63 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/main/gi yus/| ogin. aspx B ock 1
31.168.168.66 | srael 147.237.77. 233 |atal . i df . | e Jaut hor zed R pessuls Bl ock 1
185. 32.179. 225 |Israel 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Gode B ock 1
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