08-21-2016-10:04:08 to 08-21-2016-11:04:08

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da”y RepOrt

[Top Targets |

M nadi matal .idf.i

M dover.idf.il

B aka idf.il
Batal.idf.il

Nunber
(6]

M nat pash. i df . |
Biawidf.il

At acks

Top Tar get

[Top Attackers |

160+

[ refuah.idf.il
M nakchal .idf.il
anan. idf.il
M mobile.idf.il

80"

Nunber
G |
Attacks 407

<0 .
™ A &
o gcé” . O SN S N
a9 & o q,(o © Y & & & g
Ny ™ Vv 9 v @ Q
o) Qq i)
N

Top Attackers

W 2.53.34.28
80. 87. 205. 246

I 46. 19. 85. 102
2.53.147. 11

W 46.19.85.3

M 2.53.173.122

I 2.53.142. 136

W 109. 253. 202. 111
2.53.139. 112

M 50. 21. 187. 203




08-21-2016-10:04:08 to 08-21-2016-11:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action [Count|

80. 87. 205. 246 Russi an Federation 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 1803
141. 226. 161. 118 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
211.157.19. 82 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 2
134. 147. 203. 115 Ger nany 147.237.76. 176 test.ncore.idf.i|B ack List drop 2
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
59. 49. 131. 47 Chi na 147.237.8. 14 e.orchot.idf.il |Invalid TGP Hags drop 1
195. 154. 172. 204 France 147. 237. 0. 200 . i df . i | JLMPurple @n Linit Htp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
50. 21. 187. 203 Lhited Sates 147.237.77.233 atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
177. 185. 192. 85 Brazil 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 3
163. 172. 28. 159 Uni ted Ki ngdom 147.237.77.216 dover.idf.il |24910: HTTP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count|
50. 21. 187. 203 147.237.77.233 |lhited Sates ata.idf.il A Injection - Select From 16
177.185.192.85 [147.237.77.74 |Bazil lawidf.il QA Injection - Select Fom 9
109. 253. 144. 3 147.237.77.176 |lIsrael nat pash. i df . i | G°PL SCAN nmap TCP 6
162. 213. 1. 246 147.237.77.216 |lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 2
79.178.146. 144  |147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
112.124.10.141  [147.237.72.156 [China aman. i df il ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 31. 65 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
46.228.207. 18 147.237.0. 16 Ger many ny-kosher-kravi .idf.il |ET SCAN NVAP -sS w ndow 1024 1
91.201.236.158  |147.237.77.227 |[Wkraine e. hamaz. i df .il ET SCAN NVAP -f -sS 1
213.57.129.107  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
31.210. 187. 52 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
84.94.179. 118 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
199.203.83.226  [147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
2.55.139. 124 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
80. 179. 69. 252 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
2.53.39.92 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
193.201. 225. 149 [147.237.77.205 |lkraine prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.128. 95. 149 147.237.0.15 Ger many kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
79.180.213.164  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
79. 180. 43. 47 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
123.206.73.185  |147.237.77.178 |China e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
58.218.204.245  [147.237.76.197 |China e hinush.idf.il ET SCAN Potential SSH Scan 1
46.228.207. 18 147.237.76.39  |Ger many nobi | e. nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.201.236.158  |147.237.77.227 |Wkraine e. hamaz. i df .il ET SCAN NVAP -sS wi ndow 2048 1
37.142.5.72 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
87.236.194.161  [147.237.77.19 |Czech Republic | aw forumi df . i1 ET SCAN NVAP -sS w ndow 1024 1
207.232.27.5 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
5.102. 206. 253 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
82. 81. 168. 222 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
199. 30. 24. 22 147.237.77.216 |Wited Sates dover . idf il portscan: TCP O stributed Portscan 1
2.53.53.183 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
80.178.201. 148  |147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 138 [147.237.8.28 Wkrai ne e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.182. 137. 43 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
176. 13. 247. 54 147.237.76.31 |Israel nakchal . i df .il PQLI CY- OTHER TCP packet with urgent flag attenpt 1
79.180.178.182  |147.237.77.216 |[Israel dover . idf il portscan: TCP O stributed Portscan 1
128.199.33.160  |147.237.77.176 |Netherlands nat pash. i df . i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
83. 110. 16. 222 Lhited Arab Emrates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
176. 13. 235. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
192. 117. 183. 158 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
46. 19. 86. 202 | srael 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 2
109. 253. 215. 57 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 2
37.26. 147. 141 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
80. 87. 205. 246 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 215. 57 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
80. 178. 168. 101 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.76. 148 ggcenter.aka.idf.il dr op drop 1
195. 154. 172. 204 France 147.237.76. 34 yohal an.idf .il drop drop 1
176.13. 6. 179 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
46. 19. 86. 202 | srael 147.237.72. 166 aka. idf.il drop First packet isn't drop 1
109. 253. 137. 89 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
176.13.11. 128 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
2.53.34.28 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 159
46. 19. 85. 102 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 129
2.53.147.11 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 121
46.19.85.3 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 69
2.53.173.122 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 63
2.53.142. 136 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 46
109. 253. 202. 111|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 29
2.53.139. 112 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
212.179.55.126 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for waw aka.idf.il/ B ock 7
194.90. 99. 193  |Israel 147.237.77.216|dover. i df . i | Mil ti pl e Wnaut hori zed URL Access from 194. 90.99. 193 Bl ock 4
212.179.55.126 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagel/files/ 7/ B ock 3
66.249.65. 177 [Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
80. 246. 137. 123 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
176. 13. 232. 157 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 142. 172|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.246.138.67 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
79.180.56. 148 |Israel 147.237.77. 176 [mat pash. i df . i|  |Uhauthorized LR Access to www cogat.idf.il/894-ar B ock 3
185.120.126.8 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.11. 162 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
80. 246. 136. 254 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69.175.9 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
77.138.46.180 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/nain/sachar B ock 2
80.246.133. 121 I srael 147.237.76.42 |refuah.idf.il  |roreer Tvpe Molat fglg_tégﬁfbﬁ;h?r:;xacem der 13txt LastNane i Bl ock 2
66.249.65. 177 [Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unauthori zed URL Access from 66. 249. 65. 177 Bl ock 2
46. 19. 86. 44 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 86. 73 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
192. 117. 183. 158]I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
80. 246. 133. 2 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ favi con.ico B ock 1
46.19. 85. 184 I srael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
212.117. 140. 1701 srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from212. 117. 140. 170 Bl ock 1
62.219. 48. 52 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qode Character in LR B ock 1
37.26.148.169 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
84.95.208.186 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ si p_storage/ fi | es/ 4/ 2264. j pg |B ock 1
212.235. 103. 203l srael 147.237.77. 216 |dover. i df . i | Ostributed Lhauthorized UR. Access on ww idf.il/error. htm B ock 1
194.90. 99. 193 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to ww i df.il/inages/ 1. he/ trigger. png B ock 1
46. 19. 85. 184 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method mi in URL B ock 1
212.143.47. 165 |lsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL Bl ock 1
62.219.228.185 |[Israel 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
37.26.149.226  |israel 147.237.76.42 [refuah i df i1 [0S e O e v s Bock |1
84.108. 225. 102 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
80. 246. 133. 121 [Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
212.235. 103. 219l srael 147.237.77. 216 |dover.i df .i | Ostributed Lhauthorized UR. Access on www idf.il/error. htm B ock 1
66.249. 65.177 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwwvidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
194. 114. 146. 227 |1 srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.il/images/ 1. he/ back. png B ock 1
80.246.138.74 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
212.143.91. 229 |Israel 147.237.72. 166 |aka. i df . i | mn:k":i?ﬁ?ffﬁﬂ':{;;z'/zmptresoume. o None 1
80.74.101. 1 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for vww aka. i df.i |/ mai n/sachar/defaul t.aspx |B ock 1
188. 120. 152. 216|l sr ael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/eitan/ main/ B ock 1
62.219.228.185 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.i|/wp-1ogin. php B ock 1
85. 65.207. 228 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
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