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08-21-2016-09:04:07 to 08-21-2016-10:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 102
49.77. 220. 140 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il B ack List drop 4
134. 147. 203. 115 Ger many 147.237.76. 30 hi nush.idf.il B ack List dr op 2
195. 110. 35. 144 France 147.237.76. 196 e.sviva.idf.il JLM Under Attack Con Htp drop 1
61. 150. 126. 61 Chi na 147.237.0.17 Imny' kosher-kravi . 1df.1 15\ oy pie con_Limit_Tep drop 1
123.249.0. 134 Chi na 147.237.77.176 nat pash. i df . i | JLMPurple Gon Linit_Tcp drop 1
80. 246. 137. 19 I srael 147.237.77.216  |dover.idf.il Z;]; handshake violation, first packet mot |, 1
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 1
137.226. 113. 7 Cer many 147.237. 76. 31 nakchal .idf.il B ack List drop 1
93. 158. 200. 86 Net her | ands 147.237. 76. 44 e.refuah.idf.il B ack List drop 1




08-21-2016-09:04:07 to 08-21-2016-10:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action

216.119. 125. 159 Lhited Sates 147.237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
46.4.123.172 Ger many 147.237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nit 2
151. 80. 31. 171 France 147. 237. 76. 200 eitan.aka.idf.il C1000146: HITP. AhrefBot craw er B ock 1
164. 132. 161. 44 Italy 147. 237. 76. 200 eitan. aka.idf.il |Cl000146: HITP. AhrefBot craw er B ock 1
164. 132. 161. 90 Italy 147. 237. 76. 200 eitan. aka.idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1




08-21-2016-09:04:07 to 08-21-2016-10:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

216.119. 125. 159|147. 237. 72. 166 |Lhited Sates [akaidf.il A Injection - Select From 18
162.213.1.246 [147.237.77.216|Whited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 2
125. 64. 94. 200 |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
12.139. 34. 20 147.237.76. 201 |Uhited Sates [e.atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
222.186.58.176 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
125. 64.94. 200 |147.237.76.31 |China nakchal . i df .| ET SCAN Potential WNC Scan 5900- 5920 1
212.179.44.34 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
125.64.94. 200 [147.237. 72. 156 |Chi na anan. i df . | ET SCAN Potential WNC Scan 5900- 5920 1
212.150.189.2 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
91.121.222.79 |147.237.77. 176 |Fance nat pash. i df .i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
193. 201. 225. 149|147. 237. 77. 234 |kr ai ne hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
82. 166. 240. 204 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149(147. 237. 77. 216 |kr & ne dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.218. 141. 108 |[147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
177 179,41 182 |147 237, 0.35  |mrasi| kv, i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.172.71.251 (147.237.77.170|krai ne naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
128.199.42.73 |147.237.72.166 |Netherlands  |aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46. 19. 86. 21 147.237. 77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
125. 64.94. 200 [147.237.77. 176 |Chi na nat pash. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
37.26.146.231 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
222.186.58.176 |147.237.0.19 |China nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
125. 64.94. 200  [147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.55. 56. 137 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
125. 64. 94. 200  |147.237. 72. 217 |Chi na eid.il ET SCAN Potential VNC Scan 5900- 5920 1
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 65. 57. 142  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
209.88.198.82 |[147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
84.108.77.162 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149|147 237. 77. 227 |krai ne e. hamaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
81.218.193.37 |[147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
192.116.166.6 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
80.179.93.151  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
46.116.32. 146  |147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
125. 64.94. 200  [147.237. 77. 226 |Chi na won chanat z. aka. i df il |ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 85. 145 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
222.186.58.176 |147.237.76. 147 |Chi na chi nuch. aka. i df .il ET SCAN Potential VNC Scan 5900- 5920 1




08-21-2016-09:04:07 to 08-21-2016-10:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
46. 210. 215. 217 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 21
46. 210. 215. 217 | srael 147.237.77. 233 atal.idf.il dr op First packet isn't SN drop 15
193. 43. 246. 250 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 14
82. 80. 144. 220 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't SYN drop 9
82. 80. 144. 220 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 8
147. 236. 238. 55 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 8
199.203.215. 1 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4
84.220. 197. 98 Italy 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 3
109. 253. 215. 66 | srael 147.237.72. 156 anan. i df il drop First packet isn't SYN drop 3
31.154.17. 174 | srael 147.237.77. 176 nat pash. i df . i | drop First packet isn't SYN drop 3
31.13.102. 110 Irel and 147.237.77. 176 nat pash. i df . i | drop First packet isn't SW drop 2
31.13.102. 124 Irel and 147.237.77. 176 nat pash. i df . i | drop First packet isn't SYN drop 2
176. 13. 244. 12 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
31.154.17.174 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
195.110. 35. 144 France 147.237.77.216 dover.idf.il drop SAMrul e drop 2
176. 13. 23. 26 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
74.82.47.51 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
181. 210. 59. 47 Hondur as 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
81. 218. 70. 243 | srael 147.237.77.74 lawidf.il dr op First packet isn't SN drop 1
212.150. 13. 198 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
122.162. 130. 152 India 147.237.72. 166 aka. idf.il dr op First packet isn't SN drop 1
31.13.98.118 Irel and 147.237.77. 176 nat pash. i df .i | drop First packet isn't SN drop 1
212.199. 224. 24 | srael 147.237.77. 74 lawidf.il drop First packet isn't SYN drop 1




08-21-2016-09:04:07 to 08-21-2016-10:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80.246.138.67 |lsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 98
2.53.62. 121 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 82
37.26.147.156 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 42
109. 253. 157. 127|I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 39
46.19.85.9 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 35
2.53.175. 158 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 29
77.138.26.201 |France 147.237.72. 166 |aka. i df . i | Aut onat ed Mul nerabi | ity Scanning VL Bl ock 16
2.53.17.41 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
2.53.147.11 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
81.218.67.234 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL Bl ock 9
46. 19. 85. 42 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
82.80.144.220 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
81.218.241.25 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Mil ti pl e Unaut horized LRL Access from 81.218.241. 25 Bl ock 3
80. 246. 137. 212 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 87 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
147.236.238.55 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL Bl ock 2
192. 116. 147. 146|l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
64.62.219.167 |lLnited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 2
2.53.41.230 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 2
Unknown Par armet er wb48617274 in
81. 218. 241. 25 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i |[vww chi nuch. aka. i df . i 1/shared/ cl i entscri pts/j query. pl ugi ns/j query. scrol | fol | {None 1
Wjs
31.168. 245. 179 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
207.46.13.163 |[Wnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ robot s. t xt B ock
109. 67. 69. 22 I 'srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl ef shared/ reset . css Bl ock 1
. . .|lUnknown Par aneter wh48617274 in
81.218.241.25 | srael 147.237.76. 147 chi nuch. aka. i df . i ww chi nuch. aka. i df.il/styl e/ 1. he/scrol | er/j query.j carousel . css None !
77.138.46.180  |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Nethod for Known URL on B ock 1
wan aka. i df . i |/ nai n/ sachar
. . .|lUnknown Par aneter wh48617274 in
81.218.241.25 | srael 147.237.76. 147 chi nuch. aka. i df . i ww chi nuch. aka. i df .i1/shared/clientscripts/jquery/jguery-ui.js None !
. . DO stributed Whaut hori zed URL Access on
193. 43. 245. 250 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . .|lUnknown Par aneter wh48617274 in
81.218.241.25 | srael 147.237.76. 147 chi nuch. aka. i df . i ww chi nuch. aka. i df.il/shared/clientscripts/clientscripts.js None !
. . DO stributed Whaut hori zed URL Access on
79.181. 0. 168 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 105 [l srael 147.237.72. 166 [aka. i df . i | vaww aka, i df i |/ mobi | ef i n/ smal i n showbi g, aspx Bl ock 1
. . .|Unknown Par anet er wh48617274 in
81.218.241. 25 | sr ael 147.237.76. 147 chi nuch. aka. i df . i viwn chi nuch. aka. i df . i |/ shared/ clientscripts/ui/i18n/j query-ui-ii8n.js None !
. . .|lUnknown Par aneter wh48617274 in
81.218.241.25 | srael 147.237.76. 147 chi nuch. aka. i df . i ww chi nuch. aka. i df .i1/shared/clientscripts/jquery.plugins/slider.js None !
212.199. 224. 24 |lsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v lawidf.il/inages/trans. gif Bl ock 1
80.246.138.67 |[Israel 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
. . .|lUnknown Par aneter wh48617274 in
81.218.241.25 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i ww chi nuch. aka, i df . i 1/ styl ef 1. hel scrol | er/ ki n. css None 1
77.139. 46.255 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka. i df . il /mai n/ hone/ def aul t . aspx B ock 1
. . D stributed Whaut horized Mt hod for Known URL on
62. 40. 47. 170 I'rel and 147.237.72. 166 [aka. i df . i | v aka, i of i | /il Uit enpl at es/ i nner . asp Bl ock 1
Unknown Par anet er wb48617274 in
81.218.241.25 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|ww chi nuch. aka. i df . i |/shared/ cl i entscripts/j query/ j query. nyronodal - 1. 6. 2 [None 1
.js
- . . |Paraneter Type M ol ati on ct| 00$Cont ent A acetbl der 1$t xt Mobil e in
2.53.62.121 I srael 147.237.0.19 |nadi matal . idf . il| T U obi | ef 1088 hel mer et 7. aspx B ock 1
195. 154. 41. 132 |France 147.237.0.19 |[madi matal .idf.il|Unauthorized URL Access to 147.237.0. 19/ B ock 1
Unknown Par anet er wb48617274 in
81.218.241.25 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|waw chi nuch. aka. i df . i1/shared/ cl i entscri pts/i nagevi deogal | eryl obby/i nagevi |[None 1
deogal | eryl obby. js
79.182.54.166 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i1/ mai n/ sachar/ undefi ned Bl ock 1
84.95.208.186 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ si p_storage/ fil es/ 4/ 3374.jpg |B ock 1
. . .|Unknown Par anet er wh48617274 in
81.218.241.25 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i vw chi nuch. aka. i df . i 1/ shared/ ol i ent scri pt s/ ui /ui . dat epi cker .| s None 1
66. 249. 76. 2 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/.well-knowV assetlinks.json B ock 1
. . .|lUnknown Par anet er wh48617274 in
81.218.241.25 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i v chi nuch. aka, i df . i 1/ shar ed/ ol i ent scri pts/ | query/ expand. | s None 1
37.26.147.193 |[lIsrael 147.237.76.42 |refuah.idf.il Mil tipl e Uhauthorized LR Access from 37.26.147. 193 B ock 1
. . .|lUnknown Par aneter wh48617274 in
81.218.241.25 | srael 147.237.76. 147 chi nuch. aka. i df . i ww chi nuch. aka. i df . i1/styl e/ shared/ | ayout dev. css None !
79.177.155. 181 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1437-he/ atal . aspx B ock 1
64.62.219. 98 Lhited Sates [147.237. 77. 216 |dover.idf .il D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 1
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