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Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
176.13. 3. 68 | srael 147.237.77. 243 nobi | e.idf.il DCBS- SSL- d ear Text drop 3
123. 59. 59. 52 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
61.147.103.179 Chi na 147.237.76. 201 e atal.idf.il JLM Under Attack Con_Tcp drop 2
115. 230. 125. 146 Chi na 147.237.77. 226 wwn chanat z. aka. i df.i | [JLMPurple Gon Linmit Tcp drop 1
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
89. 248. 168. 21 Net her | ands 147.237. 76. 148 ggcenter. aka.idf.il B ack List drop 1
37.26. 146. 217 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
93. 158. 200. 86 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1
221.214.216. 69 Chi na 147.237.76. 38 eeneitav.idf.il Invalid TGP H ags drop 1
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162.213. 1. 246 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 2
212.25.88. 141 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 235. 254. 181 147.237.0. 34 Tur key tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 227.112. 24 147.237.0. 19 Lhited Sates nadi matal .idf.il VEB- O3 redirect access 1
84. 108. 136. 240 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.44.38 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
193. 201. 225. 149 147.237.77. 212 Wrai ne e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 235. 254. 181 147.237.0. 34 Tur key tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
109. 235. 254. 181 147.237.0. 34 Tur key tikshuv.idf.il ET SCAN NVAP -f -sS 1
87.236.194. 161 147. 237.76. 197 Czech Republic e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.94.86.8 147.237.0. 19 Lhited Sates madi matal .idf.il WEB- 03 redirect access 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Massage Devi ce Action |Oount ‘
193. 43. 246. 250 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN [drop 18
62.0.213.1 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN |[drop 18
199. 203. 179. 99 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN [drop 15
176.58. 72. 178 Pal estinian Territory, Qcupi ed 147.237.77.216 |dover.idf.il dr op First packet isn't SYN [drop 14
64. 62. 219. 157 Lhited Sates 147.237.77.216 |dover.idf.il dr op First packet isn't SYN [drop 8
64. 62. 219. 158 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SYN [drop 5
176.58. 72. 178 Pal estinian Territory, Qcupied |147.237.77.176 |natpash.idf.il drop First packet isn't SYN [drop 5
212.143.142. 56 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN [drop 3
212. 143. 225. 47 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN [drop 3
80. 87. 205. 246 Russi an Federation 147.237.0.19 nadi matal .idf.il drop First packet isn't SYN [drop 2
80. 87. 205. 246 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il dr op First packet isn't SYN |[drop 2
64. 62. 219. 156 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SYN [drop 2
80. 87. 205. 246 Russi an Federation 147.237.0.16 ny- kosher-kravi .idf .il drop First packet isn't SYN |[drop 2
80. 87. 205. 246 Russi an Federation 147.237.0. 17 mny- kosher-kravi .idf.il dr op First packet isn't SYN [drop 2
46. 19. 86. 200 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN [drop 1
176. 13. 244. 177 | srael 147.237.77.243 |nobile.idf.il drop First packet isn't SYN [drop 1
68. 180. 228. 185 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 1
195. 110. 35. 144 France 147.237.72.156 |anan.idf.il drop SAMrul e drop 1
109. 253. 146. 41 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN [drop 1
195. 110. 35. 144 France 147.237.72.166 |aka.idf.il dr op SAMrul e drop 1
109. 253. 156. 76 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN [drop 1
216.218. 206. 124 |lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
5.29.197. 22 | srael 147.237.76. 86 navy.idf.il drop First packet isn't SYN [drop 1
109. 253. 214. 85 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN [drop 1
184.105. 247. 204 |Whited Sates 147.237.0. 33 idf.il dr op drop 1
5.29.197. 22 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN [drop 1
212.143.120.209 |[lsrael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN [drop 1
176.13. 17. 110 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN [drop 1
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2.55.2.94 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 94
2.53.14.120 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 84
80.246.138.67 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 76
2.53.17.41 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 16
46. 19. 85. 87 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 14
176.13.11. 137 |Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 10
80. 246. 136. 216 [lIsrael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock
2.53.135. 69 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
77.138.173.220 |France 147.237.72. 166 |aka. i df . i | mu;;; riidzf(_eﬁ }W n;jhr?/dsaiirr/]:/i();\/\paysl i p. aspx Bl ock 5
2.53.62.121 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
81.218.241.25 |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed UR. Access from 81.218.241. 25 Bl ock 4
109. 253. 144. 205| sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.53.39.234 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13. 3. 68 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.189 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19.85.0 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.65. 177 [Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66. 249. 65. 177 B ock 3
109. 64. 97. 23 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19. 86. 25 I sr el 147.237.72. 166 |aka. i df . i | :)L'rizasj/ i?’;geg’?in?ra;:g;fgoibgcﬁi/ f”aj "V kapat 2/ /1 es#012 B ock 1
2.55. 188. 50 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
87.69. 140. 25 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css B ock 1
37.26.146.166 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
131. 253. 26. 228 |Uhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
64.62.219.156 |[lhited Sates |147.237.77.216(dover.idf.il Distributed Unhauthorized URL Access on waw idf.il/error. htm Bl ock 1
5.29. 75. 57 I srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gif  |B ock 1
93.190. 152. 161 |Europe 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for vww aka. i df . i|/mai n/ hone/ def aul t . aspx B ock 1
77.139.91.194  |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for www: aka. i df . il/nai n/sachar B ock 1
131. 253.26. 242 |Wnited Sates [147.237.77.216|dover.idf.i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
2.53.120.182  [Israel 147.237.76.42 |refuah.idf.il ﬂ?”tzggr;geg;g‘pfﬁfgfasg;ﬂl | es/ 4/ si 26100X0/ 2414, | pg Bl ock 1
65.55.211. 247 |hited Sates |147.237.77.216(dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 1
10. 30. 5. 57 I srael 147.237.72. 166 [aka. i df . i | Mul ti pl e Uhaut horized Method for Known URL from 10. 30. 5. 57 B ock 1
193. 169. 70. 108 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 193.169. 70. 108 B ock 1
98.234.185.53 |[lhited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed Met hod PCBT for 147.237.76. 42/ Bl ock 1
79.178.9. 129 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
157.55.39. 110 |lhited Sates [147.237.77.216|dover.idf.i | Ostributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf.i |l Unaut hori zed URL Access to waw i df.il/defaul t.aspx Bl ock 1
10. 30. 5. 57 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for waw aka.idf.il/yohal an B ock 1
212.199.118.19 [israel 147.237.77. 216 |dover. i df . il Ml tipl e Unauthorized URL Access from212.199. 118. 19 B ock 1
80. 246. 130. 235 [l srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock 1
173.196. 142. 146|Uhited Sates [147.237.72.166|aka.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
84.95.208.186  |Israel 147.237.76.42 [refuah.idf.il |25 ;;;f”;g‘t;f;“;lhgsiﬁ;deﬁe Jecess on Bl ock 1
68.180. 228, 231 |United Sates [147.237. 77. 176 |nat pash. i df .i | magﬁtgz pe M /Oigéé?;efsgggtjfnaisgx B ock 1
37.26.146.139 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
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