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|Top Attackers | n DDoS- Def ence |

08-21-2016-07:04:09 to 08-21-2016-08:04:09

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
80.178. 110. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
110. 13. 212. 158 Korea, Republic of 147.237.76. 34 yohal an.idf.il B ack List drop 2
216.26.141. 7 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
125. 64. 94. 200 Chi na 147.237.76. 176 test.ncore.idf.il |Back List drop 1
216.26.141. 6 Lhited Sates 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
125. 64. 94. 200 Chi na 147.237.76. 177 ncore.idf.il B ack List drop 1
216.26.141.6 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
123. 59. 59. 52 Chi na 147.237.72. 156 anan. i df .| bl ock-sp-traf 1 forward 1
125. 64. 94. 200 Chi na 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
216.26.141. 7 Lhited Sates 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
125. 64. 94. 200 Chi na 147.237.76. 30 hi nush.idf.il B ack List drop 1




08-21-2016-07:04:09 to 08-21-2016-08:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
185. 94. 116. 30 United Kingdom |147.237.77.216 |dover.idf.il 25004: HITP. WérdPress Fingback Redirect Request B ock 7
164.132.161.50 |italy 147.237.76.200 |eitan. aka.idf.il |Cl000146: HITP. AhrefBot craw er B ock 1




08-21-2016-07:04:09 to 08-21-2016-08:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry \Signature

66. 249. 93. 105 147.237.76. 86 Eur ope navy.idf.il ET SCAN NVAP -sA (2) 5
162. 213. 1. 246 147.237.77. 216 Wited Sates dover.idf.il Tehila - Perl LWP with fake user agent 4
54, 201. 202. 214 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
23.94.86.8 147.237.0.19 Lhited Sates nadi matal .idf.il VWEB- O3 redirect access 1
129.56. 2. 38 147. 237.76. 42 N geria refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
54, 201. 202. 214 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
54.201. 202. 214 147. 237. 76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -f -sS 1




08-21-2016-07:04:09 to 08-21-2016-08:04:09

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
195. 110. 35. 144 France 147.237.77.216 dover.idf.il drop SAMrul e drop 4
109. 253. 192. 194 | srael 147.237.77. 74 lawidf.il dr op First packet isn't drop 4
81.218. 70. 243 | srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 2
157.55. 39. 110 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
64.62. 219. 158 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
109. 253. 134. 90 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
36. 81. 205. 41 | ndonesi a 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 2
54.72.73.168 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 2
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 2
141. 212. 122. 48 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 2
64.62. 219. 157 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 226. 236 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 1
71. 6. 158. 166 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
184. 105. 247. 248 Lhited Sates 147.237.0. 200 mu. i df.il dr op drop 1
74.82.47.31 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1




08-21-2016-07:04:09 to 08-21-2016-08:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
2.55.2.94 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 124
2.53.10. 109 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 88
66. 249. 65. 177 |Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 66. 249. 65. 177 B ock 7
2.53.34.115 | srael 147.237.0.19 |nadi matal . i df. i |Suspi ci ous Response Code B ock 6
37.26.148. 254 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
82.102. 169. 113 |I srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
66. 249. 76. 75 | srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
31.13.102.122 |[irel and 147.237.77. 216 |dover . i df . i | O stributed Unhaut hori zed URL Access on wwidf.il/ https:/twtter.con B ock 1
82. 166. 244. 220 |l srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspici ous Response Code B ock 1
Unknown HTTP Request Met hod
46.19.86.128 |[Israel 147.237.77. 216 |dover.i df .i | QBVUPO17XQNEKKS TUJERVA9H&Sessi onCode=UP in URL B ock 1
v df i I http/ L1
66.249.76.77 |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?“tzggr ;;?26:3’% sf(s:fcs)fa;g/ (i1 es/ 0/ 71090 doc B ock 1
80.138. 163.56 |l srael 147.237. 72. 166 |aka. i df . i | el I?ﬁ;ﬁ?ﬁﬂﬁ:&;ﬁgo‘b;ﬁ/ [ kepatzl[reston2 Bl ock 1
46.19.86.167 |l srael 147. 237.72. 166 |aka. i df . i | \Twaxﬁf??lﬂﬁ\saﬂhziﬁzgii;ra“ orwi zar /v egi st er . asp None 1
80.179.9.7 I srael 147.237.77. 216 |dover.idf .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock
46.19.86.128 |Israel 147.237.77.216|dover. i df . i | Abnormal |y Long Request et hod B ock
118.92. 114. 134 |New Zeal and  [147.237.77.74 |l aw i df. i marztvf rl d?’:ﬁ /\'lé’sla;'ggg g:/s;z; i:‘f‘?;p?“cmader Searchstxt Search in Bl ock 1
66.249.64.41  |Israel 147.237. 72. 166 |aka. i df . i | itk vy ﬁfsctejfa;; {11 o5/ 2/ 71562, pif Bl ock 1
80.179.9.115 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
46.19.86.128 |[Israel 147.237.77. 216 |dover.idf . il I11egal HITP \ersion B ock 1
46.19.86.128 |Israel 147.237.77.216 |dover. i df . i | Mal forned URL http/1.1 B ock 1
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