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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
185. 92. 131. 22 Irel and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
41. 206. 63. 131 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 200. 16. 202 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
117.141.120. 79 Chi na 147.237.76. 148 gogcenter.aka.idf.il |JLM Under Attack Con Tcp drop 1
185. 92. 131. 23 Irel and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
41. 206. 63. 132 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 200. 16. 203 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 92. 131. 20 Irel and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 92. 131. 24 Irel and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
41. 206. 63. 133 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 92. 131. 21 Irel and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
41. 206. 63. 130 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 200. 16. 201 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
82.80.78. 2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count |
185. 130. 6. 49 Li t huani a 147.237.72.156 |anman.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
192. 187.104. 235 [thited Sates 147.237.77.74 [lawidf.il C1000074: HITP. maj estic bot Per nirt 4
192.187. 104. 235 [Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
192. 187. 104. 235 |ULhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per mit 2
185. 94. 116. 30 United Kingdom |147.237.77.216 |dover.idf.il 25004: HITP. VérdPress Pingback Redirect Request B ock 1
185. 130. 6. 49 Li t huani a 147.237.72.156 |aman.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
164. 132.161. 6 Italy 147.237.76. 147 |chi nuch. aka. i df . i | [C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

162.213. 1. 246 [147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LW with fake user agent 4
99. 105. 68. 150 |147.237.72.166 |Lhited Sates [aka.idf.il ET SCAN Potential SSH Scan 2
46.120. 122. 219 |147. 237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 1
185.130.6.49  |147.237.72. 156 |Li thuani a aman.idf.il ET WEB _SERVER Mii ebl ackcat scanner 1
123. 206. 85. 139 |147.237.8.14 |China e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
116. 31. 116. 12 |147. 237. 76. 196 [Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
116. 31. 116. 12 |147.237.0.19 [China nadi matal.idf.il |ET SCAN Potential SSH Scan 1
82.166.91.92 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 1
65. 156. 199. 242 |147.237.72. 167 |Whited Sates [ishurimaka idf.il [ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 (147.237. 76. 30 [Chi na hi nush. i df . il ET SCAN Potential SSH Scan 1
36.72 242 87 |147 237 76.31 | ndoresi a vekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
116. 31. 116. 12 [147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
116. 31. 116. 12 |147.237.76.30 [China hi nush. i df . i ET SCAN Potential SSH Scan 1
116. 31. 116. 12 |147.237.0.15 [China kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
99. 105. 68. 150 [147.237.72.14 |Whited Sates [dover.idf.il(old) |[ET SCAN Potential SSH Scan 1
66.249. 66. 242 |147.237.77.74 |[lhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 1
58. 218. 204. 245 |147. 237. 76. 198 |Chi na e.yonalan.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action

212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
213.8.63.244 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
179. 159. 165. 80 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
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|Top Attackers In V\AF|

A t acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Oount
66. 249. 65. 177 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 65. 177 B ock 3
71.6.158.166 |lhited Sates |147.237.77.234|hal ag.idf.il Uhaut hori zed URL Access to 147.237.77. 234/ robot s. txt B ock 1
208. 115. 111. 73 |ULhited Sates |147. 237. 77. 216 |dover.i df . i | Uhaut hori zed URL Access to waw idf.il/anan B ock 1
66. 249. 65. 177 |l srael 147.237.77.216|dover.i df.i |l Unaut hori zed LRL Access to waw idf.il/atal 1/izkor/view i ngtop.asp |B ock 1
75.82.117.252 |Uhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed Mt hod PCST for aka.idf.il/giyus/ B ock 1
66.249.76.31 |Israel 147.237.77. 243 |nobi | e. i df . i | nmo;ﬂt:‘frc;fsz /t;legfrcﬁsemgtesmst hi | ddocunent </ 1681 Bl ock 1
79.179.96.117 |l srael 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
66.249.76. 112 |Israel 147.237.72. 166 |aka. i df . i | LL'rigeasl ' i%'tagegl)?ingag:;;féogcﬁi/ fm’j W kapat 2/ [ 1 es012 B ock 1
79.179.96. 117 |l srael 147.237.77.216|dover.i df.i |l Uhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
66. 240. 192. 138 |Lhited Sates |147.237.0. 17 (r; niyl- kosher - kravi . i Unaut hori zed URL Access to 147.237.0. 17/robots. t xt B ock 1
66.249.79.139 |Israel 147.237.76.42 [refuah.idf.il ﬂ;”;g;"r;gi‘;ﬁrggfgﬁseétosaiptS/ /i 18] cLery-ui-i 160, s Bock |1
157.55.39.110 |Lhited Sates [147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df.il/error. htm Bl ock 1
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