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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
206. 40. 102. 223 Lhited Sates 147.237. 76. 86 navy.idf.il B ack List drop 1
63. 135. 128. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 148 gogcenter.aka.idf.il |Back List drop 1
117.141.120. 79 Chi na 147.237.76. 148 gogcenter.aka.idf.il |JLM Under Attack Con Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |SlgnaIure Devi ce Action |Oount |
51. 255. 65. 73 France 147.237.76.200 |eitan. aka.idf.il|C1000146: HITP. AhrefBot craw er Bl ock 1
182.108.37.210 |China 147.237.77.216 |dover.idf.il 9221: HTTP: PUT Met hod Execution over HITP/ V¢bDAV B ock 1




08-21-2016-05:04:00 to 08-21-2016-06:04:00

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

162.213. 1. 246 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 4
218. 250. 68. 144 147.237.8. 14 Hong Kong e.orchot.idf.il ET SCAN Potential SSH Scan 2
46.228. 207. 18 147. 237. 76. 197 Ger many e hinush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
37.143.82.50 147.237.77. 234 Net her | ands hal ag.idf.il ET SCAN NVAP -f -sS 1
37.34.243. 227 147. 237. 8. 46 Kumai t e. chinuch. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
37. 34. 243. 227 147. 237. 8. 46 Kumai t e.chinuch.idf.il ET SCAN NVAP -f -sS 1
218. 250. 68. 144 147.237.8. 24 Hong Kong elifestyle.idf.il |[ET SCAN Potential SSH Scan 1
207.191. 195. 138 147.237.76. 30 Lhited Sates hi nush. i df .i | GPL SCAN PING GyberKit 2.2 Wndows 1
91. 125. 184. 101 147. 237.77. 216 Ui ted Ki ngdom dover.idf.il Tehila - Perl LWP wth fake user agent 1
66. 249. 79. 169 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 1
37.143.82.50 147.237.77. 234 Net her | ands hal ag.i df il ET SCAN NMAP -sS wi ndow 2048 1
37.143. 82. 50 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
37.34.243. 227 147. 237. 8. 46 Kumai t e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 250. 68. 144 147.237.8.50 Hong Kong e tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 125. 184. 101 147. 237.77. 176 Ui ted Ki ngdom mat pash. i df .i | Tehila - Perl LWP wth fake user agent 1
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|Top Attackers In FW |

Attacker Address
212.143. 142. 56

|At tacker Qountry

Target Address

|Signature

Devi ce Action ‘Count
| srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
66. 249. 69. 113 | srael 147.237.0. 33 idf.il dr op drop 1
176. 13. 245. 227 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 1




08-21-2016-05:04:00 to 08-21-2016-06:04:00

|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry |Target Addr ess |Site Devi ce Action |Oount |
84.94.167.111 |Israel 147.237.0.19 |nadi matal .idf.i||Suspicious Response Code B ock 13
46. 19. 85. 87 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.178.114. 137 |[Israel 147.237.77.216 |dover.idf.il Unaut hori zed LRL Access to wwu i df.i|/wp-1ogin. php B ock 1
157.55.39.12  |thited Sates 147.237.77.176 |natpash.idf .il  |Unauthorized UR. Access to www cogat.idf.il/894-he Bl ock 1
77.127.37.129 |lIsrael 147.237.77.176 |nat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df.il/wp-1ogin. php B ock 1
180. 76. 15. 134  |Chi na 147.237.72. 156 |anan. i df.i | D stributed Wnaut hori zed LR Access on list.ips.gov.il/robots.txt [B ock 1
79.178. 114. 137 |Israel 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 1
62. 203. 33. 33 St zerl and 147.237.72. 166 |aka.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
79.178.114. 137 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/wp-1ogin. php Bl ock 1
84.95.208.20 |israel 147.237.77.74 |lawidf.il PHP At tenpt B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka.idf.il Ml tipl e Unaut horized URL Access from 66.249. 76. 77 B ock 1
79.178. 114. 137 |Israel 147.237.77.216 |dover.idf.il PHP At t enpt B ock 1
99. 234. 250. 119 |Canada 147.237.72.156 |anan. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
77.127.37.129 |Israel 147.237.77. 176 |nat pash. i df.il Distributed PHP Attenpt Bl ock 1
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