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Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  [Count |
168. 1.128. 77 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ack Li st drop 1
103.29.5. 8 | ndonesi a 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
168. 1. 128. 77 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
168. 1. 128. 77 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
119. 110. 80. 21 | ndonesi a 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
212.159. 128. 34 Uni ted Ki ngdom 147.237.76. 30 hi nush.idf.il B ack List dr op 1
168. 1.128. 77 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
71. 6. 165. 200 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ack List dr op 1
168. 1. 128. 77 Lhited Sates 147.237. 76. 200 eitan aka. idf.il B ack List drop 1
119. 110. 80. 21 | ndonesi a 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
212.159. 128. 34 United Ki ngdom 147.237.76. 31 nakchal .idf.il B ack List drop 1
168. 1. 128. 77 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List dr op 1
103.29.5.8 | ndonesi a 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an. i df .i | B ack List drop 1
168. 1. 128. 77 Lhited Sates 147.237.76. 30 hi nush. i df.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry et Address |Site |Sgnature Devi ce Action |Count |
185. 94. 116. 30 United Kingdom [147.237.77.216 |dover.idf.il 25004: HTTP. WérdPress Fingback Redirect Request B ock 3
149. 202. 54. 50 France 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nit 2
162.210.196. 129 |Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per it 2
162.210.196. 129 |lnited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 2
164. 132. 161. 89 Italy 147.237.76.200 |eitan. aka.idf.il [Cl000146: HITP. AhrefBot craw er B ock 1
51. 255. 65. 81 France 147.237.76.200 |eitan. aka.idf.i| [Cl000146: HTTP. AhrefBot craw er Bl ock 1
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Attacker Address
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162.213.1.246 |147.237.77.216|lhited Sates [dover.idf.il Tehila - Perl LWP with fake user agent 3
91.125.184. 101 |(147.237.77.74 LKJ?';;gom lawidf.il Tehila - Perl LWP with fake user agent 1
211.23.156.152 [147.237.0.200 [Taiwan ndu. i df il ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
177.207.21.186 [147.237.8.28 |Brazil e nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
173.208. 249. 35 |147.237.8.27 |lthited Sates |e.nadimatal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
118, 243. 220 1411147 237 0.17 13 - kosher -kravi i df i1 ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, 1
. . . . . 0. - - Wi | N . .
apan v Potential Scan or Infection
91.125.184. 101 |147.237.77.216 LK?';gegom dover.idf.il Tehila - Perl LW with fake user agent 1
211.23.156. 152 |147.237.76.42 |Taiwan refuah.idf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 138(147. 237. 77.19 |krai ne | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
173.208. 249. 35 |147.237.8.27 |lthited Sates |e.nadimatal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
103.207.38.14 |147.237.77. 234 |V et nam hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
109. 253. 199. 225 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 8
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
162. 243. 253. 50 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
5.9.62.130 Ger many 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
109. 64. 104. 32 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
141. 212.122. 149 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
107. 0. 218. 53 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 1
176. 13. 11. 109 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
185. 125. 4. 222 Pol and 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
65. 210. 36. 98 Lhited Sates 147.237.72. 156 anan.idf.il drop First packet isn't drop 1
141. 212. 122. 148 Lhited Sates 147. 237. 0. 200 mu. i df . il dr op drop 1
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1




08-21-2016-03:04:07 to 08-21-2016-04:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count

84.95.208.20 |[lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 100
84.95.208.20 |lIsrael 147.237.76.200|ei tan. aka. i df.i| |Mitiple Uhauthorized URL Access from 84. 95, 208. 20 B ock 84
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
2.53.50. 128 I srael 147.237.0.19 |madi matal . i df. i ||Suspici ous Response Code Bl ock 6
84.95.208.20 |lIsrael 147.237.77.233|atal .idf.il PHP Attenpt B ock 6
87.69.174.197 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from87.69.174.197  |B ock 4
37.26.148.182 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.95.208.20 |lIsrael 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 2
84.95.208.20 |[Israel 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
204.79.180.96 |Wnited Sates  |147.237.72.166|aka. i df .i | m“;grii jfelc: I“,‘:;T‘Z? mﬁp{ o e hore. asp Bl ock 1
66. 249. 83. 242 |l srael 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
204.79. 180. 110 |Whited Sates  |147.237.72. 166 |aka. i df .i | m“;gi' ;ﬁdi |'\/br:a??3hzcn§r dfef;ul (. asp Bl ock 1
5.102.242.63 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka. i df.il/404. htm B ock 1
87.69.174.197 |[lsrael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for aka.idf.il/nai n/ giyus B ock 1
77.138.207.46 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for wwy aka.idf.il/ishurinnain/ Bl ock 1
204.79.180. 215 |Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/niluinitenpl ates/inner.asp |B ock 1
121.42.54.54  |China 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt Bl ock 1
84.95.208.20 |lIsrael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to ww i df.il/894-he B ock 1
66.102.6.188 [Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 1
121.42.54.54  |China 147.237.77. 176 [mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df.il/wp-1ogin. php B ock 1
220. 255. 219. 58 |9 ngapor e 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wanidf.il/error. htm B ock 1
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