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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
93. 174. 93. 156 Net her | ands 147. 237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
51.254.51. 2 France 147. 237. 76. 200 eitan aka.idf.il B ack List dr op 1
79.176.19.113 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
93. 174. 93. 156 Net her | ands 147.237.76. 31 nakchal .i df .il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count |
46. 236. 115. 84 Sweden 147.237.77.216 |dover.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 13
72.34.232.5 Lhited Sates 147. 237. 76. 86 navy.idf.il |5670: HITP: SQ Injection (SELECT) B ock 12
81.88.48. 113 Italy 147.237.77.233 |atal .idf.il |[6134 HITP SQ Injection \Variabl e Declaration Evasion B ock 11
212.247.61. 153 Sweden 147.237.76. 42 refuah.idf.il |5670: HTTP. SQ Injection (SELECT) B ock 6
5.196. 22. 55 France 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
81.88.48. 113 Italy 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
212.247.61. 153 Sweden 147. 237.76. 42 refuah.idf.il [6134: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 6
72.34.232.5 Lhited Sates 147. 237. 76. 86 navy.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 6
46. 236. 115. 84 Sweden 147.237.77.216 |dover.idf.il |[6134 HITP. SQ Injection Variable Declaration Evasi on B ock 5
162. 210.196.130 |Lhited Sates 147.237.77.216 |dover.idf.i| |[Cl000074: HITP. najestic bot Per mit 2
81. 88. 48. 113 Italy 147.237.77.233 |atal .idf.il 9785 HITP. SQ Injection (Referer Header) B ock 1
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|Top Attackers In |D|

At acker

‘Target Address ount ry Signature
46.236. 115. 84 |147.237. 77. 216 [Sneden dover.idf.il QA Injection - Select From 54
72.34.232.5 147.237.76.86 [lhited Sates |navy.idf.il SQ Injection - Select From 20
212.247. 61. 153 [147. 237. 76. 42 |Sweden refuah.idf.il S Injection - Select From 14
81.88.48.113  |147.237.77.233|Italy atal.idf.il QA Injection - Select From 12
5.196. 22. 55 147.237. 77. 233 |France atal.idf.il SQ Injection - Select From 8
162.213.1. 246 |147.237.77.216|Whited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 4
58. 218. 204. 245 |147. 237. 76. 196 |hi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147.237.76.31 |Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 [147.237.76.31 [China nakchal . i df .i ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
129. 56. 2. 38 147.237.8.50 [Ngeria e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.8.24 [Netherlands elifestyleiidf.il|ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 |147. 237. 76. 200 |hi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
58.218. 204. 245 [147. 237.76. 86 |hina navy.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25  |147.237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
123. 206. 73. 185 [147.237.8.27 [China e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
91.125. 184. 101 |147. 237. 77. 216 zi;;gom dover.idf.il Tehila - Perl LWP with fake user agent 1
72 89.107. 124 147 237 8.28  |tited Sates |o robile ks idf il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
65. 98. 59. 26 147.237.72. 156 |Lhited Sates |anan.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘Si gnature Message Devi ce Action |Oount
96. 9. 128. 127 S ngapor e 147.237.77.216 dover.idf.il drop First packet isn't drop 27
87.106. 184. 160 Ger many 147.237.76. 42 refuah.idf.il dr op Frst packet isn't drop 18
176. 35. 241. 146 United Ki ngdom 147.237.72. 166 aka. idf.il drop First packet isn't drop 8
212. 143.142.56 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 5
168. 1. 128. 34 Lhited Sates 147.237.0. 19 nadi matal .idf.il dr op Frst packet isn't drop 1
168. 1. 128. 34 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
109. 253. 197. 29 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
185. 125. 4. 222 Pol and 147.237.0.34 tikshuv.idf.il dr op SAMrul e drop 1
129. 56. 2. 38 N geria 147. 237. 0. 200 mu. i df.il drop drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 133
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 104
84. 95. 208. 20 I srael 147.237.77. 226 ¥M:AII chanat 2. aka. I d Mil tiple Unauthorized URL Access from 84. 95. 208. 20 Bl ock 25
84.95.208.20 |Israel 147.237.77.216|dover. i df . i | PHP Att enpt B ock 13
84.95.208.20 |[lIsrael 147.237.77. 226 :‘AM:AII chanat z. aka.id PHP At t enpt B ock 10
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 8
84.95.208.20 |[lIsrael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 5
84.95.208.20 |Israel 147.237.76.86 [navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 5
84.95.208.20 |Israel 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 5
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 4
84.95.208.20 |Israel 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 3
84.95.208.20 |[lIsrael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Uauthorized URL Access from 84.95. 208. 20 B ock 3
37.26.149. 142 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
84.95.208.20 |Israel 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 Bl ock 2
84.95.208.20 |[lIsrael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
85. 65. 145. 131 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/mai n/ kapat z/ undefined [B ock 1
41.85.67.152 |South Arica |147.237.77.216|dover. i df . il \;Pjrwafztferl Jyl%zgf‘;'vaé;\‘/’; f;'sgf(m ent Al acebl der 15 xt LastNane in - gy o 1
84.95.208.20 |Israel 147.237.77. 216 |dover. i df . i | mult Qforl' sz:’enﬁ‘afg;eﬁsné;age/ 51 vi k. pho B ock 1
79.177.120. 210 |I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
136. 243. 16. 208 |Ger nany 147.237.72. 166 |aka. i df . i | mt;i;"i’ﬁji IT;‘&:‘;';ES rl\ﬁt dre‘?gulf ﬁras’f)”o‘“” R on B ock 1
66.249. 66. 131 |Israel 147.237.77.233|atal .i df .i| :t":]“'tihd‘;r_'iTf?entﬁ‘atf;/?;g/ Lcercont 1l </ e Bl ock 1
79.182.129.78 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 79. 182, 129. 78 B ock 1
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
157.55.39. 190 |Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/smalinisnal i maspx None 1
66.249.79. 114 [Israel 147. 237.72. 156 [anan. i df . i | m“;:;;_if;é#f‘apgfg_ez;;; e associ ati o Bl ock 1
79.182.129.78 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/ patzar B ock 1
84.95.208.20 |Israel 147.237.77. 234 |hal ag. i df . il PHP Attenpt B ock 1
84.95.208.20 |lsrael 147.237.72. 156 [anan. i df . i | Ml tiple Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
77.139.175.85 |France 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ favi con. i co Bl ock 1
84.195.208. 20 I srael 147.237.77. 226 :‘MA:A( chamat z. aka.1d mutcgggtzze.daktf-i éal‘cclelsli etn(:)I at es/ honepage/ di v. i tem Bl ock !
84.95.208.20 |Israel 147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
85. 65. 145. 131 [l srael 147.237.72. 166 |aka. i df . i | Miltiple Illegal Byte Qode Character in URL from85. 65. 145, 131 B ock
84.95.208.20 |Israel 147.237.72. 156 [anan. i df . i | PHP At t enpt B ock
79.177. 120. 210 |I srael 147.237.72. 166 |aka. i df . i | Nmbldtei)pl e Untraceabl e SS9 Sessions from79. 177.120. 210 (Cpen None 1
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