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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
2.53.181. 126 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 12
183. 60. 48. 25 Chi na 147.237.76. 34 yohal an.idf.il|JLM Under Attack_Con_Tcp drop 2
93. 174. 93. 156 Net her | ands 147.237.76. 34 yohal an.i df.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

get Address

|Site

Devi ce Action |Count |

87.106. 184. 160 Ger many 147.237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
184. 168. 46. 74 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 12
216.119. 125. 34 Lhited Sates 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 11
216. 119. 125. 34 Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 7
87.106. 184. 160 Ger many 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SALECT) B ock 6
40. 85. 96. 77 Ireland 147.237.77.216 |dover.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
184. 168. 27. 33 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
62.149. 132. 252 Italy 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
40. 85. 96. 77 Ireland 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
184. 168. 46. 74 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
128.187.112.5 Lhited Sates 147.237.72.166 |aka.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
46. 236. 115. 84 Sweden 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
208.52. 175. 27 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 196. 229 Lhited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
184. 168. 192. 31 Lhited Sates 147.237.76. 42 refuah.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
83. 168. 250. 50 Sweden 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
40. 85. 96. 77 Irel and 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 6
213. 203. 204. 143  |Ger many 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
177.185. 194, 45 Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50.77. 136. 81 Lhited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
137.117.80.178 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 5
185. 96. 92. 54 Lnited Kingdom |[147.237.76.31 nakchal .idf.il |6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
185. 96. 92. 54 Lhited Kingdom [147.237.76.31 nakchal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 2
69.197. 163. 195 Lhited Sates 147.237.77.176 |nat pash.idf.il [CL000074: HTTP. najestic bot Per nit 2
81. 88. 48. 113 Italy 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
184.168.192. 134 |lnited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

216.119. 125. 34 |147.237.77.216|Wited Sates |dover.idf.il SQ Injection - Select From 52
87.106. 184. 160 |147.237.76.42 |Ger many refuah.idf.il SQ Injection - Select Fom 31
184.168.46.74 |147.237.77.74 |Wnited Sates |lawidf.il SQ Injection - Select Fom 20
40. 85. 96. 77 147.237.77. 216 |Irel and dover.idf.il SQ Injection - Select From 20
185. 96. 92. 54 147.237.76. 31 LKJ?i;:gom nakchal .i df.il A Injection - Select From 16
46.236. 115. 84  [147. 237. 77. 233 |Sweden atal.idf.il SQ Injection - Select From 16
213. 203. 204. 143|147. 237. 77. 233 |Ger many atal.idf.il SQ Injection - Select From 8
50. 63.196.229 |147.237.77.74 |Whited Sates |[lawidf.il SQ Injection - Select From 8
208.52.175.27 |147.237.77.233|Wited Sates [atal.idf.il SQ Injection - Select From 8
128.187.112.5 [147.237.72.166 |Whited Sates |aka.idf.il SQ Injection - Select From 8
184.168. 192. 31 [147.237.76.42 |Wnited Sates [refuah.idf.il SQ Injection - Select From 8
62.149.132.252 [147.237.77.74 |itay lawidf.il A Injection - Select From 8
50. 77. 136. 81 147.237.77.74 |United Sates |lawidf.il SQ Injection - Select From 8
137.117.80. 178 [147.237.77.74 |Whited Sates |[lawidf.il SQ Injection - Select From 7
83.168.250.50 [147.237.77.74 |Sweden lawidf.il SQ Injection - Select From 7
177.185. 194. 45 (147.237.77.74 |Bazil lawidf.il SQ Injection - Select From 7
184.168.27.33 [147.237.77.74 |Whited Sates |[lawidf.il SQ Injection - Select From 6
162.213.1.246  [147.237.77.216|lhited Sates |[dover.idf.il Tehila - Perl LW with fake user agent 3
184. 168. 192. 134(147.237. 77.74 |Wited Sates |[lawidf.il SQ Injection - Select From 3
173.208. 249. 36 [147.237.8.27 |Wnited Sates [e.nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
46.172.71.251 [147.237.77.235|lkrai ne sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 138(147. 237. 76. 147 |kr ai ne chinuch. aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
123.206. 73. 185 |147.237.8.50 |China e.tikshu.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
104. 232. 98. 3 147.237.8.14 |lhited Sates |e.orchot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
50.198. 251. 213 |147.237.0.33 |Wited Sates |[idf.il ET SCAN NVAP -sS w ndow 1024 1
173.208. 249. 36 |147.237.8.27 |lnited Sates |e.nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
46.172.71.251 [147.237.77.243|lkrai ne nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.208. 249. 36 [147.237.8.27 |thited Sates e nadimatal .idf.i|ET SCAN NVAP -f -sS 1
161.18. 107. 181 |147.237.0.34 |Col onbi a tikshuv.idf il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connecti ons, 1

Potential Scan or Brute Force

104. 232.98. 3 147.237.8.14 [lhited Sates [e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237.76.86 |Chi na navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
177 37 17579 |147 237 8. 28 |mrazi| o robi | e ke, i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Signature Message Devi ce Action |Oount
197. 134. 36. 165 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 49
184. 168. 152. 58 Lhited Sates 147.237.77. 176 nat pash. i df .i | drop SAMrul e drop 24
100. 92. 220. 55 147.237. 72. 167 ishurimaka.idf.il drop First packet isn't SYN drop 21
87.242.112. 35 Russi an Federation 147.237.77. 233 atal.idf.il drop SAMrul e drop 18
195. 154. 235. 88 France 147.237.76. 86 navy.idf.il dr op SAMrul e drop 18
158. 85. 253. 245 Lhited Sates 147.237.77. 74 lawidf.il dr op SAMrul e drop 18
184. 168. 152. 58 Lhited Sates 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 6
184. 168. 152. 58 Lhited Sates 147.237.77. 233 atal.idf.il drop SAMrul e drop 6
184. 168. 27. 81 Lhited Sates 147.237.77. 74 lawidf.il dr op SAMrul e drop 6
46. 19. 85. 194 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 6
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 5
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
77.126. 31. 56 I srael 147.237.76. 42 refuah.idf.il drop First packet isn't SN drop 1
176. 13. 235. 165 I srael 147.237.72. 166 aka idf.il dr op First packet isn't SN drop 1
176. 13. 244. 20 | srael 147.237.72. 166 aka. idf.il drop First packet isn't SYN drop 1
176. 13. 247. 247 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
168. 1. 128. 51 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Action ‘Count
2.53.149. 77 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 30
- - - Unaut hori zed URL Access to
212.76.111.33 |[lIsrael 147.237.77.243|nobi | e. i df . i | nobi | e. i df i 1/ cat eqoryt enpl at es/ | st chi | dsubcat egori es/ 1423 B ock 5
77.139. 134. 183 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wwy aka. i df.il/mai n/smalinifag. aspx |B ock 3
109. 67. 183. 144 |I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/vwan tikshuv.idf.il B ock 2
77.138.190. 216 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/drushim B ock 2
157.55.39.83 |lthited Sates [147.237.72.156|aman.idf.il Uhaut hori zed URL Access to www arman.idf.il/robots.txt Bl ock 2
2.53.38.87 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
Mol dova, . . Unaut hori zed Met hod PCBT for
178. 168. 49. 26 Republ i ¢ of 147.237.72. 166 |aka. i df . i | vown aka. | df i |/ mai v i yus/ bookl et s. aspx B ock 2
NULL Character in Header Nane at
24.101.39. 187 |[thited Sates |[147.237.76.86 |navy.idf.il Kot @[ [#2]]+[[#4]][ »€aY98[ [ #11] ]| [ [#20]] [ [#0]] ¢O=bE[ [ #12] ] [ [ #16 B ock 1
11[86A@ U
85. 65. 145. 131 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in R /mainkapat2//resi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
68.180.228. 185 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wau i df.il/navy/ htmh/ nai nfs. asp B ock 1
66.102.9.105 |lnited Sates |147.237.72.166 |aka. i df . il Distributed thauthorized Method for Known LRL on B ock 1
vy aka. i df . i |/ mai n/ hone/ def aul t . aspx
Illegal Byte Gode Character in Header Nane
24.101.39.187 |Wited Sates [147.237.76.86 |navy.idf.il Kot -r[[#2]][[#4] ][ »€av8[ [ #11]]1 [ [#20] ] [ [ #0] ] ¢O=b£] [ #12] 1 [ [ #16|H ock 1
11186A@ U
. . - Unaut hori zed URL Access to
180. 76. 15. 151 |Chi na 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994- 8935- he/ r ef uah. aspx Bl ock 1
84.95.208.20 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Uauthorized LRL Access on ww anan. idf.il/robots.txt |B ock 1
- . Unaut hori zed URL Access to
66.249. 73. 146 |l srael 147.237.77. 216 |dover. i df . il 147, 237. 7. 216/ 1133- 20346- he/ i df gdover . aspx Bl ock 1
24.101.39.187 |Wnited Sates [147.237.76.86 |navy.idf.il NULL Character in Mthod , [[#0]][[#0]][[#0]]1[[#22]]i B ock 1
66.249.64.59 |lIsrael 147.237.0.19 |[madi matal .idf.il Uhaut hori zed UR. Access to nadi matal .idf.il/robots. txt B ock 1
24.101.39. 187 |[thited Sates [147.237.76.86 |navy.idf.il Illegal Byte Gode Character in Header \Val ue B ock 1
84.95.208.20 |[lIsrael 147.237.72. 156 |anan. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 1
66.249.76.75 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
24.101.39.187 |[thited Sates [147.237.76.86 |navy.idf.il Unaut hori zed Met hod POST for 147.237.76. 86/ Bl ock 1
. . Unaut hori zed Met hod HEAD f or
148. 251. 2. 180 |Ger many 147.237.72. 166 [aka. i df . i | v aka i o i |/ brot her s/ ski ra def aul t . asp B ock 1
Unaut hori zed URL Access to
66. 249. 64. 108 |l srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i1/ useful i nformation/i dkoni nd pages/ 23122010nasai yo |Bl ock 1
t. aspx
24.101.39.187 |Wnited Sates [147.237.76.86 |navy.idf.il Illegal Byte Gode Character in Method , [[#0]]1[[#0]1[[#0]1[[#22]1i B ock 1
84.95.208.20 |[lIsrael 147.237.72. 156 |anan. i df . i | PHP Attenpt Bl ock 1
66. 249. 79. 154 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/main/giyus/general .aspx |Bl ock 1
24.101.39.187 |[lhited Sates [147.237.76.86 |navy.idf.il Uhknown HTTP Request Method , [[#0]1[[#0]1[[#0]1[[#22]1i in LR B ock 1
84.95.208.20 |[lsrael 147.237.0.15 |kosher-kravi.idf.il [Miltiple Unauthorized URL Access from 84.95.208. 20 B ock 1
66. 249. 65. 177 |l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249, 65. 177 B ock 1
24.101.39.187 |[lhited Sates [147.237.76.86 |navy.idf.il Mal formed URL Bl ock 1
84.109. 241, 2 | srael 147.237.76.42 |refuah.idf il Par anet er Type \/1 ol _atl on ctl 00$Cont ent A acetbl der 1t xt Last Nane i n B ock 1
v refua. atal . idf.il/1518- he/ r ef uah. aspx
68.180.228.99 |[Lhited Sates [147.237.76.42 |refuah.idf.il D stributed Waut hori zed URL Access on 147.237.76.42/robots. txt  |B ock
46.19.86.187 |[lIsrael 147.237.77.216|dover .i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wawidf.il/ B ock 1
84.95.208.20 |[Israel 147.237.0.15 |kosher-kravi.idf.il |Unhauthorized UR. Access to ww kosher-kravi.idf.il/defaul t.aspx B ock 1
ny- kosher - kravi . i df , o
66. 249. 66. 188 |l srael 147.237.0. 16 O Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ B ock 1
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