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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
189. 31. 111. 253 Brazil 147.237. 76. 86 navy.idf.il B ack List drop 4
2.53.41. 187 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
109. 65. 4. 192 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
91. 230. 121. 156 Lkr ai ne 147.237.76. 198 e.yohal an.i df.il|B ack List drop 1
93. 158. 200. 86 Net her | ands 147.237. 76. 42 refuah.idf.il B ack List drop 1
93. 174. 93. 156 Net her | ands 147.237.76. 202 e halag.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
91.109. 242. 34 Lnited Kingdom |[147.237.76.31 nakchal .idf.il |[3808 HITP. SQ Injection Variable Declaration Evasion B ock 6
91.109. 242. 34 Uhited Kingdom [147.237.76.31 nakchal .idf.il |[5670: HITP. SQ Injection (SELECT) Bl ock 6
91. 109. 242. 34 United Kingdom [147.237.76.31 nakchal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
208.109.108.10 |wnited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
164.132.161. 40 |ltaly 147.237.76.200 |eitan. aka.idf.il [Cl000146: HITP. AhrefBot craw er B ock 1
164.132.161.49 |[italy 147.237.76.200 |eitan. aka.idf.il |Cl000146: HITP. AnrefBot craw er B ock 1
164.132.161.59 |[italy 147.237.76.200 |eitan. aka.idf.il |Cl000146: HITP. AhrefBot craw er Bl ock 1
51. 255. 65. 97 France 147.237.76.200 |eitan. aka.idf.il [Cl000146: HITP. AhrefBot craw er B ock 1
151. 80. 31. 155 France 147.237.77.234 |halag.idf.il C1000146: HITP.  AnrefBot craw er B ock 1




08-21-2016-00:04:04 to 08-21-2016-01:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.109.242. 34 |147.237.76. 31 LKJ?ir:;gom nakchal .idf.il |SQL Injection - Select Fom 26
208.109. 108. 10 |147.237.77.74 |Whited Sates [lawidf.il SQ Injection - Select From 8
162.213.1.246  [147.237.77.216|Wited Sates  [dover.idf.il Tehila - Perl LW with fake user agent 3
37.26.148.171 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 138|147. 237. 72. 167 |krai ne ishurimaka.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
104.131.217.19 |147.237.76.31 |lhited Sates |nakchal.idf.il |ET SCAN Potential SSH Scan 1
104.131.217.19 |147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN Potential SSH Scan 1
103.207.39. 11  |147.237. 77. 235 |M et nam sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.76.117 |147.237.72.166 |lhited Sates [aka.idf.il SER"\/ER-APAO—E.Apache mod_ssl non-SS. connection to SS. port 1

deni al of service attenpt
14,104, 138.27 1147 237 0.34  |chi na Cikshov.id il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

I . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

182. 209. 162. 182|147. 237. 76. 38 ok‘f’rea REPUDIIC o o i tav.idf il Potential Sean or Brite For():/e 1
104.131.217.19 |147.237.76.176|lhited Sates |[test.ncore.idf.il|ET SCAN Potential SSH Scan 1
104. 131. 217. 19 |147.237.76.30 [Wited Sates  |hinush.idf.il ET SCAN Potential SSH Scan 1
104.131.217.19 |147.237.0.33 |lhited Sates [idf.il ET SCAN Potential SSH Scan 1
91.125.184. 101 |147.237.77.74 LKJ?i;:gom lawidf.il Tehila - Perl LW with fake user agent 1
66.249.79.104 |147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
79. 180. 54. 70 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 14
158. 85. 253. 245 Lhited Sates 147.237.77. 233 atal.idf.il drop SAMrul e drop 6
195. 239. 16. 40 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't drop 4
195. 239. 16. 53 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't drop 4
62.210.113. 73 France 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 2
202. 207. 240. 35 Chi na 147.237.76. 34 yohal an.i df .il dr op drop 1
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
66. 249. 93. 107 | srael 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 1
176.13.9.91 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 1
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
31.168. 172. 143 | srael 147.237.0. 200 mu.idf.il dr op drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
77.127.90.139 |Israel 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 263
66. 249. 65. 177 |l srael 147.237.77.216|dover.i df . il Ml tiple Uhauthorized URL Access from 66. 249. 65. 177 B ock 5
80. 246.136.29 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
46.10.208.83 |Rulgaria 147.237.77.216|dover.i df . il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 3
89. 139. 100. 134 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
109. 67. 151. 28 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
. . . Uhaut hori zed URL Access to
176.13.22. 125 |l srael 147.237.77.243|nobi l e.i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1152 B ock 2
. . . D stributed Unaut hori zed Method for Known URL on
66.102. 9. 43 Lhited Sates |[147.237.72.166|aka.idf .il vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
. . DO stributed Unaut hori zed URL Access on
85. 65. 54. 95 I srael 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1136- hel at al . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.76.77 |[lsrael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 5/ 71545. pf B ock 1
37.142.92.232 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
180. 76. 15. 149 |Chi na 147.237.72. 156 [anan. i df . i | Distributed Lhaut hori zed URL Access on waw anan. i df.il/robots. txt Bl ock 1
77.126.27.22  |Israel 147.237.77.216|dover. i df . il Distributed Whaut hori zed URL Access on waw i df.il/anan B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66.249.76. 117 |[Israel 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
37.142.183.4 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207.46.13.9 Lhited Sates |[147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 73. 137 [l srael 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 20706- he/ i df gdover . aspx B ock 1
66. 249.81.212 |lIsrael 147.237.77.216|dover. i df . il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
. . Unhaut hori zed Met hod PCST for
213. 151. 35. 220 [l srael 147.237.72. 166 [aka. i df . i | v aka, i o i |/ rai r sachar/ r egi st rat i onwi zar d st epd. aspx B ock 1
79.180. 44. 64  |[Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 73.155 |l srael 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 19412- he/ dover . aspx B ock 1
2.55.159.112 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
132.74.95.19 |Israel 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/0/113010. pdf Bl ock 1
66.249. 81. 215 |l srael 147.237.77. 216 |dover.i df . il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 1
46.19.86.183 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . . Uhaut hori zed URL Access to
66.249.76. 2 | srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1680 Bl ock !
. ] Uhaut hori zed URL Access to
5.22.135.174 I sr ael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e- t ouch- i con- pr econposed. png Bl ock !
66.249.88.40 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Uaut hori zed URL Access on 147. 237. 72. 166/ Bl ock 1
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