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08-20-2016-23:04:03 to 08-21-2016-00:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 1
91.230. 121. 156 Lkr ai ne 147.237.76. 30 hinush.idf.il |Back List dr op 1
123. 59. 59. 52 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
37.26.148.170 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 1
123.59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forvward 1




08-20-2016-23:04:03 to 08-21-2016-00:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
23.97. 230. 36 Net her | ands 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
23.97. 230. 36 Net her | ands 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 3
23.97. 230. 36 Net her | ands 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 3
51. 255. 65. 7 France 147.237.76.200 |eitan. aka.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
23.97.225. 177 Net her | ands 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) Bl ock 1
51. 255. 65. 82 France 147.237.76.200 |eitan. aka.idf.il [Cl000146: HITP. AhrefBot craw er B ock 1




08-20-2016-23:04:03 to 08-21-2016-00:04:03

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
23.97.230. 36 147.237.77. 233 |Netherl ands atal .idf.il S Injection - Select From 18
109. 67. 196. 149 |147.237.76.42 |lIsrael refush.idf.il |ET SCAN NVAP -sA (2) 8
23.97.230. 36 147.237.77. 233 [Netherl ands atal.idf.il ET WEB_SERVER ATTACKER SQLi - SELECT and Scherma Col ums 8
162.213.1.246  [147.237.77.216 |lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 4
77.124.14.110  |147.237.72.156 |[lIsrael anan. i df.il ET SCAN NVAP -sA (2) 3
37.143. 82. 50 147.237.8. 24 Net her | ands elifestyle.idf.|ET SCAN NVAP -sS w ndow 2048 1
23.97.225.177  |147.237.77.233 [Nether| ands atal .idf.il S Injection - Select From 1
198. 20. 69. 98 147.237.76.177 |Uhited Sates ncore.idf.il ET DRCP Dshi el d B ock Listed Source 1
46.172.71.251  |147.237.77.234 |Wkraine hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147.237.8.24  |Netherl ands e.lifestyle.idf.[ET SCAN NVAP -f -sS 1




08-20-2016-23:04:03 to 08-21-2016-00:04:03

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
66. 249. 93. 107 Eur ope 147.237.77.216 dover.idf.il drop SAMrul e drop 23
66. 249. 93. 107 Eur ope 147.237.77.216 dover.idf.il drop First packet isn't drop 12
212.179. 28. 34 | srael 147. 237. 76. 147 chi nuch. aka. i df . i | drop SAMrul e drop 10
79.180.199. 191 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
213. 151. 43. 232 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 6
94. 230. 86. 140 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 6
66. 249. 93. 107 I srael 147.237.77.216 dover.idf.il drop SAMrul e drop 5
68. 180. 228. 185 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
31.168.173. 69 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
62.212.73.211 Net her | ands 147.237.77.216 dover.idf.il drop SAMrul e drop 2
176. 13. 16. 117 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 2
84.110. 34. 203 | srael 147.237.76. 86 navy.idf.il dr op First packet isn't drop 2
5.102.194.91 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
185. 120. 126. 4 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
109. 253. 215. 134 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
212. 143.142.56 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
73.93.142. 177 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 217. 62 | srael 147.237. 72. 156 anan.idf.il dr op First packet isn't drop 1
176. 13. 248. 193 I srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 1




08-20-2016-23:04:03 to 08-21-2016-00:04:03

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.126.26.116 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 208
46. 19. 86. 226 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 30
46.19. 86. 70 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 20
37.142.64.227 |lsrael 147.237.77.216|dover.idf .il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 5
37.26.146.249 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :cl’r(;fz'f? , g;eggrcﬁim;es” < ohi | ddocunent &/ 1152 Bl ock 3
46. 19. 85. 30 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
37.26.148.191 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response CQode Bl ock 3
84.229. 2. 109 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 90 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
37.26.146.249 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Qode Bl ock 3
77.125.22.206 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for wan aka. i df .il/ B ock 3
66.249.65. 177 [Israel 147.237.77. 216 |dover. i df . il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 177 Bl ock 2
46.19. 86. 131 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53. 153. 254 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
188. 37. 159. 203 |Fortugal 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. i df.il/mai n/ gi yus/ news. aspx B ock 2
66. 102. 9. 105 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for v aka. i df . il /mai n/ hone/ def aul t . aspx B ock 1
139. 129. 130. 253|Chi na 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
77.125.22.206 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/3/ Bl ock 1
46.117.38.140 |israel 147.237.76.42 |refuah.idf.il ?4? ;|3$.u;§.d42L/h;u;|hg/rslrfaerdedﬁe:eic.issss on Bl ock 1
207.46.13.126 |lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter ¢ in aka.idf.il/mlui nitenpl ates/inner. asp None 1
78.27.160. 157 |kraine 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df . il/mai n/ hone/ def aul t . aspx B ock 1
139. 129. 130. 253|Chi na 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . il/wp-1ogin. php B ock 1
46. 117. 213. 56 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
207.46.13.126 |lhited Sates |147.237.72.166|aka.idf .il Lhknown Paraneter catid in aka.idf.il/nan/sachar/fag. aspx None 1
46.19. 85. 88 I srael 147.237.77. 216 |dover . i df . i | Mal for med LRL B ock 1
79.183.91. 20 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/anan B ock 1
66.249.76.122 I srael 147.237.77. 176 |nat pash. i df . i | muzgggt' Z.Z?L.ﬁaﬁﬁﬁf/sﬁeﬁgr. ol / peges o hozayel tal cb. a8 Bl ock 1
157.55.39. 174 [lhited Sates |147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77. 234/ robot s. txt Bl ock 1
77.138.67.217 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for ww aka. i df.il/ishurim Bl ock 1
46.120.131.60 |[Israel 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None 1
207.46.13.145 |[thited Sates [147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/ B ock 1
46. 19. 85. 88 I srael 147.237.77.216|dover . i df . il Unknown HTTP Request Method deflate in UR B ock 1
66.249. 93. 103  |Israel 147.237.77.216|dover. i df . il D stributed Lhauthori zed UR. Access on www i df.il/error. htm Bl ock 1
46.19.86.226  |Israel 147.237.0.19 |nadimatal .idf.i E:L?’rﬁte;l _T?'Zf_?'il?'nztbii ?2,%8%??;?':;';32‘;?;” der 13t xt Last Nane in B ock 1
157.55.39.190 |[Uhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/chi nuch/ news/ None
41.34.152.232 |Egypt 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v idf.il/arr/ B ock
77.138.226. 144 |France 147.237.72. 156 |anan. i df . i | D stributed Lhaut hori zed URL Access on v anan. i df . il/favicon.ico B ock
46.121.119. 177 |israel 147. 237.72. 166 |aka. i df . i | mu;grii (jzf?l'mi?‘;?rzgu: pAS—— asix Bl ock 1
109. 64. 1. 132 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock

46. 19. 86. 226 I srael 147.237.0.19 |madimatal .idf.i|SSL Wntraceabl e Gonnection - Qen Mde None
46.19.85.15  |Israel 147.237.77.233atal . i df .i | el o 26 W .Agscsi‘s on B ock 1
78.27.160.157 |lkraine 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 78.27. 160. 157 B ock 1
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